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ABSTRACT

Using software components is a modern approach for build-
ing extensible and reliable applications. To ensure high de-
pendability, a component application should undergo veri-
fication, e.g. model checking, to prove it has certain prop-
erties. The implementation of an application is usually too
complex to be verified at a formal level; therefore, a model
being an abstraction of the implementation is to be used.
Behavior protocols [11] are a platform for modeling of soft-
ware component behavior. In this paper, we propose a
method for translation behavior protocols to Promela [7],
which is consequently used as the input for the Spin model
checker [7]. Having the Promela code describing the com-
ponent behavior, one can efficiently check for the behavior
compatibility and LTL (Linear Temporal Logic) properties
of cooperating software components.

Keywords
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cation.

1. INTRODUCTION

Using software components for building reliable (distributed)

applications belongs to modern and promising trends of the
future of software development. Each software component
is potentially a subject for future reuse; therefore, clearly
defined interface and semantics are a necessity. To com-
bine components from various vendors, the developer needs
a common way for component specification. Unlike descrip-
tion of component interfaces (ADL’s, headers, ...), a stan-
dard for the specification of component semantics (behavior)
has not been established yet.

In this paper, we focus on checking behavior compatibil-
ity in hierarchical component models like Fractal [12] and
SOFA [6]. In these component models, there are two kinds
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of components: primitive components that have no internal
structure (from the architectural point of view) and are di-
rectly implemented in a programming language, e.g. Java,
and composite components consisting of other (either prim-
itive or composite) components. The architecture of an ap-
plication, i.e., the way the components are connected and
nested, is described in an Architecture Description Language
(ADL) file. Here, the specified component behavior or a
link to an external file containing the specification may be
present.

1.1 Goals and Structure of the Paper

The goal of our research is to devise a method for verifica-
tion of behavior compatibility of cooperating components of
real-life applications specified using behavior protocols [11]
as well as verifying LTL (Linear Temporal Logic) properties
of particular components.

Behavior protocols [11] are a method for specification of
software component behavior in the SOFA [6] and Fractal [1]
component models. Having an entire component application
specified by behavior protocols, one can check for behavior
compatibility of the application’s components.

In this paper, we present a way component behavior com-
patibility written in behavior protocols can be checked in
the Spin model checker [7]; since Spin uses Promela[7] as its
input language, we also propose an algorithm for translating
behavior protocols into Promela and discuss the benefits of
this approach.

The structure of the paper is as follows: In Sect. 2 we
describe behavior protocols. In Sect. 3, details of the be-
havior compatibility check are described, while in Sect. 4
we show how specified behavior can be converted into Pro-
mela. Sect. 5 evaluates the contribution. Sect. 6 discusses
related work, while Sect. 7 concludes the paper and proposes
possible directions of our future work.

2. BEHAVIOR PROTOCOLS

A behavior protocol [11] is an expression describing the
behavior of a component; the behavior means the activity
on component interfaces viewed as finite sequences (traces)
of accepted and emitted method call events. A behavior
protocol is syntactically composed of event denotations (to-
kens), operators, and parentheses. For a method m on an
interface i, there are four event token variants:



Emitting an invocation: li.m”
Accepting an invocation:  7i.m”
Emitting a response: 12.m$
Accepting a response: ?i.m$

Furthermore, several syntactic abbreviations of method calls
are defined to improve the readability of the expresions.
The operators in behavior protocols include those used in
regular-expressions (‘+’, ;’, and ‘x’) and a special one (the
parallel operator ‘|’ generating an alternative of all possible
interleavings of operands’ event tokens).
As an example, consider the following behavior protocol:

'Callback.AddrInvalidated *
|
(
?Mgmt.UsePermanentDb " ;

lIpMacPermanentDb. GetAddr *

|

('Mgmt. UsePermanentDb$;

?Mgmt.Stop UsingPermanentDb ")
)i

| Mgmt.Stop UsingPermanentDb$
)*

The protocol describes behavior of a DHCP server, which
can behave in two different modes: (1) IP addresses for new
clients are automatically generated by the DHCP server (by
a preconfigured pattern e.g. valid IP address range) or (2)
the IP/MAC address mappings are permanently stored in an
external database component and the DHCP server assigns
TP addresses to new clients according to their MAC address
and the mapping stored in the database.

This behavior is reflected in the behavior protocol as fol-
lows: parallel composition of the !Callback.AddrInvalidated
token with the rest of the protocol means that the com-
ponent may call this method any time during its execution.
Additionally, the component 1is able to accept a
Mgmt.UsePermanentDb method request. Before accepting
a Mgmt.StopUsingPermanentDb method request, it must
emit exactly one Mgmt.UsePermanentDb response and it
may emit any number of
IpMacPermanentDb.GetAddr calls. Before responding to
the Mgmt.Stop UsingPermanentDb, it accepts a potential re-
sponse to the IpMacPermanentDb.GetAddr to accomplish
this method call, if a request event of this method has been
emitted and no corresponding response accepted yet. In the
first mode, only !Callback.Addrinvalidated may be emitted,
while in the second mode, which is entered by accepting
the Mgmt.UsePermanentDb ~ event, also methods of the
IpMacPermanentDb interface are called. The second mode
of DHCP server is exited by emitting the
Mgmt.StopUsingPermanentDb$ event.

3. COMPONENT BEHAVIOR COMPATIBIL-

ITY

In hierarchical component models, there are two behav-
ior compatibility relations to be taken into account. The
first compatibility relation describes the correctness of the
communication among components on a particular level of
nesting, while the subject of the other relation is to capture
the compatibility between each component and its subcom-

ponents. In behavior protocols, the correctness of communi-
cation of the former relation is called horizontal compliance
or absence of composition errors. The latter one is denoted
as vertical compliance.

For evaluation of both vertical and horizontal compliances
a special composition operator consent [2] is used. This
operator is basically a parallel composition operator syn-
chronizing the protocols on a set of events — let us denote
this set S. When synchronizing, two complementary events
(differing in their prefixes — ‘levent’ and ‘?event’) from S
form a 7-event. The emitting and accepting events are thus
executed in a single atomic transition. Unlike other compo-
sition operators, application of the consent operator yields
not only the traces corresponding to correct communication
among components, but also error traces describing the er-
roneous behavior. The consent operator is able to capture
three types of composition errors — bad activity, no activity,
and divergence.

The bad-activity error denotes a state when a component
(according to its behavior protocol) may emit an event, but
there is no other component able to accept such an event!.

The no-activity error denotes a deadlock, i.e., a state
where no component is able to perform any action (neither
emit nor accept an event) and at least one component is not
in an end state. As the components of an application under
consideration are not required to form a closed system, some
interfaces may not be bound; in this case, the emit events
of such unbound required interfaces are considered to be
accepted by “the environment” any time, while “the envi-
ronment” is considered as being able to emit an event of an
unbound provided interface only in the states a component
is able to accept it. If this default behavior concerning un-
bound interfaces is not desirable, a component representing
the environment may be constructed adjusting the expected
behavior.

The divergence error® denotes presence of a cycle within
the component behavior when there is no way to reach an
accepting state. As mentioned in Sect. 2, behavior protocols
describe only finite traces; therefore, each cycle from which
no accepting state is reachable is considered as an error.

According to our experience, we believe that undesired in-
finite program execution appears very rarely when using be-
havior protocols as the specification platform; therefore we
omit the detection of this type of errors in Promela models
obtained from behavior protocols.

As an example of how the consent operator works, con-
sider the following behavior protocols P4 and Pg and their
consent composition P4VsPg:

S = {file.open”, file.open$, file.read ", file.read$,
file.write”, file.write$, file.close”, file.close$}

Py : file.open; (?file.read)x; ?file.close

Pg : Ifile.open; (!file.read—+!file.write)x*; !file.close

PaVsPg: (7file.open; (7file.read)x; Tfile.close) +
(Tfile.open; efile.write)

The composition of P4 and P protocols yields a bad-
activity composition error caused by the file.write method

Note that in the semantics of behavior protocols requests
do not block, as opposed to e.g. Java method calls; therefore,
the case when the recipient is not ready to accept a request
is considered as an error.

2Sometimes referred to as infinite activity.



denoted by the efile.write token.

4. TRANSLATING BEHAVIOR PROTOCOLS

TO PROMELA

Behavior Protocol Checker [9] is a tool for evaluation of
horizontal and vertical compliance on models described by
behavior protocols. Evaluation of these relations employs
exhaustive traversal of the model state space and thus is
quite time-consuming. The current version of the Behavior
Protocol Checker is limited to state spaces of the size in the
order of magnitude of 10® states, which is not sufficient in
some cases.

The Spin model checker [7] is a state-of-the-art explicit
model checker featuring LTL checking abilities, bit-state
hashing, and quite user friendly interface. It is able to tra-
verse state spaces of several orders of magnitude higher sizes
than Behavior Protocol Checker is. Additionally, there are
a number of extensions of Spin extending the Promela lan-
guage, e.g. dSpin [5], that can be used in the future for
translating possible behavior protocols extensions.

These facts motivated us for formulating the “Protocols-
to-Promela” translation rules allowing for checking for the
composition errors and LTL properties of models described
by behavior protocols in Spin.

4.1 Modeling of Communication

The main problem to solve when translating behavior pro-
tocols to Promela [7] is modeling of the component commu-
nication.

The first idea one probably gets is to use processes to
model components and message channels to model com-
munication among them. There are two modes regarding
message treatment in Spin — in the first mode, the send-
message command gets blocked in the case of the full mes-
sage buffer, while in the second mode, the message gets lost
in such a case. Unfortunately, in behavior protocols, we
want each emit event that cannot be accepted immediately
to cause a bad activity error. Thus, modeling such behav-
ior using message channels would require incorporation of
an algorithmic mechanism (e.g. message counting) to detect
bad activity errors; still, bad activity would be probably de-
tected at the end of the verification hardening an error trace
construction and finding the error cause.

Another approach for modeling component communica-
tion is based on variables. Each component is modeled as a
process; moreover, each method of an exported (provided /
required) interface is associated with two boolean variables
reflecting a wait for a call request (wrq) and response (wrs).
Each time a component starts to wait for a method call, it
sets the wrq variable to true. Later on, when another com-
ponent decides to emit a call of this method, it first checks
the value of wrg, and according to the value it either per-
forms the call (it reassigns false to wrq) or stops the checking
process by printing information about the error discovered
(similarly with the wrs variable). As to the other types of
composition errors, the no-activity is detected in a natural
way as a Promela deadlock, and, as explained in Sect. 3, the
divergence composition error is not detected at all.

4.2 Protocols-to-Promela Translation Rules

Now, we describe the proposed “Protocols-to-Promela”
translation algorithm. As aforementioned, for each method,

two boolean variables are declared®; we denote them method
variables:

bool interfacel_method1[2];
bool interfacel_method2[2];

At the beginning, for each behavior protocol a Promela pro-
cess is created and for all methods the protocol allows to
accept in its initial state, the corresponding variable is set
to true:

interfacel_method1[0]
interfacel_method3[0]

true;
true;

Consequently, each process notifies a special process Main
about finishing its initialization. The Main process is used
for running the other processes and synchronizing their ex-
ecution at the beginning and at the end of the verification.

Now, the input protocols are parsed and corresponding
Promela code is generated according to each protocol struc-
ture. The following table describes the mapping of the be-
havior protocol operators to Promela.

BP operator | Promela mapping

) )
sequence °;

if...fi with each guard representing
the beginning of an alternative branch

alternative ‘4’

repetition ‘x’ do...od with break

and-parallel ‘| | new process types each representing
a parallel branch

Additionally to these basic mapping principles, there are
several issues to be addressed concerning particular opera-
tors.

If the ‘4’ operator is used to combine various branches
starting with an accept event (‘?interface.method’), after ac-
cepting a particular request all the other requests must not
be accepted. Therefore, the corresponding method variables
have to be reset to false. Mixing of emit and accept events
in various branches of an alternative operator is considered
as a bad practice and therefore not supported.

If the protocol encapsulated by a repetition operator
starts with a request event, the do...od statement has to
include additional conditional branch ‘::skip -> break;’
for nondeterministic termination of the cycle to model any
arbitrary number of protocol repetition. Note here that the
semantics of this transformation includes also an infinite
number of repetitions of the protocol inside the ‘do...od’
statement.

If the protocol encapsulated by the ‘x’ operator starts with
an accept event, it is up to the other components to decide
how many times they would call the component associated
with this behavior protocol. To model the appropriate be-
havior and to avoid a deadlock at the end of the cycle, again,
the ‘do...o0d’ statement includes an additional conditional
branch. It either accept the call following after the repeti-
tion part or, if there are no further events, the ‘: :endofrun
-> break;’ statement terminating the cycle at the end of
the verification is used. The ‘endofrun’ variable is set to

k)

®Because of the Promela syntax, the method identifiers
used in protocols are modified in the Promela output from
‘interface.method’ to ‘interface_method’.



true by the Main process when no other process is able to
perform any action anymore.

As stated in the table above, the ‘|’ (‘and-parallel’) be-
havior protocol operator is modeled using a new process for
each parallel branch. The processes are created by the pro-
cess representing the protocol and started simultaneously
(ensured by the ‘atomic’ statement). The parent process
waits for termination of the child processes before it contin-
ues emitting and accepting further events. The notification
is performed via a shared variable.

As the semantics of behavior protocols declares that var-
ious events may interleave during the execution, but only
one event is executed at a time, we use the atomic state-
ment to ensure the same semantics in Promela. A protocol
waiting for, consequently accepting a method request, and
finally emitting a method response looks as follows:

?interface.method

The corresponding Promela code fragment takes the form:

waitforrequest (interface_method) ;
acceptrequest (interface_method) ;
emitresponse(interface_method) ;

The counterpart, i.e., the component emitting the request
and consequently accepting a response is described by the
following behavior protocol:

linterface.method

Here, the corresponding Promela code fragment is:

atomic {
emitrequest(interface_method) ;
waitforresponse (interface_method) ;
}

acceptresponse (interface_method) ;

An example of translating the behavior protocol of DHCP
server to Promela can be found in [8].

5. EVALUATION

We have successfully applied the proposed technique on a
non-trivial component application [1] consisting of approx-
imately 20 components. The verification time when using
the proposed approach and the Spin model checker* took
less than ten minutes, which we definitely consider as ac-
ceptable time.

The Promela code is generated from a behavior protocol
in the time linear in the length of the input. Due to the
way the semantics of behavior protocols is modeled in Pro-
mela, the resulting state space of Promela code is usually
about ten times larger than the state space generated by
the model specified by behavior protocols. This is because
each event has to be explicitly awaited and also emitting an
event means several lines of code. Compared with time re-
quired for verification of such systems using the proprietary
Behavior Protocol Checker[9], Spin is more than an order of
magnitude faster. Additionally, an arbitrary LTL property
of the model can be verified.

As to alternative approaches, the first idea the reader
probably gets after reading the sections above is to specify
the component behavior directly in Promela. It is likely that
the resulting code would be shorter than the code generated

4We have used the hash-compact state storing method.

from behavior protocols. On the other hand, it would be
significantly longer than a behavior protocols model. Nev-
ertheless, the main problem lies in variables. Since Promela
features various data types (integers, booleans, structures,
enums), the application designer is in temptation to use
them. Our experience shows that description of a slightly
more complex system in Promela then usually yields a too
large model state space impossible to traverse (even the use
of bit-state hashing can’t provide a reasonable level of reli-
ability). Therefore, even a bit tricky because of absence of
variables, behavior protocols provide a suitable specification
platform for testing behavior compatibility of communicat-
ing components.

6. RELATED WORK

In [3], the authors use a finite-automata-based descrip-
tion of component behavior and they compose automata
for arbitrary components to obtain an automaton modeling
behavior of a composite component. They differentiate be-
tween control and functional behavior of components. The
properties are modeled using the alternation-free p-calculus,
for which an efficient model checking algorithm exists. Us-
ing reconfiguration controllers, it is possible to express and
check for properties concerning the component application
state after and even during an architectural reconfiguration.
However, even if the checking process proposed in this paper
is performed independently for each composition level, com-
putational requirements of the entire process are substantial
even in cases of simple components; complex components are
thus beyond the abilities of today’s computational systems.

In the Bandera toolset [4], the Java source code is trans-
lated to Promela (or another input language of a model
checker) to check various properties using Spin. In cases of
complex software units, the resulting Promela model yields
extremely large state spaces impossible to traverse in a rea-
sonable time with reasonable amount of memory. However,
the flexibility and power of the Promela language is demon-
strated. Also, if separate checking of particular components
is desired, one has to provide a testing environment [10, 13],
since the Bandera toolset is able to accept closed code only.

Java PathFinder (JPF) [14] does not translate the Java
source code into a modeling language; Instead, it uses a
custom Java virtual machine executing the bytecode and
checking for three properties: absence of failed assertions,
unhanded exceptions, and absence of deadlocks. Moreover,
it can be extended to check for a large scale of other prop-
erties. Again, however, JPF accepts close code only, so the
problem of a suitable environment also has to be solved. As
to the scalability of this approach, as Java is a program-
ming language, the state space of even a simple application
is quite large.

7. CONCLUSION AND FUTURE WORK

In this paper, we have shown how the compliance rela-
tion for communicating components may be evaluated using
behavior protocols and the Spin model checker; in particu-
lar, we have proposed a procedure for translating behavior
specification in behavior protocols to Promela. The map-
ping of behavior protocol operators and modeling of the
components’ communication can be done in several ways
affecting the size of the resulting model. Using the meth-
ods described in this paper, absence of composition errors



may be checked even for complex system consisting of tens
of components (like in [1]). As the behavior compatibility is
checked for each composite component separately, extending
of a component-based application by additional components
usually increases the checking time requirements in an ad-
ditive way only. We have also discussed the advantage of
using behavior protocols in comparison with Promela as the
language for component behavior specification. Nonethe-
less, during the work on the project [1], we have identified
several issues complicating the creating of behavior specifi-
cation; in particular, it is the absence of procedures/macros
and variables.

Our future work will focus on extending the behavior pro-
tocol by macros that would allow reusing of protocol frag-
ments in complex protocols. Further, we will focus on state-
ful components — here variables for storing the component
state would be beneficial; therefore, other subject of our fu-
ture work is extending behavior protocols by variables of
some limited domains.
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