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Validation of Software Correctness Witnesses for Btor2C

* Validate software correctness witnesses (invariants)
- and provide insight on the "hardware side"

« Show that there is no discrepancy inbetween C program and circuit
- or find the issues



Validation Approach

From software back to Hardware
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0. R(s) => P(s) A Inv(s) MetaVal, re-verification, trivial invariants
1.R(s) => Inv(s) /nvariant, without P, not validation
2.R(s) => Inv(s) A Inv(s) => P(s) Safe Invariant, second half SAT
3. Inductive Invariant

0) Inv(s) => P(s)

1) I(s) => Inv(s)

2) Inv(s) AT(s, s') => Inv(s’)
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Example: (1) Invariant Check

R(s) => Inv(s) - Invariant Check (1)
Basic check for correctness witness
Does not prove anything about P,
but no re-verification

(1..39 is the original Btor2 circuit)

;ﬁode id="N43"> 1 sort bitvec 1

<data key="invariant"> 2 sort bitvec 20

state 23 == 200 ... ; remove original property
</data> — 40 constd 2 200 ; create a constant (200)

<data key="invariant.scope">main</data> 41eq 123 4_0 ; state_23 == 200
</node> 42 neg 1 41 ; negate the property

43 bad 42
; bad = ,,negation of safety property”
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Preliminary Results (1)
~ Invariant?
enchmarks '-
(superset of SV-COMP) No invariant (3) I‘VQ?
- CPAchecker* _No valid 42 0
- invariant
- Predicate AVR issue 0 78
abstraction S 5 o
« UAutomizer** (1) Invariant 0 1
- Default Sy
configuration (2) Safe only ’ .
e 90 seconds for (3) Inductive 12 70

validation of withesses

* cpachecker.sosy-lab.org
** www.ultimate-pa.org
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Findings, So Far
* CPAchecker ( cpachecker.sosy-lab.org)

- Some missing and invalid invariants due to (complex) implementation
ISSues

« Uautomizer ( www.ultimate-pa.org )
- Some invalid (empty or syntax error) invariants

e 2LS ( github.com/diffblue/2ls )

- Some trivial or invalid invariants

« Btor2C ( gitlab.com/sosy-lab/software/btor2c )
- Optimization - corner case Issues

« Some fixed already
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Software Withesses

<node id="N42">
* GraphML <node id="N43">
° I ' <data key="invariant">
VI(?|atI0 n and Correctness T e ¥ KA s B
Withess formats 1 ((((!(var_10 == (mask_SORT_4 & state_6)))
» Correctness Witness “ T mask ORI Svar T8 =)
Automaton: - SRR T U
. Bra nch | ng A ptions {mode:\ a key="invariant.scope">main</data
e nte I I_O O p H ed d j eee <edge source="N42" target="N43">
. . <data key="startline">13</data>
I nvaria nts <data key="enterLoopHead">true</data>
</edge>



How good is your invariant?
e R(s) => P(s) A Inv(s) (O) (MetaVal)

- loose” check - allows trivial invariants ( T)
- |ssue of re-verification

* R(s) => Inv(s) - Invariant Check (1)
- Basic check for correctness witness, still loose
- Does not prove anything about P, but no re-verification

* R(s) => Inv(s) A Inv(s) => P(s) - Safe Invariant Check (2)
- Inv(s) => P(s) is a SAT problem, not model checking

 Inductive Invariant Check (3)
0) Inv(s) => P(s)
1) I(s) => Inv(s)
2) Inv(s) AT(s, s') => Inv(s’)
Pure SAT solving
Mature HW algorithms return inductive invariants (IMC, PDR)

xR
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(2) Safe Invariant Check

R(s) => Inv(s) A Inv(s) => P(s)
Safe Invariant Check
(Inv(s) => P(s) is SAT solving only)

Init  Input

‘ | Btor2 circuits in general
l I S, _
—> G ——

Do check (1) - R(s) => Inv(s)
Inv(s) => P(s)

Add new property: . _._, bad = (Inv(s) => P(s))
=( Inv(s) => P(s) )

Remove next, Init
Remove property =P(s)




(3) Inductive Invariant Check 3

(Safe and) Inductive Invariant Check Iyt

0) Inv(s) => P(s) o =

1) I(s) => Inv(s) Init  Input

2) Inv(s) AT(s, s') => Inv(s') ‘ : I o

™ e |

0) see check (2) I bad - (P(s))

1) remove next,
change property to =lnv(s) Input

2) remove next, init, ‘ I S,n —
change property to .
= ( Inv(s) => Inv(s’) )
PR 1

bad = ( Inv(s) => Inv(s') )

19 f ftsrg
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