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Software Verification with Constrained Horn Clauses

@ Logic-based intermediate language for verification tasks
@ loop invariants, loops summaries, recursion, function summaries, ...

@ Separation of concerns: modelling vs solving
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Software Verification with Constrained Horn Clauses

@ Logic-based intermediate language for verification tasks

(*]

loop invariants, loops summaries, recursion, function summaries, ...

@ Separation of concerns: modelling vs solving

@ CHC-based software verifiers

(*]
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C/C++: SEAHORN, KORN
Rust: RUSTHORN

Java: JAYHORN

Android: HORNDROID

Solidity: SOLCMC, SMARTACE

@ Horn solvers (CHC solvers)

(*]

GoLeEM, ELDARICA, Z3-SPACER, FREQHORN, ULTIMATE UNIHORYN, ...
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Constrained Horn Clauses—Theory

@ Fragment of first-order logic
VV.((,O A Pl(Tl) VAN P2(T2) VAN Pn(Tn) - H(T))

@ is a contraint in a background theory T

@ 7 linear arithmetic, arrays, bit-vectors, or their combinations

@ V are variables, T; are 7-terms over V

@ P;, H are uninterpreted predicates (disjoint from the signature of 7))
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Constrained Horn Clauses—Theory

@ Fragment of first-order logic
VV.((,O A Pl(Tl) VAN P2(T2) VAN Pn(Tn) - H(T))

@ is a contraint in a background theory T

@ 7 linear arithmetic, arrays, bit-vectors, or their combinations

@ V are variables, T; are 7-terms over V

@ P;, H are uninterpreted predicates (disjoint from the signature of 7))
Qo

System of CHCs is

@ SAT, if 3 interpretation of predicates that makes all clauses valid
@ UNSAT, if we can derive false

@ using instantiation and resolution
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Golem Architecture
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Golem Architecture
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Golem Architecture

- N
SAT )
+
model OPENSMT o
UNSAT Core solver racER
+
proof Interpolator E IMC }
hﬁ - ~
= o J
L J

Martin Blicha: The GoLEM Horn Solver



Golem Architecture
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Engines

Bounded Model Checking [BCCZ99]
k-induction [SSSO00]
Interpolation-based Model Checking [McMO03] Model
Lazy Abstraction with Interpolants [McMO06]
Transition Power Abstraction [BFHS22b, BFHS22a]
SPACER [KGC16]

Checking

© © 06 06 0 ¢
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Engines

@ Bounded Model Checking [BCCZ99]

@ k-induction [SSS00]

@ Interpolation-based Model Checking [McMO03] Model
@ Lazy Abstraction with Interpolants [McMO6] HrEEng
@ Transition Power Abstraction [BFHS22b, BFHS22a]

@ SPACER [KGC16]

@ Common components

@ (Incremental) SMT solving
@ Interpolation
@ Model-based projection
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Golem Architecture
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Evaluation

@ Participating in CHC-COMP since 2021
@ Several medals in LRA-TS, LIA-lin, LIA-nonlin tracks
@ https://chc-comp.github.io/
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Evaluation—LRA-TS

BMC | KIND | IMC | LAWI | SPACER | spLIT-TPA | VB

SAT 0 260 | 145 | 279 195 128 360
UNSAT | 86 84 70 76 69 72 86
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Evaluation—LRA-TS
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Performance of GOLEM's engines on SAT benchmarks from LRA-TS track
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Evaluation—LIA-Nonlin

GOLEM-SPACER | Z3-SPACER | ELDARICA
SAT 239 (4) 248 (13) 221 (6)
UNSAT 124 (2) 139 (5) 122 (0)

Table: CHC-COMP'22 selection
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Future Work

@ More theories: Arrays, ADTs, bit-vectors
More engines: PD-KIND, predicate abstraction, ...

Liveness

© 0 ¢

Termination
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Conclusion

GOLEM is
@ Modular

Blicha et al., The GoLEM Horn Solver, CAV 2023
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github.com/usi-verification-and-security/golem

Conclusion

GOLEM is
@ Modular
@ Efficient

Blicha et al., The GoLEM Horn Solver, CAV 2023
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Conclusion

GOLEM is
@ Modular
@ Efficient
@ Great playground for SMT-based model-checking

Blicha et al., The GoLEM Horn Solver, CAV 2023
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github.com/usi-verification-and-security/golem

Conclusion

GOLEM is
@ Modular
@ Efficient
@ Great playground for SMT-based model-checking
Qo

Open-source github.com/usi-verification-and-security/golem

Blicha et al., The GoLEM Horn Solver, CAV 2023
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github.com/usi-verification-and-security/golem

Want to work on SMT/CHC?
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