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Verification of Timed Systems by Model Checking

‘ « Complex timed behaviors and
Formalized Formal
requirement model
‘ - XTA composite models
- Block diagrams and timed statecharts

computations with external data
Model checker from systems engineering tools

Real-time software-intensive systems ]

(sensor inputs)

« System models specified by
higher-level formalisms, e.g.,

safety-critical automotive subsystems

« Examples:
’ ‘ railway communication protocols,
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Verification of Timed Systems by Model Checking

Running example: simplified model of
redundant automotive sensor
angle := 0
crossCheck := 0
-
[c > 0.05] havoc(crossCheck)
Formalized Formal havoc(angle) [—360 < crossCheck]
requirement model [—360 < angle] [crossCheck < 360]
‘ [angle < 360] [crossCheck == angle]

~N reset(c)
Transition system
with data and

. havoc(crossCheck)
Model checker clock variables ) [c = 0.5] [—360 < crossCheck]
[crossCheck < 360]
[crossCheck ! = angle]

3 SO
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Verification of Timed Systems by Model Checking

[c > 0.05] havoc(crossCheck)
Formalized Formal havoc(angle) [—360 < crossCheck]
requirement model [—360 < angle] [crossCheck < 360]

Running example: simplified model of
redundant automotive sensor

| d angle == 0
Sensor input replace ok
‘ by nondeterminism <

[angle < 360] [crossCheck == angle]
‘ ~ reset(c)
Transition system c<0.5
with data and
Model checker clock variables havoc(crossCheck)
) [c = 0.5]

[—360 < crossCheck]
[crossCheck < 360]
[crossCheck ! = angle]

Communication replaced
by nondeterminism
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Challenges of Verifying Timed Systems

[ Running example: simplified model of J

redundant automotive sensor

1) Data variables:

angle := 0
crossCheck := 0
. < 0.15 <4+
- State space explosion @
[c > 0.05] havoc(crossCheck)
havoc(angle) [—360 < crossCheck]
[—360 < angle] [crossCheck < 360]
2) Clock variables: [angle < 360] [crossCheck == angle]
. ) reset(c)
- Continuous variables
« Reasoning with an uncountably havoc(crossCheck)
« go o [c = 0.5] [—360 < crossCheck]
infinite set of states l (crossCheck < 360]

[crossCheck ! = angle]
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Abstraction, Abstract Reachability Graph

¢ Abstraction-based methods:

- An abstract state may represent
multiple concrete states

» State space exploration:
c abstract reachability graph (ARG)

of abstract states and transitions




Abstract Domains

Explicit value abstraction

Predicate abstraction

Zone abstraction
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Abstract Domain for Time Abstraction

Zone abstraction

The same set of clock valuations

A set of clock valuations )
as a set of clock constraints

—_—

| | | | |
€2 C1S7

| C121

- C2<4
C220 >_Z

c, —c1 <1
c1—C, <5

C1 -_—




CEGAR

(CounterExample-Guided Abstraction Refinement)

Initial
precision

Refined
precision

Abstractor Refiner

Abstract
counterexample
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CEGAR Precision

(CounterExample-Guided Abstraction Refinement)  ¢8. asetof predicates

Initial
precision

Builds the ARG Nilglele
with given precision precision

T =1{p,q}

build

Abstractor EEhk Refiner

Abstract
counterexample




CEGAR Precision

(CounterExample-Guided Abstraction Refinement) €8 asetof predicates

Initial
precision

[ Builds the ARG Refined Checks feasibility
with given precision precision of counterexample

T =1{p,q}

Refiner

Abstract
counterexample
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CEGAR Precision

(CounterExample-Guided Abstraction Refinement)  ¢8. asetof predicates

Initial
precision

[ Builds the ARG Refined Checks feasibility
with given precision precision of counterexample]

T =1{p,q}

build

Abstractor EEhk Refiner

Abstract
counterexample



Lazy Abstraction

4 N
Lazy

Abstractor

Refinement

- J

4o




Lazy Abstraction

-

-

Lazy
Abstractor

Refinement

~

Nodes with
concrete and
abstract labels

J
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Lazy Abstraction

-

-

Lazy
Abstractor

Refinement

~

Nodes with
concrete and
abstract labels

[c > 0.05]

J

@
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Lazy Abstraction

Nodes with
concrete and
abstract labels

woetraction I @

\_ J

4 N
Lazy

Abstractor

measure

B C. c=>0
A ¢ <0.15
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Lazy Abstraction

Nodes with
concrete and
abstract labels

Abstraction JERYLS @

\_ J

Without over-
approximation

4 N
Lazy

Abstractor

measure

B C.
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Lazy Abstraction

4 N
Lazy

Abstractor

Abstraction

Nodes with
concrete and
abstract labels

v
 build @

[c > 0.05]

Without over-
approximation

measure

P C.
— Initialized

A.
as abstract

as possible

\_ J
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Lazy Abstraction

4 N
Lazy

Abstractor

Abstraction

Nodes with
concrete and
abstract labels

[c > 0.05]

Without over-
approximation

measure

Initialized
as abstract
as possible

\_ J
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Loc. check

C.| ¢>0.05
Ac<0.5

c=>0

v
mS &
n &




Lazy Abstraction

hot Nodes with [ Without over-
arameterized Aobroximation
IOby precision Lazy ) concrete and PP

Abstractor abstract labels

Abstraction [JERYLS

- Y,

measure

c=>0
A c <0.15

Initialized
as abstract
as possible

C.| ¢>0.05
Ac<0.5

v
wad
@
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Lazy Abstraction

Not : Without over-
parameterized Nodes with approximation
by precision ) Lazy h concrete and

Abstractor abstract labels

Abstraction [JERYLS

[c > 0.05]

measure

Initialized
as abstract
as possible

Refinement

— Maintains the

ARG properties
- correctness

Loc. check

C.| ¢>0.05
Ac<0.5

c=>0

v
mS &
n &
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Lazy Abstraction

Not : Without over-
parameterized Nodes with approximation
by precision ) Lazy h concrete and

Abstractor abstract labels

Abstraction [ falais

measure

% Initialized
as abstract
Refinement | | — [c>0.05] as possible
Maintains the Loc. check
ARG properties
C. > 0.05
- correctness X
X A c<0.5
c=0
The ARG is A counterexample
complete is found
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. Requires defining precision
Time - inefficient refinement

abstraction techniques

A o

Efficient abstraction and
refinement techniques

D Efficient, supports Either inefficient refinement
ata a wide set of _ techniques, or has
abstraction expressive abstractions limited expressiveness

o A
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Time Efficient abstraction and
refinement techniques

abstraction
Efficient, supports
Data ] a wide set of
abstraction expressive abstractions
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Combining CEGAR and Lazy Abstraction

CEGAR on data projection, lazy abstraction on time projection

Initial data Refined data
precision precision

4 Abstractor )
Lazy Time gl Eager Data Refiner
Abstractor lfl Abstractor
l Eager Data
; Refiner
Lazy Time K \—, /
Refiner :
\_ J

é) Abstract
counterexample
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Combining CEGAR and Lazy Abstraction

CEGAR on data projection, lazy abstraction on time projection

Initial data Refined data
precision precision
Concrete

4 Abstractor h and abstract
Lazy Time gl Eager Data time labels Refiner
Abstractor il Abstractor BRI
I - == sl Eoger Data
- ! Sl Refiner
azy Time | J
Refiner & Abstract |
\_ ) data labels

é) Abstract
counterexample

Combining CEGAR and Lazy Abstraction for Verifying Timed Systems 11




Combining CEGAR and Lazy Abstraction

CEGAR on data projection, lazy abstraction on time projection

Initial data Refined data
precision precision
] Concrete

[ Not parameterized

by precision ~N
DN Abstractor and abstract
Lazy Time gl Eager Data time labels Refiner
Abstractor M Abstractor BIYH
Lazy Time : With SiYe” Reflner Y,
S | ! precision Abstract
\_ ! ) data labels

é) Abstract
counterexample
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Combining CEGAR and Lazy Abstraction

CEGAR on data projection, lazy abstraction on time projection

Initial data Refined data
precision precision
Concrete

[ Not parameterized

by precision
~ Abstractor and abstract
time labels
: : Eager Data Refiner
Abstractor il Abstractor B
D ' [ With given REnlE) J
S afin e | precision Abstract N

' data labels

_— J
Strengthens the —
abstract time labels
counterexample
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Combining CEGAR and Lazy Abstraction

CEGAR on data projection, lazy abstraction on time projection

Initial data Refined data
precision precision
Concrete

Checks feasibility
of CEX on the
data abstraction

Not parameterized
by precision

~ Abstractor and abstract
time labels
: : Eager Data Refiner
Abstractor il Abstractor B
D ' [ With given REnlE) J
S afin e | precision Abstract N
' data labels

_— J
Strengthens the —
abstract time labels
counterexample
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Combining CEGAR and Lazy Abstraction

Combining CEGAR and Lazy Abstraction for Verifying Timed Systems

redundant automotive sensor

angle := 0
crossCheck =0

[ Running example: simplified model of ]

C < 0. 15
[c > 0.05] havoc(crossCheck)
havoc(angle) [—360 < crossCheck]
[-360 < angle] [crossCheck < 360]
[angle < 360] [crossCheck == angle]
reset(c)
c <0. 5
havoc(crossCheck)
[c > 0.5] [—360 < crossCheck]

[crossCheck < 360]
[crossCheck ! = angle]




Combining CEGAR and Lazy Abstraction

Loc. Precision: 7 = {p} [ Running example: simplified model of ]

p = (crossCheck == angle) redundant automotive sensor

B o
A ¢ <0.15 C < 0. 15
[c > 0.05] havoc(crossCheck)
havoc(angle) ( )[ 360 < crossCheck]
[-360 < angle] [crossCheck < 360]

[angle < 360] [crossCheck == angle]

angle := 0
crossCheck =0

reset(c)
c < 0. 5
havoc(crossCheck)
[c > 0.5] [—360 < crossCheck]

[crossCheck < 360]
[crossCheck ! = angle]
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Combining CEGAR and Lazy Abstraction

Loc. Precision: 7 = {p} Running example: simplified model of
p = (crossCheck == angle) redundant automotive sensor

B W
B C. c=>0

havoc(crossCheck)
E |[—360 < crossCheck]

[crossCheck < 360]
ek = 2ot

reset(c)
>
@
/\c<05

havoc(crossC heck)

angle := 0
crossCheck := 0

—360 < crossCheck]
crossCheck < 360]
[crossCheck ! = angle]
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Combining CEGAR and Lazy Abstraction

Precision: = {p} Running example: simplified model of
B » | p = (crossCheck == angle) redundant automotive sensor
B C.

c=>0

angle := 0
crossCheck := 0

havoc(crossCheck)
E |[—360 < crossCheck]

[crossCheck < 360]

BC. [crossCheck == angle]

LI reset©

A. c=0
B o>o005 RSAL 20
A c<05 havoc(crossCheck)

[crossCheck < 360]

[c = 0.5] l [—360 < crossCheck]
[crossCheck ! = angle]
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Combining CEGAR and Lazy Abstraction

Precision: = {p} Running example: simplified model of
B » | p = (crossCheck == angle) redundant automotive sensor
B C.

angle := 0
c=0 crossCheck =0

A ¢ <0.15
check

havoc(crossCheck)
E {=p) [—360 < crossCheck]
[crossCheck < 360]
BC. [crossCheck == angle]
{p} reset(c)

A c=0.5 E P} havoc(crossCheck)
, c>0 error P C. c>0 [c = 0.5] l |—360 < crossCheck]
|
|

B C c> 0.05 : Loc. | measure

A c <0.15 crossCheck < 360]
{-p}

« | ¢>o005 el

. c=>0

crossCheck ! = angle]
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Evaluation of the Combined Algorithm

Time (s)

Lazy abstraction The best among
« 95 XTA models (nondet. supported) configurations with the

- Synthetic models '
- Industrial case studies

same expressive power
Combined
algorithm

Less expressive power
Lazy abstraction  EGiESactis

(deterministic only) BREcSai*ts

0 10 20 30 40 50 60
Models verified

 Restricted set of
data operations

- Enables comparison
with lazy abstraction
(det. and nondet.)
and CEGAR




summary

4 )
Lazy

Abstractor

Abstraction

Refinement
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Initial
precision

Refined
precision

Abstractor gk Refiner

Abstract
counterexample

Initial data
precision

Refined data
precision

\

Abstractor
Lazy Time

[l Eager Data Refi
iner
Abstractor fll Abstractor : chine
| Eager Data
| Refiner
Lazy Time [
|

Refiner

Abstract
counterexample
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