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~ B Null Referen| SU"IA"dMaX--exactI"Stance(self) = TRUE, 12 @ ensures sum (\sum int i; @ <= i 8& i < a.length; a[il);
V 449:Close a.<created> = TRUE, @ ensures sum <= a.length * max;
v B8 Null Reference measuredByEmpty , @/
v 447:Closed g a.length > o, void sumAndMax(lnt[] a) {
+ B8 Index Out of B Vint i; (i < a.length Ai >0 - a[i] > 0)
v 445:Closed gl | =
- B if x5 false
= || k_@ < a.length,
v B8 Normal Executi self :"uigg < >
~ B8 Normal Exec| @ = null ’ 20 /*@ loop_invariant
v B8 Normal Ex| V¥ int . 21 @ 0 <=k && k <= a.length
» B8 CUT: K (is0ai<alength {22 @ & (\forall int i; 0 <= i && i < k; a[i] <= max)
> CUT: k . alileheaplself.sum & @ & (k =0 ==> max == @)
« B Null Refer Leelf max ; 24 e & (k>0 (\exists int i; @ <= i && i < k; max == a[i]))
v 2169:Cl [anon{  {(self, SumAndMax::Smax)} 25 @ & sum == (\sum int i; © <= i & i< k; ali])
v B Null Referen| v ((Self' Sum"d”axjjssum” 26 @ 8% sum <= k * max;
 2171:Clos, anon_heap_LOOP_0) ] 2 e
v 8 Index Out of| < self.maxeheap[self.sum : 28 @ assignable sum, max;
Vv 2240:Clos¢= B : [Self'max . ] 29 @ decreases a.length - k;
M -d”;';e;ec:em fanon(  {(self, SumAndMax: :Smax)} i? e/
42:Closed U {(self, SumAndMax::S$sum)},
B8 Null Reference (_a =| anon_heap_L00P_2)1) 32 if(max < alkl) {
 2333:Closed goal AC ( alengths o e 33 max = alkl;
8 Index Out of Bound: aint i: 34
+ 2397:Closed goal (i 2 ° 35 sum += a[k];
v C3if x_2 false Ai < a.length 36 k++;
 SOTiOEENGOAR A a[ileheap[self.sum 37 '
B Null Reference (_a = null) [self max 38 }
/ 2244:Closed goal fanon( {(self, SumAndMax 391y
ow Axiom Satisfiability U {(self. SumAndax 40
T T —— .
o =0 __anon_heap LOOP 01 ) Normal Exacition (a = null

KR strategy: Applied 64 rules (0.0 sec), closed 1 goal, 1 remaining
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Eile View Proof Options Origin Tracking

Run Princess cves, 73|+ | | @ 5

with model src@8:15:22 PM
& SumAndMax(sumAndMax:sumAndviax

L S —

28 Proof Search strategy | 8 Goais |
et [ Owe |

&% Proof -8¢o

~ B8 Nul Refer] |
v 523:Clof
~ 8 Index Out
V 521:Clof
~ B8 Null Referen,
v 449:Close;
v B8 Null Reference
v 447:Closed g
~ 8 Index Out of By
V 445:Closed g
- B if x5 false
v B8 Normal Executi
+ B8 Normal Exec
v 8 Normal Ex
» B8 CUT: K
» B8 CUT: K
~ 8 Null Refer,
v 2169:Cl
v B8 Null Referen,
V 2171:Clos
~ B8 Index Out of|
v 2240:Clos¢=
~ B8 Null Reference
v 2242:Closed
B8 Null Reference (_a =|
 2333:Closed goal
8 Index Out of Bound:
v 2397:Closed goal
v Cifx_2 false
& 361:0PEN GOAL
B Null Reference (_a = null)
V 2244:Closed goal
ow Axlom Satisfabikty

< D]
ushwmm only) anon_heap LOOP ©)]

Kev2410 v oA X
About
wic|@|al)| =] [2]-] [@]38]  toousoeta]x] o oyou] sve oy [rseiopet]
— B 0| [ source =UE
bsum{int i;} (0, [ [ Sumanamaxjava |
ko, 1|class SumAndMax {
ali]@heap[self.sum 2
[self.max 3 int sum;
fanon(  {(self, SumAndMax::$max)} 2 int max;
U {(self, SumAndMax::$sum)}, 5
anon_heap_LOOP_0)]) 6 /*@ normal_behaviour
= self.sum@anon_heap_LOOP_0, L 7 @ requires (\forall int i; 0 <= i & i < a.length; @ <= a[i]);
self.max@anon_heap_LOOP_0 * k_@ > self.sum@anon_heap_LOOP_0, || g assignable sum, max;
wellFormed (anon_heap_LOOP. 9 ensures (\forall int i; 0 <= i && i < a.length; a[il <= max);

valid Java heap e

uellFoned(heap) .

(a.length > @

e
e
@ ensures
e
@
@

alil)):

self.<created> = 1 ==> (\exists int i; 0 <= i & i < a.length; max ==
SumAndMax : exactlnstance(self) 12 ensures sum (\sum int i; © <= i && i < a.length; a[il):
a.<created> = TRUE, type |nformat|on 13 ensures sum <= a.length * max;
measuredByEmpty, e*/
a.length > @, void sumAndMax(lnt[] a) {
Vint i; (i < a.length A i >0 - ali] 2 0)
-
k_0 < a.length, - ;
self = null, < > N
a = null 20 /*@ loop_invariant
¥ int : 21 @ 0 <=k & k <= a.length
S : Hl22 @ & (\forall int i; 0 <= i & i < k; a[i] <= max
( i20Aic<a.length 23 @ & (k == 0 ==> max == 0) )
. alilen 1f.
edile ea"{:lf e 2 @ & (k>0 ==> (\exists int i; 0 <= i 8& i < k; max == a[il))
fanon(  {(self, SumAndMax: :S$max)} ;z g ::: i ,i\fm i 0Lk acks elin
U {(self, SumAndMax: :$sum)}, b . sum <= kT max
he LOOP_0
enon ea{: -0 28 @ assignable sum, max;
< self.maxeheap[self.sum : o o decrenses a lenath - k:
[self.nax := 0] s o end ’
[anon( {(self, SumAndMax::$max)} 31
U {(self, SumAndMax::Ssum)}, = 1F(max < alkl) {
anon_heap_LOOP_0)]) 33 max = alkl;
A( ( alength> 0 " :
L 3nt i
(”‘ e 35 sum += a[kl;
N 36 k++;
A< a.length et
A alileheap[self.sun 4 ’
[self.max a7
fanon(  {(self, SumAndMax >

U {(self, SumAndMax

Normal Execution (a = null)

KR strategy: Applied 64 rules (0.0 sec), closed 1 goal, 1 remaining
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Eile View Proof Options Origin Tracking

Run Princess cves, 73|+ | | @ 5

with model src@8:15:22 PM
& SumAndMax(sumAndMax:sumAndviax

(K1 —

28 Proof Search strategy | 8 Goais |
et [ Owe |

&% Proof -8¢o

~ B8 Nul Refer] |
v 523:Clof
~ 8 Index Out
V 521:Clof
~ B8 Null Referen,
v 449:Close;
v B8 Null Reference
v 447:Closed g
~ 8 Index Out of By
V 445:Closed g
- B if x5 false
v B8 Normal Executi
+ B8 Normal Exec
v 8 Normal Ex
» B8 CUT: K
» B8 CUT: K
~ 8 Null Refer,
v 2169:Cl
v B8 Null Referen,
V 2171:Clos
~ B8 Index Out of|
v 2240:Clos¢=
~ B8 Null Reference
v 2242:Closed
B8 Null Reference (_a =|
 2333:Closed goal
8 Index Out of Bound:
v 2397:Closed goal
v Cifx_2 false
& 361:0PEN GOAL
B Null Reference (_a = null)
V 2244:Closed goal

ow Axiom Satisfiability
T T ——

Kev2410 v oA x
About
wic|@|al)| =] [2]-] [@]38]  toousoeta]x] o oyou] sve oy [rseiopet]
— 80/ [ source =UE
bsum(int i) (0, [ [ Sumanamaxjava |
ko, 1|class SumAndMax {
ali]@heap[self.sum 2
[self.max 3 int sum;
fanon(  {(self, SumAndMax::$max)} 4 int max;
U {(self, SumAndMax::$sum)}, 5
anon_heap_LOOP_0)1) 6 /*@ normal_behaviour
= self.sum@anon_heap_LOOP_0, L 7 @ requires (\forall int 0 <= i & i < a.length; @ <= a[il);
self.max@anon_heap_LOOP_0 * k_@ > self.sum@anon_heap_LOOP_0, || g assignable sum, max;
wellFormed (anon_heap_LOOP. 9 ensures (\forall int i; 0 <= i && i < a.length; a[il <= max);

valid Java heap

uellFoned(heap) .
self.<created> =
SumAndMax: exactInstance(self)

==> (\exists int i;

i8& i < a.length; max
= i & i < a.length; a[il);

(\sum int i; 0

e
e

@ ensures (a.length > 0
e

@ ensures sum

@

alil)):

a.<created> = TRUE, pe |nf0|‘mat|0n ensures sum <= a.length * max;
measuredByEmp’ h @/
a.length > 0, 10 termmatlon W|tness Void sumsndiox 40t (1 ) ¢
Vint i; (i<a.lengthAiz0 - alil 2
-
k_0 < a.length, - ;
self = null, < > . N
o - null 20 /*@ loop_invariant

v int 1 21 @ 0 <=k & k <= a.length

( i20Ai<a.length = [22 @ & (\forall int i; @ <= i & i < k; a[i] <= max)
. 23 @ 8& (k == 0 ==> max == 0)

- alileheap[self.sum := @] icpe s - ;
[self .max -= 0] 24 @ & (k>0 (\exists int i; @ <= i & i < k; max == a[i]))
fanon(  {(self, SumAndMax::$max)} ;Z e i: sum == li\fm int ;0 < i 8 i< k; aldl)

U {(self, SumAndMax::Ssum)}, o : sum <=k * max;
anon_heap_LOOP_0) ]
. 28 @ assignable sum, max;
< self.maxeheap[self.sum :
29 @ decreases a.length - k;
[self.max := 0] = .
fanon(  {(self, SumAndMax::$max)} by <
U {(self, SumAndMax::$ .
{(self, sumAndiax: :sum)} 2 if(nax < alkl) ¢
anon_heap_LOOP_0)]) 33 = alkl;
A( ( a.length> @ > max = alkl;
-2 R 35 sum += alkl;
: 36 K+
A< a.length e
A alileheap[self.sun 4 i
[self.max a7
fanon( {(self, SumAndMax - i

U {(self, SumAndMax

anon_heap LOOP )]

[ Show taclet only)

Normal Execution (a = null)

KR strategy: Applied 64 rules (0.0 sec), closed 1 goal, 1 remaining
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ow Axiom Satisfiability
T T ——

[ Show taclet info (inner nodes only)

U {(self, SumAndMax

‘G Kev2.110 v A X
Eile View Proof Options Origin Tracking About
[0 ] [wneinescvess]. (@« [w[c/@[@B] = [F]-] [@]38]  tayouss oetauie] ] o tayoue] save ayoue] [Resectayout
(] sequent - B | 0 source -80
P"::'S e bsum{int i;}(0, [2] |(sumAndmaxjava |
& SumAndviaxiSumAncMaxsumAnditax ko, 1|class sumAndMax {
alileheap[self.sun 2
. 0y [self.max 3| dint sum;
—— [anon( {(self, SumAndMax::$max)} 4 int max;
_ﬁw - U {(self, SumAndMax::$sum)}, 5
ot =5 anon_heap_LOOP_0)]) 6 /*@ normal_behaviour
L = = self.sum@anon_heap_LOOP_0, L 7 @ requires (\forall int i; 0 <= i && i < a.length; 0 <= a[il);
v B Null Refer7 self.max@anon_heap_LOOP_@ * k_© > self.sum@anon_heap_LOOP_0, 8 @ assignable sum, max;
+ 523:Clof wellFormed(anon_heap_LOOP 1& 9 @ ensures (\forall int i; 0 <= i && i < a.length; a[i] <= max);
~ mindexou] ||| WellFomed hesp), d Java heap e ensures (a.length >
+ 521:Clof self.<created> = @ ==> (\exists int i; @ <= i & i < a.length; max == a[il));
~ B Null Referen| SumAndMax : exﬂctlnstance(self) @ ensures sum (\sum int i; @ <= i 8& i < a.length; a[il);
» sa5iClose ||| a-<created> = TRUE, pe information o ensures sun <- a.length * nax;
v B8 Null Reference measuredByEmpf h @/
ity comag I a1ength > 0, O termmatlon W|tness Void sumsndiox 40t (1 ) ¢
+ B8 Index Out of B Vint i; (i < a.length A i >0 - ali] 2
v 445:Closed gl || =
~ B ifx S false HI| «e < a.1ength, L
v B8 Normal Executi self = null <
v B Normal Exec| @ = null, ’ 20 /*@ loop_invariant
v B8 Normal Ex v int 21 @ 0 <=k & k <= a.length
» B8 CUT: k_ ( 20Ai<a.length heap enCOd'ng H122 @ & (\forall int i; @ <= i 8& i < k; a[i] <= max)
b CUT: k a[l]@hea [self.sum & @ & (k =0 ==> max == @)
~ B8 Null Refer - p[self o 0] 24 @ & (k>0 (\exists int i; @ <= i & i < k; max == a[i]))
tm v 2169:Cl fanon( {(self, SumAndMax::$max)} ;2 g i; i ,i\fu" N0 Akl
ﬁ“" Referen) U {(self, SumAndMax::Ssum)}, b o sum <= kT maxs
vl ox Ot RIS LN 28 @ assignable :
Index Out o < self.max@heap[self.sun : g sum. max;
 2240:Clos¢<] (Ea o 29 @ decreases a.length - k;
"ﬁ”;';?i’le"‘e fanon( {(self, SumAndMax: :Smax)} b e/
Closed U {(self, SumAndMax::$sum)},
B Null Reference (_a =| anon_heap_L0OP_2)1) 32 if(nax < alkl) {
+ 2333:Closed goal A( ( alength> o - - - 33 max = a[k];
™ Index Out of Bound: aint i: 34
+ 2397:Closed goal (i 2 ° 35 sum += a[k];
+ Cifx_2 false A i < alength 36 ks
 361:0PEN GOAL A alileheap(self.sun 37 3
B8 Null Reference (_a = null)| [self.max 38 }
 2244:Closed goal fanon( {(self, SumAndMax 39

anon_heap LOOP )]

Normal Execution (a = null)

KGR strategy: Applied 64 rules (0. sec), closed 1 goal, 1 remaining
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Idea: Represent a goal (sequent) of the proof as JML.
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Progress so far A“(IT

Karlsruhe Institute of Technology

“Integrating Source Code, Specification and Proof State into a Single Interactive View for the Deductive
Verification Tool KeY” (Master’s Thesis, Mike Schworer)

Idea: Represent a goal (sequent) of the proof as JML.
@ Take initial PO and assign origins/categories to the terms
@ Transform correctly under rule applications

© Render the new view:
Input: Sequent with origin/category tags, Java/JML
Output: Source code with additional JML assume/assert statements placed
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Progress so far ﬂ(IT

Karlsruhe Institute of Technology

“Integrating Source Code, Specification and Proof State into a Single Interactive View for the Deductive
Verification Tool KeY” (Master’s Thesis, Mike Schworer)

Idea: Represent a goal (sequent) of the proof as JML.
@ Take initial PO and assign origins/categories to the terms
@ Transform correctly under rule applications

© Render the new view:
Input: Sequent with origin/category tags, Java/JML
Output: Source code with additional JML assume/assert statements placed

® Symbolic execution has finished (no modalities).
@ All updates are applied.

@ Restrictions to allowed programs (e.g., no for loops, only return + variable, ...).

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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KeY 2.11.0 [schwoerer/ma-ext-source-view]

Eile View Proof Options Origin Tracking

(o]

[ Runz3, cves, princess

v ax

v A X

About

=lclz(ale] = =3[ (o]u]

Caesarchiffre jav

=
(DA | -oac Layout | Save ayout)

@ ensures (\forall int i; 0
@ ensures (\forall int i; 0
e

8 i < valuesOutput.length;
= 1 8& i < valuesoutput.length;

length;

) )
1)

( valuesInput[i] + offset <= 'Z°
( valuesInput[i] + offset >

( valuesoutput[i]
( valuesoutput[i]

(valuesInput[i] + offset
= (valuesInput[i] + offset - 26 )

A<=

© ensures (\forall int i; 0 <= i 8& i <
© ensures \result == valuesInput.length;

e

. rl

R 0:0PEN GOAL

s..f t/:alcch)'ffre(int offset) {
int loopidx = 0;
convertToupper() ;

e

@ loop_invariant
@ loop_invariant
e

@ <= loopidx;
loopidx <= valuesInput.length;

@ loop_invariant
@ loop_invariant

( \forall int i; 0 <= i && i < loopidx;

19
20
21
2
23
2
2
2
27
28
2
30
31
2
33
34
35
36
37
38
39 ( \forall int i; @ <= i & i < loopidx;
40

e
@ loop_invariant

a1 ( \forall int i; @ <= 1 8& 1 < loopidx;
2 e

a3 @ decreases valuesInput.length - loopidx;

aa e

a5 @ assignable valuesOutput[*];

6 U

47 while (loopidx < valuesInput.length){

48

49 if (valuesInput[loopidx] <= ' - offset) {
50 int tmpl = valuesTnput[loopidx] + offset;
51 valuesOutput [loopidx] = (char)tmpl;

52

53 } else (

54

55 int tmp2 = valuesInput[loopidx] + offset - 26;
56 valuesOutput [loopidx] = (char)tmp2;

57

58 }

59

60

61 oopidx++;

62 }

i] & i]

( valuesInput[i] + offset <= '2° .
)

2') ==> ( valuesOutput[i] ==
( valuesInput[i] + offset > ‘')

==> ( valuesOutput[i]

(valuesInput[i] + offset - 26
(valuesInput[i] + offset

‘A" <= valuesOutput[i] & valuesOutput[i] <= 'Z' );

Cut on this term (cut direct)
cut

split
Split, and Close Provable Goals.

Hide this term
Insert Hidden (0 items) »
Instantiate Quantifier

Show taclet info (inner nodes only)

‘Show Postcondition/Assignable

K’ Replaying proof

Showlog @
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Eile View Proof Options Origin Tracking

(0] [mmmsmmns @]x

hiffrezcalcChi

. with model Part_1©3:07:05 PM
§ CaesarchiffreCaesarchi

[T T — ]

ExtSourceView {{DEBUGH

0 info [ 8 proot e ey |
" plstionsieps_| efa proat

I Execution (x_arr_2 1= null)

5 false
INormal Execution (x_arr_3
(=3 Normal Execution (x_arr_5 !
v (JCase 1
v HCase1
v CCase 1
» W Casel
v [CCase2
R 18711:0PEN GO/|
» W Case2
» M Case2

» W Case2
/s Null Reference (x_arr_5 = null)
{am Index Out of Bounds (x_arr_5
INull Reference (x arr_3 = null)
Index Out of Bounds (x_arr_3 !
leference (x_arr_2 = null)
Out of Bounds (x_arr_2 != null, but
e
ce (x_arr_1 = null)
(x_arr = null)

ul

\vertToUpper)

=lclz(ale] = =3[ (o]u]

KeY 2.11.0 [schwoerer/ma-ext-source-view] v oA X

About

=
(DA | -oac Layout | Save ayout)

@ loop_invariant 0 <= loopid;

@ loop_invariant loopidx <= valuesInput.length;

e

@ loop_invariant ( \forall int i; 0 <= i & i < loopidx; ( valuesInput[i] + offset <= 'Z')
@ loop_invariant ( \forall int i; 0 <= i 8& i < loopidx; ( valuesInput[i] + offset > ‘z') ==> ( valuesOutput[i] == (valuesInput[i] + offset

e

@ loop_invariant ( \forall int i; 0 <= i 8& i < loopidx; 'A’ <= valuesOutput[i] 8& valuesOutput(i] <= 'Z' );
e

@ decreases valuesInput.length - loopid;

e
© assignable valuesoutput[*];
ot/

/1@ assume \forall int i; ((i < (\old(valuesInput).length)) & (@ <= i)) ==> ('A' <= valuesInput[i] && valuesInput[i] <=
//@ assume !(\old(valuesInput) [loopidx] <= (9@ + (offset * -1)));
while (loopidx < valuesInput.length){

if (valuesInput[loopidx] <= 'Z' - offset) {
int tmpl = valuesInput[loopidx] + offset;
valuesOutput [loopidx] = (char)tmp1;

} else {

/1@ assune ( \forall int i; © <= i && i < loopidx; ( valuesInput[i] + offset <= 'Z')
//@ assume ( \forall int i; © <
/1@ assume ( \forall int i; © <= i && i < loopidx; 'A’ <= valuesOutput[i] & valuesOutput[i] <= 'Z' );
int tmp2 = valuesInput[loopidx] + offset - 26;

valuesOutput [loopidx] = (char)tmp2;

/1@ assume offset >= 0;
/1@ assume offset < 26;
//@ assume @ <= loopid

}

return valuesoutput. length;
}

/*@ normal_behaviour
e

@ requires valuesInput.length > 0;

==> ( valuesOutput[i] == (valuesInput[i] + offset - 26

( valuesoutput[i]
( valuesoutput[i]

(valuesInput[i] + offset - 26 ) ) );
(valuesInput[i] + offset )))

i 8& i < loopidx; ( valvesInput[i] + offset > °Z') :

Show taclet info (inner nodes only)

Normal Execution (x_arr_5 = null)

K@ strategy: Applied 123 rules (0.0 sec), closed 1 goal, 2 remaining
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R KeY 2.11.0 [schwoerer/ma-ext-source-view] v oA X
File View Proof Options Origin Tracking About

[nzscvcs rines | [@1] 5 [m[cl@[a[e] =] [2]] [¢]m] [petaa -] I | || Coplriontode (1

(] Loaded Proofs — 8 8| ([ sequent -80o

oroots =] | Cassarchitiejava |
~with model Part_1@3:07:05 PM + (self. [1]eheapAfter_c .
CaesarchifelCassarchifrezcalcchif aronheap_LooP) || 33 [
\forall int i; 34|/
(i< loopidx 0&i>=0 35| @ loop_invariant @ <= loopidx;
> offset 36| @ loop_invariant loopidx <= valuesInput.length;
+ (self. [i]eheapAfter_convertT . 7| e
anon_heap_LOOP) ] 38| @ loop_invariant ( \forall int i; © <= i & i < loopidx; ( valuesInput[i] + off
> 9 39| @ loop_invariant ( \forall int i; @ <= i & i < loopidx; (
> (self. [i]eheapafter_convertT . | e
anon_heap_LOOP) ] 41| @ loop_invariant ( \forall int i; © <= i & i < loopidx; 'A’ <= valuesOutput[i]
= offset 2| e
+ (self. [i]eheapAfter_ . @ decreases valuesInput.length - loopidx;
anon_heap_LooP)| (| 41| @
\forall int i; 45| @ assignable valuesoutput[*];
(i< loopidx 0 &i>=0 6| e/
(self.valuesOutput@heap) [1] @heapAfter_convertToUpper[anon(self.valuesou| //@ assume \forall int i; ((i < (\old(valuesInput).length)) 8& (0
anon_heap_L0O| //@ assume !(\old(valuesInput)[loopidx] <= (90 + (offset * -1)));
>= 65 47 |while (loopidx < valuesInput.length)
& (self. [i]eheapAfter_convert self.valuesou | | 45 ¢ ot

anon_heap_L00,_| [ 49 if (valueslnwt[loopj.dx] <= '7' - offset) {

I Execution (x_arr_2 = null) <= %) 50 1 = valuesInput[loopidx] + offset;
& = 51 valuesOutput [loopidx] = (char)tmpl;
S false (self valuesInputeheap) [loopidx_0]@anon_heap_convertToUpper <= 90 + offset * -1, 52 7

INormal Execution (x_arr_3 self.valuesoutput = null, 53 } else {

=3 Normal Execution (x_arr_5 ! self.valuesInput = null, 54
+ CcCase 1 self.valuesOutput = self.valuesInput, //@ assume ( \forall int i; @ <= i 8 i < loopidx; ( valuesInput[i] + off
v Cicase 1 self = null, 1/@ assume ( \forall int i; @ <= i & i < loopidx; ( valuesInput[i] + off
+ Ccaset 118 assume ( \forall int i; 0 <= i && 1 < loopidx; 'A’ <= valuesOutput[i]
55 int tmp2 = valuesInput[loopidx] + offset - 26;
56 valuesOutput[loopidx] = (char)tmp2;
57
58 }
59
60
//@ assume offset >= 0;
/1@ assume offset < 26;
//@ assume 0 <= loopid;
61
Out of Bounds (x_arr_2 != null, but 62|}
e 63
ce (xarr_1 = null) 64 |return valuesoutput. length;
(x_arr =null) 65
66
vertToupper) 67 |normal_behaviour
68 =
BT - i I D

only) || 5T Normal Execution (x_arr_5 t= null)

KR strategy: Applied 123 rules (0.0 sec), closed 1 goal, 2 remaining ‘!Shmlq‘o
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KIT

Proof Slicing
Sequent calculus: A sequent Doy -ees On = Yoy ey Um is valid iff
Po Ao NPy — YoV ...Vp is valid.
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Proof Slicing

Sequent calculus: A sequent Doy -ees On = Yoy ey Um

¢0A.../\¢n — ’(ﬂoV...\/'I/Jm

Example proof:

*
close
p=q,p
notLeft
p,7q=—p
andLeft
pPAq=—p
impRight

= (pPA—q) = p

W. Pfeifer: Advancements in User Interface and
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— close
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notLeft
p,7q=—p
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Example proof:

*
— close
p =—q,p
notLeft
p,mq— p
andLeft
pPAq=—p
impRight
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Proof Slicing

Sequent calculus: A sequent Doy -ees On = Yoy ey Um

¢0A.../\¢n — ’(ﬂoV...\/'I/Jm

Example proof:
*

p =—q,p
notLeft
p,mq— p
pANq = p

close

andLeft

impRight
= (pPA—q) = p
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Proof Slicing

Sequent calculus: A sequent Doy -ees On = Yoy ey Um

¢0A.../\¢n — ’(ﬂoV...\/'I/Jm

Example proof:
*

p =q,p
notLeft
p,~q—p
pAN—-q = p

close

andLeft

impRight
= (pA—q) = p
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R KeY 2.11.0 [main] v oA X

File View Proof Options Origin Tracking About
l:l Run CVCS, Princess, 23 | + EE El E > @B @ Layouts: Default || Load Layout ' save Layout| | Reset Layout B ] Exploration Mode [ Hide justification

(1 Loaded proofs — 8.8 [ sequent — 800 soure —@no

Proofs Tnner Node No source loaded

‘W;W/"’::F'::":; lives(27.0),

killed(27_0, agatha),

lives(agatha),

Tives(butler),

lives(charles),

27_0 = charles,

\forall 5 z8; (Ilives(z8) | z8 = agatha | z8 = butler | z8 = charles),
hates(z7_0, agatha),

\forall S 20; (hates(z7_0, z0) | Ikilled(charles, 20)),
\forall s 20; (hates(butler, z0) | Ikilled(butler, z0)),
omcut direct \forall S 20; (hates(agatha, z0) | Ikilled(agatha, 0)),
| aw cUT: 27,0 = charles TRUE \forall s 20; (hates(charles, 20) | Ikilled(charles, 20)),

Exploration Steps
I £ Proof Search Strategy

o

+ X 100:0ne step Simplifcation: 1 rule \forall S 29; \forall S z0; (hates(z9, z0) | Ikilled(z9, 20)),
X 122:rue_left \forall s w2; (1killed(z7.0, w2) | Iricher(z7.0, w2)),
X 123:applyEq \forall s w2; (1killed(butler, w2) | Iricher(butler, w2)),
X 124:2pplyEq \forall S wl; \forall S w2; (Ikilled(wl, w2) | Iricher(wl, w2)),
X[125:applyEq \forall s w3; (Ihates(agatha, w3) | Ihates(charles, w3)),
X 126:applyEq hutler.
X 127: I,
x}giﬂ,‘:}ﬁ: \forall S wa; (wd = butler | hates(agatha, wd)),
X 129:3pplyEq richer(butler, agatha),
X 130:3pplyEq hates butler, 27.0),
X 131:applyEq ] \forall S uS; (hates (butler, wS) | richer(us, agatha)),
132:applyEq \forall S w6; (lhates(agatha, w6) | hates(butler, w6)),
X 133:3pplyEq \forall S w7; \exists S wg; Ihates(w7, w8)
134:allLeft o

killed(butler, agatha),

13Sirepl I
a5acplace fnokn Jeft killed(butler, butler),

» 136:0ne Step Simplification: 2 rules

137:notLeft killed(agatha, butler),
138:allLeft killed(charles, w8_2),
139:eqsymm richer(charles, agatha),
140:replace_known_right killed(27_0, w8_3),

» 141:0ne Step simplification: 2 rules hates(z7_0, w8_3),
142:closeFalse hates(charles, w8_2),
v 143:Closed goal hates(agatha, butler),

'~ B CUT: 27.0 = charles FALSE hates(butler, butler),

» 101:0ne Step Simplification: 1 rule |Jf| butler = agatha,

102:cut_direct killed(agatha, agatha)

v B8 CUT: 27.0 = butler TRUE

ne Step Simplification: 1 rule
X 112itrue_left

119:applyEq <] Nosource loaded

K@ strategy: Applied 141 rules (0.3 sec), closed 3 goals, 0 remaining

javac @




R KeY 2.11.0 [main] v oA X
Eile View Proof Options Origin Tracking About

l:l Run cves, princess, 73| + | [@] > @B @ Layouts: Default || Load Layout ' save Layout| | Reset Layout

(] Loaded Proofs (] sequent — 8 8| [ source —-80

Proofs Closed Goal No source loaded
Env.with no model Tives(z7.0),
/ projectkey killed(z7_0, agatha),
/ project_slice1.proof lives(agatha),
lives(butler),
lives(charles),
270 = charles,
270 = agatha | 27.0 = butler | true,
\forall S z8; (Ilives(z8) | z8 = agatha | 28 = butler | 28 = charles),
agatha),
\forall s 20; (hates(z7.0, 20) | Ikilled(27_0, 20)),
\forall S z9; \forall S z0; (hates(z9, z0) | Ikilled(z9, z0)),
\forall s w2; (lkilled(27.0, w2) | Iricher(27.0, w2)),

Exploration Steps
I £ Proof Search Strategy 1

o

44ireplace_known left
45:0ne Step Simplification: 2 rules

46motLeft \forall S wi; \forall 5 w2; (Ikilled(wl, w2) | Iricher(wi, w2)),
a7allett \fuxa{lhs :3; (Ihates(agatha, w3) | Ihates(charles, w3)),
4g:replace_known_right ::;0 = butler,

» 49:0ne Step Simplification: 1 rule -
SD-aPP|yEqp P \forall S wd; (w4 = butler | hates(agatha, wé)),
st:allleft hates (butler, 27.0),

\forall § ws; (hates(butler, w5) | richer(ws, agatha)),
\forall S w6; (Ihates(agatha, w6) | hates(butler, w6)),
\forall S w7; \exists S w8; lhates(w7, w8)
hates (agatha, agatha),
richer(z7.0, agatha),
hates (agatha, w8_0),
hates (butler, butler),
butler = agatha,
killed(agatha, agatha)

s2:replace_known_right
53:0ne Step Simplification: 1 rule
sazallLeft
ssireplace_known_left
56:0ne Step Simplification: 2 rules.
57:cut_direct
v @8 CUT: 27_0 = charles TRUE
58:applyEq
60:allLeft
61:replace_known_left
62:0ne Step Simplification: 2 rules
63:notleft
64zallLeft H
65:eqSymm
66:replace_known_right
67:0ne Step Simplification: 2 rules
68:closeFalse
[69:Closed goal »
v B8 CUT: 27_0 = charles FALSE
» 59:0ne step Simplification: 1 rule
70:cut_direct
v B8 CUT: 27_0 = butler TRUE
71:applyEq
73:close
v 74:Closed goal
~ B CUT: 27_0 = butler FALSE
» 72:0ne Step Simplification: 1 rule
75:applyEq
76:close

 77:Closed goal ] Nosource loaded |

kg’
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a Often, very large parts of proofs could be removed.
® Trend: The larger the proof, the larger the percentage.

@ Most of the removed steps are normalizations of formulas which are never used later on.
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Part 3: Proof Caching
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KIT

Proof Caching

Motivation: Finding the correct and provable specification is often an iterative process.
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Proof Caching

Motivation: Finding the correct and provable specification is often an iterative process.

Observation: If = A isvalid,then [, ,E=— A,Z isalso valid (*).
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KIT

Proof Caching

Motivation: Finding the correct and provable specification is often an iterative process.
Observation: If = A isvalid,then [, ,E=— A,Z isalso valid (*).

(*) Under some restrictions:
@ The Java code referred to must be the same.
@ Both must use the same prover settings for semantics.
® The same added rules must be present.
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KIT

Proof Caching

Motivation: Finding the correct and provable specification is often an iterative process.
Observation: If = A isvalid,then [, ,E=— A,Z isalso valid (*).

(*) Under some restrictions:
@ The Java code referred to must be the same.
@ Both must use the same prover settings for semantics.
® The same added rules must be present.

Ongoing work:
@ Which sequents should be in the cache?
@ Extend the caching beyond a single run of KeY.
@ Relax the above conditions.

W. Pfeifer: Advancements in User Interface and Institute of Information Security
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Eile View Proof Options Origin Tracking

[0, [mmoel-| [a]x] [w[ce[alm]

@

Kev2.11.0

S]] [« e [m]

0 teed et - & O[S E |
Proofs. Inner Node
. with model src@7:05:05 PM
L pe
_
wellFormed(heap)
A =self = null
T — A self.<created> = TRUE
A SumAndMax : ) = TRUE
‘Exploration Steps A (a = null v a.<created> = TRUE)
R
@_6o A( vinti; (0<1iAi<a.length A inint(i) - 0 < a[il)

8 Proof Tree
} B Invariant Initially Valid
» B Invariant Preserved and Used

A (self.<inv> A a
- {heapAtPre:=heap || _a:=a}
\<{

null))

exc = null;

try {
self. sumAndMax (_a) @SumandMax;

catch (java.lang. Throwable e) {
exc = e;

( vinti; (051 Ai<a.length A dnInt(i) - a[i] s self.nax)
A( ( alength> o
- 3int i;
(@ <1iAi<a.length A inInt(i) A self.max = a[i]))
A (self.sum < a.length * self.max A self.<inv>))
A exc = null
AV Field f;
¥ java.lang.Object o;
( (0, f) e {(self, SumAndMax::$sum)}
U {(self, SumAndMax: :$max)}
v -0 = null
A ~0.<created>BheapAtPTe = TRUE
v 0. = o.feheapAtPre) )

h - = ]

v oA X
About
(=)
 source 80
SumAndMaxjava |
1[class sumandwax (
2
3| int sum;
4| int max;
5
6|  /*@ normal_behaviour
7 @ requires (\forall int i; 0 <= i 8& i < a.length; 0 <= a|
8 @ assignable sum, max;
9 @ ensures (\forall int i; 0 <= i 8& 1 < a.length; a[i] <=
10 @ ensures (a.length > 0
1 e (\exists int i; 0 <= i && i < a.length; max
12 @ //ensures sum == (\sum int i; 0 <= i & i < a.length; a|
13 @ ensures sum <= a.length * max;
14 e
15| void sumandvax(int(] a) {
16 un = 0;
17 max = 0;
18 int k
19
20 /%@ loop_invariant
21 @ 0 <=k &&k <= a.length
2 @ & (\forall int i; © <= 1 &% i < k; a[i] <= max)
23 @ & (k== 0 ==> max == 0)
2 @ & (k>0 == (\exists int i; 0 <= i & i < k; max
2 @ //8& sum == (\sum int i; 0 <= i 8& i< k; a[i])
2 @ &k sum <= Kk * max;
27 e
28 @ assignable sun, max;
2 @ decreases a.length -
30 e/
3 while(k < a.length) {
32 if(max < a[kl) {
33 max = a[kl;
34 }
35 sum += a[k];
36 kit
37 )
3| )
39|}
40

=4

 Javac(0)| @




(532 KeY2.11.0 v oA X
View Proof Options Origin Tracking About

Sim [SICIBIB][] [€]>] S]] ) | o[H] | somefrimalelimome]semimee] e
- B 0| OEsusEEE s g source _&B0o

g:ditmopenedﬁle T Inner Node S |
ave..
B save Proof as Bundle... P MCvoralpehavepperatanc || ; class Sumandax {
= wellFormed(heap) 3[  int sum;
= A ~self = null 4| dnt max;
arlM A self.<created> = TRUE 5
Taclets... == A SunAndMax: ) = TRUE 6| /7@ nommal_behaviour
Prove » [ation Steps A (a = null v a.<created> = TRUE) 7 @ requires (\forall int i; 0 <= i && i < a.length; 0 <= 3|
© Recentiles R A 8 @ assignable sum, max;
o ) = A( Vinti; (0<1iAi<a.length A inInt(i) - 0 < a[il) 9 @ ensures (\forall int i; 0 <= i && 1 < a.length; a[i] <=
Exit anQ et A (self.<inv> A -a = null)) 10 @ ensures (a.length > 0
{- m iveriont it = (iEmpisEzaizm ||| ) 1 e (\exists int 1; 0 <= 1 & 1 < a.length; max
ly valid \<{ 12 @ //ensures sum == (\sum int i; 0 <= i 8 i < a.length; a|
» m Invariant Preserved and Used exc = null; 13 @ ensures sum <= a.length * max;
d 14 e/
self. sumAndMax (_a) @SumAndMax ; 15 void sumAndMax(int[] a) {
} catch (java.lang.Throwable e) { 16 sum = 0;
exc=e; 17 max = 0;
} 18 int k
N> ( vint i; (05 iAi<a.length A inInt(i) - a[i] s self.max) 19
A( ( alength> o 20 /*@ loop_invariant
- aidnt i; 2 @ 0 <=k &&k <= a.length
(0 <iAi<a.length A inInt(i) A self.max = a[i])) 22 @ 8& (\forall int i; 0 <= i & i < k; a[i] <= max)
A (self.sum < a.length * self.max A self.<inv>)) 23 e & (k=0 ==> max == 0)
A exc = null 2 @ & (k>0 == (\exists int i; 0 <= i & i < k; max
AV Field f; 25 e //& sum (\sum int i; @ <= i && i < k; a[i])
¥ java.lang.Object o; 26 @ & sum <= k * max;
( (0, f) e {(self, SumAndMax::$sum)} 2 e
U {(self, SumAndMax::S$max)} 28 @ assignable sum, max;
v -0 = null 29 @ decreases a.length -
A ~0.<created>@heapAtPre = TRUE 30 e/
v 0. = o.feheapAtPre) ) 31 while(k < a.length) {
32 if(max < a[kl) {
33 max = a[k];
34
35 sum += a[kl;
36 ket
37 }
38 }
ES
40
<1 IL I D

Kg” & Javac(0) @




g » KeY2.11.0 yoox
About
File View Proof Options Origin Tracking
= [ = [ | o i O
(0] [mool- [@x [w/clalala][=] (¢ [Z]- [0 [@]0] ] i) i
8 5| [ source =0
(] Loaded Proofs. — B 0| [ sequent =
roofs “Current Goal (2l | sumAndmaxjava |
Env. with model src@7:05:05 PM 1[class sumanduax {
+/ SumAndMax{SumAndMax::sumAndMax()} ML normal_behavior operatic 5
Env. with model src@7:10:58 PM 3 int sum;
. per 4 int max;
5
I I o] 6| /%@ nomal_behaviour
7 @ requires (\forall int i; 0 <= i && i < a.length; 0 <= 3|
Exploration 1 8 @ assignable sun, max;
roof Search Strategy | [anon( (lself ‘SumAndMax : 9 @ ensures (\forall int i; @ <= i & i < a.length; a[i] <=
U {(self, SumAndMa 10 @ ensures (a.length > @
anon_heap_L00P_0)] 1 e & 1 < a.length; max
£ Proof Tree = [self.max := a[k_o]] 2 ° = 1 && 1 < a.length; a[i]
+ £ Invariant Initially Valid = .
R 42:0PEN GOAL -a[k_0] + self.sunganon_heap_LOOP_0} 14 e/
'+ 3 Invariant Preserved and Used 0. 15| void sumnaMax(int(] ) {
7 I Normal Execution (& 1= null) self.maxganon_heap_LOOP_® < a[k_o], =l | 16 sum = o;
T &ifb1 true k0 < a.length, 17
+ £ Normal Execution (a 1= null) o 1
T &ifb2 e et " alength > 19
v I Normal Execution (a ) vint i; 20 e 1Dop invariant
~ I Normal Execution (s != null) Ciikonizo b o 8 k <= a.length
v 3 Normal Execution (a != null) - ammgap[self sum 22 e u (\forall int i; 0 <= i & i < k; a[i] <= max)
+ £3Normal Execution (s_1 1= null) max := 0] 23 e @ ==> max
§7 352:0PEN GOAL " [anon( {(self, Sumandax: :Smax)} 2 e > (\exists int 1; 0 <= 1 & i < k; max
~ EINull Reference (5.1 = null) U {(self, sumAndMax: :$sum)}, 25 e (\sum int 1; 0 <= i 8& i < k; a[il)
M[3TCached g ; i anon_heap_L0OP_0)] 2 e & sum <= k * max;
T e peterence La =il < self.maxeanon_heap_L0OP_0) , 27 e
44 316:Cached goal k0 = 0 - self.naxeanon_heap_LO0P_0 = 0, % e assignable sun, max;
~ [(1Index Out of Bounds (_a != null, but k o b © decreases a.length - ki
44317:Cached goal Fint i = P : ’
~ I Null Reference (s = null) (1 M Ko B while(k < a.length) {
soxcached goal | Aize |3 if(max < a[k]) (
TG Null Reference La = null) A a[ileneapself.sum 3 max = a[kl;
44 274:Cached goal [self.max := 0] 3
~ 3 Index Out of Bounds (_a != null, but k Out of fanon( . {(se1f, SumAncMax::$nax)) bt SRR
4 275:Cached goal U {(self, sumAndMax: :$sum)}, 36 ki+;
~ Eifb_2 false anon_heap_LOOP_@)] 37 }
7 3 Normal Execution (s 1= null) = self.maxeanon_heap_L0OP_0) , E
v (1 Normal Execution (_a != null) bsum{int i )(W - - - 39y
+ £ Normal Execution (s_1 != null) d S
f} 267:0PEN GOAL I a[)]@heap[self sun
~ CINull Reference (s_1 = null) o
4 252:Cached goal [ancn[ ((self SumAndMax: : Smax) }
+ CNull Reference (_a = null) U {(self. SumAndiax: $sum)),
44 234:Cached goal anon_heap_L0OP_2)1)
= £ Index Out of Bounds (_a != null, but k Ou - sel. sumpanon_heap_L006_,
44 235:Cached goal self.maxeanon_heap_LOOP_0 * k_0 > self.sun@anon_heap_LOOP_0, ) I I C
~ CINull Reference (s = null) : = \_heap_LOOP_0) , a Null Reference (s1 = null)
il T el
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SKIT

Summary

We have seen:

@ a novel way for interaction with KeY on the source code level.

& “Proof Slicing” to minimize sequent calculus proofs.

@ “Proof Caching” to avoid reproving the same formulas.

https://github.com/KeYProject/key
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