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Mathematical culture

Proving program propertics




— Mathematical science
4.2.1. Syntax Of Compufqﬁgn

(left part) ::= (variable) := /(procedure identifier) :=

(left part list} ::= (left part)[(left part list)(left part)

(assignmentstatement) ::= (leftpart list)(arithmetic expression )}
(left part list)(Boolean expression)

4.2.2. Fxamples

Programs as formal entities
LI Algorithms as objects to study

A= B/C—v—qX8
Siek+2) := 3—arctan(sX zeia)

o Formal mathematical reasoning

4.2.3. Semantics o
Assignment statements serve for assigning the value of Al | d
an expression to one or several variables or procedure go pd ra Igm
identifiers. Assignment to a procedure identifier may only
occur within the body of a procedure defining the value of
& function designator (cf. section 5.4.4). The process will
in the general case be understood to take place in three
steps as follows:
4.2.3.1. Any subseript expressions occurring in the left
part variables are evaluated in sequence from left to right.
4.2.3.2. The expression of the statement is evaluated.
4.2.3.3. The value of the expression is assigned to all
the left part variables, with any subscript expressions
having values as cvaluated in step 4.2.3.1.
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Algol paradigm
Mathematical Science (McCarthy, 1962)

= Two procedures (functions) are equivalent

© Procedure terminates for all input data
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McCarthy's factorial proof

g(n,s) =1ifn =0 thenselseg(n —1,n X s)
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Algol paradigm

Proving programs correct

P8 Peter Naur (1966)

Proofs of algorithms by general snapshots

@ Robert Floyd (1967)

Assigning meaning to programs

Tony Hoare (1969)

An axiomatic basis for computer programming
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Fig. 1. Flowchart of program to compute § =2"_, 4, (n 2 0).

Floyd (1967)
Cites McCarthy anco

uses a subset of Algol
But uses flowcharts!

Common visual
representation of
programs at the time




Hoare (1969)

Annotfate programs using

tripes {P} c{Q} where:

e P pre-condition holds before
e ¢ command fo run
e () postcondition holds afferwards

Using modern notation for
(now called) Hoareriples




¢$

s =1; 1 =1;

fa=il}

while i < n do

Hoare (1969)

Reasoning about programs
using Hoare triples

Composition rule!

t {P}ci{Q}
and {Q} ¢; {R}
Then {P} Ci1, C2 {R}




Proofs of programs in practice

Programming Languages

D. GRIES, Editor

Proof of a Program: FIND

C. A. R. Hoare
Queen’s University,* Belfast, Ireland

A proof is given of the correctness of the algorithm “Find.”
First, an informal description is given of the purpose of the
program and the method used. A systematic technique is de-
scribed for constucting the program proof during the process
of coding it, in such a way as fo prevent the intrusion of
logical errors. The proof of termination is treated as a sep-
arate exercise. Finally, some conclusions relating to general
programming methodology are drawn.

KEY WORDS AND PHRASES: proofs of programs, programming method-
ology, program documentation, program correciness, theory of programming
CR CATEGORES: 4.0, 4.22, 521, 5.23, 5.24

1. Introduction

In a number of papers [1, 2, 3] the desirability of proving
the correctness of programs has been suggested and this
has been illustrated by proofs of simple example programs.
In this paper the construction of the proof of a useful,
efficient, and nontrivial program, using a method based on
invariants, is shown. It is suggested that if a proof is con-
structed as part of the coding process for an algorithm, it
is hardly more laborious than the traditional practice of
program testing.

2. The Program “Find”

The purpose of the program Find [4] is to find that
element of an array A[1:N] whose value is fth in order of
magnitude; and to rearrange the array in such a way that
this element is placed in A[f]; and furthermore, all ele-
ments with subscripts lower than f have lesser values, and
all elements with subscripts greater than f have greater
values. Thus on completion of the program, the following
relationship will hold:

All), A2}, -+, Alf — 1) < Alf] < Alf 41, -+, AIN]

This relation is abbreviated as Found.
One method of achieving the desired effect would be to

* Department of Computer Science
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sort the whole array. If the array is small, this would be a
good method; but if the array is large, the time taken to
sort it will also be large. The Find program is designed to
take advantage of the weaker requirements to save much
of the time which would be involved in a full sort.

The usefulness of the Find program arises from its
application to the problem of finding the median or other
quantiles of a set of observations stored in a computer
array. For example, if N is odd and f is set to (N + 1)/2,
the effect of the Find program will be to place an observa-
tion with value equal to the median in A[f]. Similarly the
first quartile may be found by setting f to (V + 1)/4,
and so on.

The method used is based on the principle that the
desired effect of Find is to move lower valued elements of
the array to one end—the “left-hand” end—and higher
valued elements of the array to the other end—the “right-
hand” end. (See Table I(a)). This suggests that the array
be scanned, starting at the left-hand end and moving right-
ward. Any element encountered which is small will re-
main where it is, but any element which is large should be
moved up to the right-hand end of the array, in exchange
for a small one. In order to find such a small element, a
separate scan is made, starting at the right-hand end and
moving leftward. In this scan, any large element encoun-
tered remains where it is; the first small element encoun-
tered is moved down to the left-hand end in exchange for
the large element already encountered in the rightward
scan. Then both scans can be resumed until the next ex-
change is necessary. The process is repeated until the
scans meet somewhere in the middle of the array. It is
then known that all clements to the left of this meeting
point will be small, and all elements to the right will be
large. When this condition holds, we will say that the array
is split at the given point into two parts (see Table I(b)).

The reasoning of the previous paragraph assumes that
there is some means of distinguishing small elements from
large ones, Since we are interested only in their compara-
tive values, it is sufficient to select the value of some ar-
bitrary element before cither of the scans starts; any ele-
ment with lower value than the selected element is counted
as small, and any element with higher value is counted as
large. The fact that the discriminating value is arbitrary
means that the place where the two seans will meet is also
arbitrary; but it does not affect the fact that the array
will be split at the meeting point, wherever that may be.

Now consider the question on which side of the split the
Jth element in order of value is to be found. If the split is
to the right of A[f], then the desired element must of
necessity be to the left of the split, and all clements to the
right of the split will be greater than it. In this case, all
clements to the right of the split can be jgnored in any
future processing, since they are already in their proper

Communications of the ACM 39

Prevention of System Deadlocks

A. N. HABERMANN
Carnegie-Mellon University,* Pilisburgh, Pennsylvania

A well-known problem in the design of operating systems is
the selection of a resource allocation policy that will prevent
deadlock. Deadlock is the situation in which resources have
been allocated fo various tasks in such a way that none of the
tasks can continve. The various published solutions have been
somewhat restrictive: either they do not handle the problem in
sufficient generality or they suggest policies which will on occa-
sion refuse a request which could have been safely granted.
Algorithms are presented which examine a request in the light
of the current allocation of resources and defermine whether
or not the granting of the request will introduce the possibility
of @ deadlock. Proofs given in the appendixes show that the
conditions imposed by the algorithms are both necessary and
sufficient to prevent deadlock. The algorithms have been
successfully used in the THE system.

KEY WORDS AND PHRASES: muifiprogramming, time-shering, scheduling,
resource allocation
CR CATEGORIES: 372, 4.32, 6.20

Introduction

Consider a set of sequential processes which share
system resources in such a way that (1) while a resource
A is allocated to a process P; no other process P; can
seize A, and (2) an allocated resource is not released
until it has fulfilled its task.

Dijkstra shows in [2] and [6] how the use of system
resources can be made exclusive by means of the primitives
P-operation and V-operation. Dennis and Van Horn (3]
use the macro instructions LOCK and UNLK, specially
designed for this purpose. These techmques Imvc in
common that a process P a P

Praniies 4
B. RANDELL, Editor

exceed the amount available, some strategy is needed to
order the assignment of resources in time. Care must be
taken that the strategy applied cannot cause a deadlocl
i.e. the situation that cooperating processes prevent their
mutual progress even though no single one requests more
resources than are available.

Suppose, for instance, each of two processes Py and
P, needs the resources A and B at the same time, i.e.
when either A or B has been allocated to it. Py will cer-
tainly not release the allocated resource before the other
one has also been allocated to it (likewise P,). Suppose
the strategy is such that allocation will follow on request
if the resource is free. Then the situation may arise that
Py has seized resource A and P, resource B. From then
on, Py and P; will wait for each other indefinitely, since
Py certainly does not, release A until it has seized B, i.e.
not until P, has released B, while P, will not release B
until it has seized 4.

One way out of the difficulty is to permit a set of proc-
esses to run concurrently only if together they do not
claim more resources than are available [4]. However,
we will see that such a strategy is unnecessarily restrictive.

In this paper algorithms are deseribed by means of
which a deadlock can be prevented, and yet as many
resource requests are granted as can be allowed, while
neither are resources reserved on account of a claim, nor
is resource request restricted to a few processes. The
algorithms decide only whether or not granting & request
can produce a deadlock, so that assignment rules (ac-
cording to priority rules, for instance) can be implemented
freely.

In the author’s thesis [5] different sorts of resource
requests are discussed, in particular, the case of temporary
lease, i.e. when a process asks for a resource and can
promise its release unconditionally, as well as the case
of a single directed request, i.e. when a process can con-
tinue independently of resource activity. Though [5] also
contains the theorems and proofs, albeit in a slightly
different form the mm of the present paper is to show the

the

(e LOCK instruction) will get the resource reques',ed
if it i free and, if not, process P is held up until a matching
V-operation (e.g. UNLK instruction) is performed. The
techniques also have in common the fact that they do not
imply any rules for resource allocation. This is still a
matter of system design.

If the total request for resources of a certain type can
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which

prevent a deadlodk,

Another Form of Deadlock

When resource activity itself may imply resource re-
quest, another form of deadlock can occur. Let, for in-
stance, a disk device be controlled by a sequential process
D that runs synchronously with the device interrupts.
D is to be considered a resource, to which tasks can be

Communications of the ACM 373
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Proofs of programs in practice

Prevention of deadlocks (1969)

e Abstract algorithm written as pseudocode
e Model using states and transitions
e Not actual source codel

Proof of FIND (1971)

e Part of Hoare's QuickSort algorithm
e Find % element in an array and rearrange
e ... it may be possible to enlist the aid of a computer
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Structuring programs




0:
1:
2:
3:
4.
S:
6:
Ve
8:
9:
0:

Meaning

goto 6

data 2
data 10

m[0]=A; ABC=0
m [0]=rdch ()
A+=m [0]
ABC>>=6
w[0]=AB; ABC=0

m[2]=rdch()
A+=m[2]
A-=m|[5]

if A>=0 goto 21

Comment

Put 10<<11 in R
Jump to main loop

The constant 2
The constant 10

Start of the main loop
Get operation code
Put it in A
Shift and store it
so that it becomes the
senior § bits of m [0]
m[1] is now zero

Put next ch in m [2]
Putchin A

A=ch-10

Jump to 21, if ch>=10

EDSAC instructions
FDSAC initial orders

first few instructions|

Low-level assembly-like
Write fo register
Transter control (jump)
Basic arithmetic

See the EDSAC poster



https://www.cl.cam.ac.uk/~mr10/Edsac/edsacposter.pdf

Structured programming

Block-based languages

e Control structures like while [ ei<ne
and if instead of goto

e Popularized by Algol

s=1;1=1;

end
print(s);

L1

L2 :

s=1;1=1;

if 7 = n then goto L2
1=14+1;

S=5X1;

goto L1;

print(s);

For structured programming
e Supports reasoning and readability

Against structured programming

e Can we trust compiler generated code?
e Can we really express everything well?




Go To Statement Considered Harmful

Key Words and Phrases: B0 to statement, jump instruction,
branch i fon, clause, clause, repet-
itive clause, program xmelhmlnlny, Pprogram sequencing

CR Categories: 4.22, 5.

EpiToR:

For a number of years I have been familiar with the observation
that the quality of programmers is a decreasing function of the
density of go to statements in the programs they produce. More
recently I discovered why the use of the go to statement has such
disastrous effects, and I became convinced that the go to state-
ment should be abolished from all “higher level” programming
languages (i.e. everything except, perhaps, plain machine code).
At‘that time I did not attach too much importance to this dis-
covery; I now submit my considerations for publication because
in very recent discussions in which the subject turned up, I have
been urged to do so.

My first remark is that, although the programmer’s activity
ends when he has constructed a correct program, the process
taking place under control of his program is the true subject
matter of his activity, for it is this process that has to accomplish
the desired effect; it is this process that in its dynamic behavior
has to satisfy the desired specifications. Yet, once the program has
been made, the “making” of the corresponding process is dele-
gated to the machine.

My second remark is that our intellectual powers are rather
geared to master static relations and that our powers to visualize
processes evolving in time are relatively poorly developed. For
that reason we should do (as wise programmers aware of our
limitations) our utmost to shorten the conceptual gap between
the static program and the dynamic process, to make the cor-
respondence between the program (spread out in text space) and
the process (spread out in time) as trivial as possible.

Let us now consider how we can characterize the progress of a
process. (You may think about this question in a very concrete
manner: suppose that a process, considered as a time succession
of actions, is stopped after an arbitrary action, what data do we
have to fix in order that we can redo the process until the very
same point?) If the program text is a pure concatenation of, say,
assignment statements (for the purpose of this discussion regarded
as the deseriptions of single actions) it is sufficient to point in the
program {ext to a point between two successive action descrip-
tions. (In the absence of go to statements I can permit myself the
syntactic ambiguity in the last three words of the previous sen-
tence: if we parse them as “successive (action descriptions)” we
mean successive in text space; if we parse as ‘‘(successive action)
deseriptions” we mean successive in time.) Let us call such a
pointer to a suitable place in the text a “‘textual index.””

When we include conditional clauses (if B then 4), alternative
clauses (if B then Al else 42), choice clauses as introduced by
C. A. R. Hoare (case[i] of (41, A2, - -+ , An)), or conditional expres-
sions as introduced by J. McCarthy (Bl — E1, B2 — E2, - ,
Bn — En), the fuct remains that the progress of the process re-
mains characterized by a single textual index.

As soon as we include in our language procedures we must admit
that a single textual index is no longer sufficient. In the case that
a textual index points to the interior of a procedure body the

Volume 11 / Number 3 / March, 1968

dynamic progress is only characterized when we also give to which
call of the procedure we refer. With the inclusion of procedures
we can characterize the progress of the process via a sequence of
textual indices, the length of this sequence being equal to the
dynamic depth of procedure calling.

Let us now consider repetition clauses (like, while B repeat A
or repeat 4 until B). Logically speaking, such clauses are now
superfluous, because we can express repetition with the aid of
recursive procedures. For reasons of realism I don’t wish to ex-
clude them: on the one hand, repetition clauses can be imple-
mented quite comfortably with present day finite equipment; on
the other hand, the reasoning pattern kuown as “induction”
makes us well equipped to retain our intellectual grasp on the
Pprocesses generated by repetition clauses. With the inclusion of
the repetition clauses textual indices are no longer sufficient to
describe the dynamic progress of the process. With each entry into
a repetition clause, however, we can associate a so-called “dy-
namic index,” inexorably counting the ordinal number of the

current, As clauses (just as
procedure calls) may be applied nestedly, we find that now the
progress of the process can always be uniquely characterized by
(mixed) sequence of textual and/or dynamic indices.

The main point is that the values of these indices are outside
programmer’s control; they are generated (either by the write-up
of his program or by the dynamic evolution of the process) whether
he wishes or not. They provide independent coordinates in Which
to describe the progress of the process.

Why do we need such independent coordinates? The reason
is—and this seems to be inherent to sequential processes—that
we can interpret the value of a variable only with respect to the
progress of the process. If we wish to count the number, n say, of
people in an initially empty room, we can achieve this by increas-
ing n by one whenever we see someone entering the room. In the
in-between moment that we have observed someonc entering the
room but have not yet performed the subsequent increase of n,
its value equals the number of people in the room minus one!

‘The unbridled use of the go to statement has an immediate
consequence that it becomes terribly hard to find a meaningful set
of coordinates in which to deseribe the process progress. Usually,
people take into account as well the values of some well chosen
variables, but this is out of the question because it i relative to
the progress that the meaning of these values is to be understood!
With the go to statement one can, of course, still describe the
progress uniquely by a counter counting the number of actions
performed since program start (viz. a kind of normalized elock).
The difficulty is that such a coordinate, although unique, is utterly
unhelpful. In such a coordinate system it becomes an extremely
complicated affair to define all those points of progress where,
say, n equals the number of persons in the room minus one!

The go to statement as it stands is just too primitive; it is too
much an invitation to make a mess of one’s program. One can
regard and appreciate the clauses considered as bridling its use. I
do not claim that the clauses mentioned are exhaustive in thesense
that they will satisfy all needs, but whatever clauses are suggested
(e.g. abortion clauses) they should satisfy the requirement that a
programmer independent coordinate system can be maintained to
describe the process in a helpful and manageable way.

It is hard to end this with a fair acknowledgment. Am I to

Communications of the ACM 1

Dijkstra (1968}

the quality of program-
mers is a decreasing
unction of the density of go
to statements in the
programs they produce

the go to statement
should be abolished from al
higher level' programming
languages'
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Dijkstra on the go to statement

Making programs understandable

e Programs are read more than written
e Shorten conceptual gap between static
orogram and dynamic process

You do not need go to

e Structured program theorem (Béhm—Jacopini)
e Any flowchart can be encoded using just three control
structures (sequence, selection, iteration)




Formal reasoning about programs

s=1;1=1; s=1;1=1;

while 7 < n do L1 ifi = nthengoto L2
1 =14 1; 1 =1+ 1;
§ =8 X1; § =8 X1

end goto L1;

print(s); L2: print(s);

Why structured programming helps

¢ RGCO” ThOT il[ {P}Cl{Q} Oﬂd {Q}CQ{R} Then {P}Cl;CQ{Q}
e \Works better with block-based languages!
e No need to model register and memory states
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Structuring teams




Revolution in programming
pATAMATIGN. | (Datamation magazine, 19/3)

DECEMBER, 1973
volume 19 number 12
This issue 137,600 copies

| According to guest editor
e oot e | McCracken, structured programming

subject approach the issue in several ways. Before reading them, be sure to read the over-

Bk is a major infellectual invention that

Structured Programming 55 Structured Programming: Top-down Approach
JAMES R. DONALDSON EDWARD F. MILLER, JR. and GEORGE E. LINDAMOOD

A 62 A Linguistic Contribution to GOTO-less © © ©
Chief Programmer Teams Programming
Il revolutionize the way programs

69 The State of Computation in Cuba
RAMON C. BARQUIN. The year 1959 marked the coming to

e o ol s | P an are p er U Ced . O ur d I’TI C | eSS ONn H’] iS

Eurodata: Data Communications in

Europe 1972-1985 .

RICHARD A. PETERS and KEPPEL M. SIMPSON. West Ger- ¢ M
many will pull ahead of U.K. in the data communications

race by 1985.

Mini Strings with Many Uses
departments JOHN L. CHRISTOFFERSON. The simplicity of this data-

.
structuring concept leads to greater reliability and pro-
Calendar 11 grammer productivity, and reduced maintenance costs. reg | n g e e S U re
. | | I
/

Look Ahead 17

Letters to the Editor News in Perspective

News in Perspective ANTI-TRUST . 96 CCOMMUNICATIONS . .

.
LAWSUITS .. SERVICE BUREAUS .
] S to read the overvie
Software & Services PRIVACY INTERNATIONAL . .

Literature COMPANIES . " BENCHMARKS ......

Books
People The Forum " ; .
/e JOHN J. CALLAHAN, JR. The shortage of qualified dp per-
index; to Advertisers sonnel is probably an artificial one—many qualified peo-
The Forum ple are being bypassed.

December, 1973
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Chief Programmer Teams

Project management at IBM

e New York Times data bank project
e Overall structure by one person
e Chief programmer + support

Structured programming

e Top-down design of programs vs.
top-down management of teams

Fig. 2. Techniques and their
relationship.
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Dijkstra's response

How to program if you cannot

'the prevailing management
philosophy [makes] companies as
independent as possible of the
competence of their employees'
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Structured programming

Mathematical culture

e Mathematical reasoning
e Compositional semantics

Before launching into the articles

Engineering culture A S

Ignore at your own risk

e Understanding code FENVOIUTTION

e Individual responsibility

Managerial culture

e Top-down software development
e Structuring feams




Cultures of Programming

M| Home => Continueto Part s
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