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Chapter 1. Introduction

Foreword

Origins

This material originated as a bunch of scribbled down notes for the Charles Uni-
versity Operating Systems lecture. As time went on and the amount of notes grew,
I came to realize that the amount of work that went into looking up the informa-
tion and writing down the notes is no longer negligible. This had two unfortunate
implications. First, verifying the notes to maintain the information within updated
became difficult. Second, asking the students to locate the information within indi-
vidually became unrealistic. This material is an attempt at solving both problems. By
extending and publishing the notes, I hope to provide the students with a source of
information, and me with a source of feedback.

I realize some readers will find this material fragmented, incomplete and unreadable.
I also hope other readers will find this material current, detailed and interesting. The
notes are being extended and published in good faith and should be taken as such.
And remember that you can always revert to other sources of information. Some are
listed below.

References

1. Abraham Silberschatz: Operating System Concepts. Wiley 2002. ISBN
0471250600

2. Andrew S. Tannenbaum: Modern Operating Systems, Second Edition. Prentice
Hall 2001. ISBN 0130313580

3. Uresh Vahalia: UNIX Internals: The New Frontiers. Prentice Hall 1995. ISBN
0131019082

Structure

It is a laudable trait of technical texts to progress from basic to advanced, from sim-
ple to complex, from axioms to deductions. Unfortunately, it seems pretty much im-
possible to explain a contemporary operating system in this way - when speaking
about processes, one should say how a process gets started, but that involves mem-
ory mapped files - when speaking about memory mapped files, one should say how
a page fault gets handled, but that involves devices and interrupts - when speaking
about devices and interrupts, one should say how a process context gets switched,
but that involves processes - and so on. This text therefore starts with a look at his-
toric perspective and basic concepts, which gives context to the text that follows.
There, forward and backward references are used shamelessly :-).

Historic Perspective

Stone Age

In 1940s, computers were built by Howard Aiken at Harward University, John von
Neumann at Princeton University, and others. The computers used relays or vacuum
tubes, the former notoriously unreliable, the latter plagued with power consumption
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Chapter 1. Introduction

and heat generation. The computers were used to perform specialized calculations,
which were initially programmed, or, rather, wired into the computer using plug
boards. Plug boards were later replaced by punch cards or paper tapes. There was no
notion of an operating system.

Hardware Year Software

Mark I or Automatic Sequence
Controlled Calculator - a
computer developed by IBM
and Harward University, uses
relays, program stored on paper 1944
tapes, a multiplication
operation takes 6 seconds, a
division operation takes 12
seconds.

Electronic Numerical Integrator
And Computer (ENIAC) - a
computer developed by
University of Pennsylvania,
uses vacuum tubes, program
stored on plug boards, a
division operation takes 25
miliseconds.

1946

Selective Sequence Electronic
Calculator - a computer
developed by IBM, uses relays
and vacuum tubes, program
stored on paper tape and in 1948
internal memory, a
multiplication operation takes
20 miliseconds, a division
operation takes 33 miliseconds.

Electronic Delay Storage
Automatic Calculator (EDSAC) -
a computer developed by
University of Cambridge, uses
vacuum tubes, program stored
on paper tape and in internal
memory, a multiplication
operation takes 4.5 miliseconds,
a division operation takes 200
miliseconds.

1949

Electronic Discrete Variable
Automatic Computer (EDVAC) - a
computer developed by
University of Pennsylvania,
uses vacuum tubes, program 1951
stored on magnetic wires and in
internal memory, multiplication
and division operations take 3
miliseconds.

References

1. Weik M. H.: The ENIAC Story. http://ftp.arl.mil/~mike/comphist/eniac-
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story.html

2. The Columbia University Computing History Website.
http:/ /www.columbia.edu/acis/history

3. The Manchester University Computing History Website.
http:/ /www.computer50.org

4. The EDSAC Website. http:/ /www.cl.cam.ac.uk/UoCCL/misc/EDSAC99

Transistors

In 1950s, computers used transistors. The operation times went down from milisec-
onds to microseconds. To maximize processor utilization, specialized hardware was
introduced to handle input and output operations. The computers were running a
simple operating system, responsible for loading other programs from punch cards
or paper tapes and executing them in batches.

Hardware Year Software

Transistor - a semiconductor
device capable of amplifying or
switching an electric current has 1947
been invented by William
Shockley at Bell Laboratories.

IBM 701 - a computer
developed by IBM, uses
vacuum tubes, multiplication
and division operations take
500 microseconds. The first 1952
computer that was mass
produced (as far as 19
computers can be considered a

mass :-).
IBM 350 - a harddrive
developed by IBM, capacity of 5 1956

MB at 50 rotating magnetic
discs with a diameter of 61 cm.

IBM 709 - a computer

developed by IBM, uses Fortran - a programming
vacuum tubes, multiplication 1957 language developed by John W.
and division operations take Backus at IBM.

240 microseconds.

IBM 7090 - a computer
developed by IBM, uses
transistors, a multiplication
operation takes 25 1958
microseconds, a division
operation takes 30
microseconds.

One of the most powerful computers of the time was IBM 7094. The computer could
perform floating point operations in tens of microseconds and was equipped with
32k words of memory, one word being 36 bits. Specialized hardware provided chan-
nels for independent input and output operations that could interrupt the processor.

The IBM 7094 computer run the Fortran Monitor System (FMS), an operating system
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Chapter 1. Introduction

that executed sequential batches of programs. A program was simply loaded into
memory, linked together with arithmetic and input and output libraries and exe-
cuted. Except for being limited by an execution timeout, the program was in full
control of the computer.

Executing sequential batches of programs turned out to be inflexible. At MIT, the
first experiments with sharing the computer by multiple programs were made in
1958 and published in 1959. Eventually, a system that can interrupt an executing pro-
gram, execute another program and then resume the originally interrupted program,
was developed. The system was called Compatible Time Sharing System (CTSS) and
required a hardware modification of the IBM 7094 computer.

Low Integration

In 1960s, integrated circuits appeared alongside transistors. Integration has paved
the way for smaller computers, less power consumption, less heat generation, longer
uptimes, larger memory and lots of other related improvements. Cabinet-sized mini-
computers have appeared alongside room-sized mainframe computers. The comput-
ers run operating systems that support executing multiple programs in parallel with
virtual memory provided by paging.

Hardware Year Software

Integrated circuit - a technology
to integrate multiple transistors
within a single device has 1961
developed by Robert Noyce at
Fairchild Semiconductors.

Mouse - an input device with
two wheels developed by 1963
Douglas Engelbart at SRI.

Beginner’s All Purpose Symbolic
Instruction Code (BASIC) - a
programming language
IBM System/360 - a computer developed by J. Kemeny and T.
developed by IBM. The first Kurtz at Dartmouth College.

computer with configurable 1964 Time Sharing System (TSS) - an
assembly from modules. operating system developed at
IBM
MULTICS - an operating
1965 system developed at Bell
Laboratories.
Dynamic Random Access Memory
(DRAM) - a memory circuit 1966
developed at IBM.
ARPANET - a network project 1969
at ARPA.
Uniplexed Information and
1970 Computing System (UNICS,

UNIX) - an operating system
developed at Bell Laboratories.
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Hardware Year Software
Pascal - a programming
1971 language developed by Niklaus
Wirth at ETH Zurich.
SmallTalk - a programming
1972 language developed by Alan
Kay at Xerox PARC.
Mouse - an input device with a
single ball developed by Bill 1973
English at Xeroc PARC.

A well known computer of the time, IBM System /360, has been the first to introduce
configurable assembly from modules. The computer used the OS/360 operating sys-
tem, famous for its numerous bugs and cryptic messages. OS/360 supported execut-
ing multiple programs in parallel and introduced spooling of peripheral operations.
Another famous operating system was Multiplexed Information And Computing Service
(MULTICS), designed for providing public computing services in a manner similar to
telephone or electricity. MULTICS supported memory mapped files, dynamic linking
and reconfiguration.

An important line of minicomputers was produced by Digital Equipment Corpora-
tion. The first of the line was DEC PDP-1 in 1961, which could perform arithmetic
operations in tens of microseconds and was equipped with 4k words of memory, one
word being 18 bits. All this at a fraction of the size and cost of comparable mainframe
computers.

High Integration

In 1970s, large scale integration made personal computers a reality. The computers
run operating systems that are anything from simple bootstrap loader with a BASIC
or FORTH interpreter glued on to a full fledged operating system with support for
executing multiple programs for multiple users on multiple computers connected by

a network.
Hardware Year Software
Control Program/Memory (CP/M)
- an operating system
1976 developed by Gary Kildall at
Intergalactic Digital Research,
later renamed to just Digital
Research :-).
IBM PC - a computer 1981 MS-DOS - an operating system
developed by IBM. developed at Microsoft.
ZX Spectrum - a computer
developed by Richard 1982
Altwasser at Sinclair Research.
Finder - an operating system
1984 developed by Steve Capps at
Apple.

Basic Concepts

Historically, a contemporary operating system combines the functions of an
5
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extended machine and a resource manager. The extended machine separates
applications from the low-level platform-dependent details by providing high-level
platform-independent abstractions such as windows, sockets, files. The resource
manager separates applications from each other by providing mechanisms such as
sharing and locking.

Both the extended machine and the resource manager rely on established hardware
concepts to build operating system structure and provide operating system abstrac-
tions. The following sections summarize well known concepts found in contempo-
rary hardware and well known structure and abstractions found in contemporary
operating systems. The sections are styled as a crash course on things either known
in general or outside the scope of this book, presented to familiarize the reader with
the background and terminology.

Needless to say, none of the things outlined here is definitive. Rather than that, they
simply appear as good solutions at this time and can be replaced by better solutions
any time in the future.

Hardware Building Blocks

Contemporary hardware builds on semiconductor logic. One of the basic elements of
the semiconductor logic is a transistor, which can act as an active switching element,
creating a connection between its collector and emitter pins when current is injected
into its base pin. The transistor can be used to build gates that implement simple
logical functions such as AND and OR, as sketched below.

+5V +5V

AxB —o A+B

B Bo—izl—@o

Figure 1-1. Principle Of Composing NAND And NOR Gates From Transistors

Note that the principal illustration uses bipolar transistors in place of more practical
field effect transistors, and a simplified composition out of individual transistors in
place of more practical direct gate construction.

Gates that implement simple logical functions can be used to construct more complex
functions, such as buffers, shifters, decoders, arithmetic units and other circuits. The
illustration of constructing a flip flop, which in fact represents a single bit of memory,
is below.
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CLK

Figure 1-2. Principle Of Composing Flip Flops From Gates

Note that besides well known construction patterns of useful circuits, approaches to
design a circuit given the required logical function are also very well established.
In fact, many circuits are sold as designs rather than chips, the designs are merged
depending on the application and only then embedded in multipurpose chips.

References

1. Ken Bigelow: Play Hookey Digital Logic Tutorial.
http:/ /www.play-hookey.com/digital

Basic Computer Architecture

The figure depicts a basic architecture of a desktop computer available in the late
1970s. The architecture is simple but still representative of the contemporary desktop
computers. Advances in the architecture since 1970s are outlined in the subsequent
sections.
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processor memory peripheral
general
ALU : . .
registers memory array peripheral logic
() ()
) ) address | address
instruction decoder decoder
decoder
control unit
address bus
bus data bus
. Y
interface control bus
DMA
HOLD, HLDA controller
interrupt
clock INTR, INTA controller

Figure 1-3. Basic Computer Architecture Example

At the core of the architecture is the control unit of the processor. In steps timed by
the external clock signal, the control unit repeats an infinite cycle of fetching a code
of the instruction to be executed from memory, decoding the instruction, fetching
the operands of the instruction, executing the instruction, storing the results of the
instruction. The control unit uses the arithmetic and logic unit to execute arithmetic
and logic instructions.

Processor Bus

The control unit of the processor communicates with the rest of the architecture
through a processor bus, which can be viewed as consisting of three distinct sets
of wires denoted as address bus, data bus and control bus. The address bus is a set
of wires used to communicate an address. The data bus is a set of wires used to com-
municate data. The control bus is a set of wires with functions other than those of
the address and data buses, especially signals that tell when the information on the
address and data buses is valid.

The exact working of the processor bus can be explained by a series of timing dia-
grams for basic operations such as memory read and memory write.
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CLK /_\_/_\_/_\_/_\_/ binary clock signal

i} : : : : address bus wires
AO-19 X : : : in various binary states
: direct control signal
BALE _/_\ : . active when high
MEMR inverted control signal

active when low

data bus wires
DO-15 in disconnected state

1 2 3 4 5 6 1
Figure 1-4. Timing Diagram Example

What all operations of the processor bus have in common is the general order of steps,
which typically starts with the processor setting an address on the address bus and
a signal on the control bus that indicates presence of a valid address, and proceeds
with the transfer of data. Any device connected to the processor bus is responsible
for recognizing its address, usually through an address decoder that sends the chip
select signal when the address of the device is recognized.

Example: ISA Bus

The ISA (Industry Standard Architecture) bus is synchronized by a clock signal tick-
ing with the frequency of 8-10 MHz. In the first clock tick of a bus cycle, the bus mas-
ter, which is typically the processor, sets the address on the address bus and pulses
the BALE (Bus Address Latch Enable) signal to indicate that the address is valid.

In a read bus cycle, the bus master activates one of the MEMR (Memory Read) or
IOR (Input/Output Read) signals to indicate either reading from memory or reading
from an input device. The bus master waits the next four cycles for the memory or
the device to recognize its address and set the data on the data bus.
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CLK | |
A0-19 | |
BALE _/_\ /_\
015 —— o~

1 2 3 4 5 6 1

Figure 1-5. ISA Bus Read Cycle

In a write bus cycle, the bus master activates one of the MEMW (Memory Write) or
IOW (Input/Output Write) signals to indicate either writing to memory or writing
to an output device. The bus master sets the data on the data bus and waits the next
four cycles for the memory or the device to recognize its address and data.

e
S N WS S S N /_\
S R

Figure 1-6. ISA Bus Write Cycle
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Interrupt Controller

To provide means of requesting attention from outside, the processor is equipped
with the interrupt and interrupt acknowledge signals. Before executing an instruc-
tion, the control unit of the processor checks whether the interrupt signal is set, and
if it is, the control unit responds with setting the interrupt acknowledge signal and
setting the program counter to a predefined address, effectively executing a subrou-
tine call instruction.

To better cope with situations where more devices can request attention, the handling
of the interrupt request signal is delegated to an interrupt controller. The controller
has several interrupt request inputs and takes care of aggregating those inputs into
the interrupt request input of the processor using priorities and queuing and provid-
ing the processor with information to distinguish the interrupt requests.

Direct Memory Access Controller

To provide means of transferring data without processor attention, the processor is
equipped with the hold and hold acknowledge signals. The control unit of the pro-
cessor checks whether the hold signal is set, and if it is, the control unit responds with
setting the hold acknowledge signal and holding access to the processor bus until the
hold signal is reset, effectively relinquishing control of the processor bus.

To better cope with situations where more devices can transfer data without proces-
sor attention, the handling of the hold signal is delegated to a direct memory access
controller. The controller has several transfer request inputs associated with transfer
counters and takes care of taking over the processor bus and setting the address and
control signals during transfer.

Example: ISA Bus

The ISA (Industry Standard Architecture) bus DMA cycle is commenced by the pe-
ripheral device requesting a transfer using one of the DRQ (DMA Request) signals.
There are 4 or 8 DRQ signals, DRQO to DRQ3 or DRQ?7, and 4 or 8 corresponding
DACK (DMA Acknowledge) signals, DACKO to DACK3 or DACK?, each associated
with one set of transfer counters in the controller.

When the controller sees the peripheral device requesting a transfer, it asks the pro-
cessor to relinquish the bus using the HRQ (Hold Request) signal. The processor
answers with the HLDA (Hold Acknowledge) signal and relinquishes the bus. This
typically happens at the end of a machine cycle.

Once the bus is not used by the processor, the controller performs the device-to-
memory or memory-to-device bus transfer in a manner that is very similar to the nor-
mal processor-to-memory or memory-to-processor bus transfer. The controller sends
the memory address on the address bus together with the AEN (Address Enable) sig-
nal to indicate that the address is valid, responds to the peripheral device requesting
the transfer using one of the DACK signals, and juggles the MEMW and IOR or the
MEMR and IOW signals to synchronize the transfer.

Advances In Processor Architecture

Instruction Pipelining

The basic architecture described earlier executes an instruction in several execution
phases, typically fetching a code of the instruction, decoding the instruction, fetching
the operands, executing the instruction, storing the results. Each of these phases only
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employs some parts of the processor and leaves other parts idle. The idea of instruc-
tion pipelining is to process several instructions concurrently so that each instruction
is in a different execution phase and thus employs different parts of the processor.
The instruction pipelining yields an increase in speed and efficiency.

For illustration, Intel Pentium 3 processors sported a 10 stage pipeline, early Intel
Pentium 4 processors have extended the pipeline to 20 stages, late Intel Pentium 4
processors use 31 stages. AMD Opteron processors use 12 stages pipeline for fixed
point instructions and 17 stages pipeline for floating point instructions. Note that it
is not really correct to specify a single pipeline length, since the number of stages an
instruction takes depends on the particular instruction.

One factor that makes the instruction pipelining more difficult are the conditional
jumps. The instruction pipelining fetches instructions in advance and when a con-
ditional jump is reached, it is not known whether it will be executed or not and
what instructions should be fetched following the conditional jump. One solution,
statistical prediction of conditional jumps is used. (AMD Athlon processors and In-
tel Pentium processors do this. AMD Hammer processors keep track of past results
for 65536 conditional jumps to facilitate statistical prediction.) Another solution, all
possible branches are prefetched and the incorrect ones are discarded.

Superscalar Execution

Anincrease in speed and efficiency can be achieved by replicating parts of the proces-
sor and executing instructions concurrently. The superscalar execution is made diffi-
cult by dependencies between instructions, either when several concurrently execut-
ing instructions employ the same parts of the processor, or when an instruction uses
results of another concurrently executing instruction. Both collisions can be solved by
delaying some of the concurrently executing instructions, thus decreasing the yield
of the superscalar execution.

An alternative solution to the collisions is replicating the part in the processor. For
illustration, Intel Core Duo processors are capable of executing four instructions at
once under ideal conditions. Together with instruction pipelining, AMD Hammer
processors can execute up to 72 instructions in various stages.

An alternative solution to the collisions is reordering the instructions. This may not
always be possible in one thread of execution as the instructions in one thread typi-
cally work on the same data. (Intel Pentium Pro processors do this.)

An alternative solution to the collisions is splitting the instructions into micro in-
structions that are scheduled independently with a smaller probability of collisions.
(AMD Athlon processors and Intel Pentium Pro processors do this.)

An alternative solution to the collisions is mixing instructions from several threads
of execution. This is attractive especially because instructions in several threads typ-
ically work on different data. (Intel Xeon processors do this.)

An alternative solution to the collisions is using previous values of the results. This
is attractive especially because the processor remains simple and a compiler can re-
order the instructions as necessary without burdening the programmer. (MIPS RISC
processors do this.)

References

1. Agner Fog: Software Optimization Resources.
http:/ /www.agner.org/optimize
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Advances In Memory Architecture

Virtual Memory

Virtual memory makes it possible to create a virtual view of memory by defining a
mapping between virtual and physical addresses. Instructions access memory using
virtual addresses that the hardware either translates to physical addresses or recog-
nizes as untranslatable and requests the software to supply the translation.

Instruction And Data Caching

Memory accesses used to fetch instructions and their operands and results exhibit
locality of reference. A processor can keep a copy of the recently accessed instructions
and data in a cache that can be accessed faster than other memory.

A cache is limited in size by factors such as access speed and chip area. A cache
may be fully associative or combine a limited degree of associativity with hashing.
Multiple levels of caches with different sizes and speeds are typically present to ac-
commodate various memory access patterns.

The copy of the instructions and data in a cache must be coherent with the original.
This is a problem when other devices than a processor access memory. A cache co-
herency protocol solves the problem by snooping on the processor bus and either
invalidating or updating the cache when an access by other devices than a processor
is observed.

Instruction And Data Prefetching
TODO

Advances In Bus Architecture

Burst Access

The operations of the processor bus were optimized for the common case of transfer-
ring a block of data from consecutive addresses. Rather than setting an address on the
address bus for each item of the block, the address is only set once at the beginning
of the transfer and the block of data is transferred in a burst.

Example: PCI Bus

The PCI (Peripheral Component Interconnect) bus transfers multiple units of data in
frames. A frame begins with transporting an address and a command that describes
what type of transfer will be done within the frame. Next, data is transferred in bursts
of limited maximum duration.

In a single bus cycle, the bus master activates the FRAME signal to denote the start
of the cycle, sets the C/BE (Command / Byte Enable) wires to describe the type of
transfer (0010 for device read, 0011 for device write, 0110 for memory read, 0111 for
memory write, etc.) and sets the A/D (Address / Data) wires to the address to be
read from or written to.

After the address and the command is transferred, the bus master uses the IRDY
(Initiator Ready) signal to indicate readiness to receive or send data. The target of the
transfer responds with DEVSEL (Device Select) to indicate that it has been addressed,
and with TRDY (Target Ready) to indicate readiness to send or receive data. When
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both the initiator and the target are ready, one unit of data is transferred each clock
cycle.

CLK

FRAME é__\ g é é g g [__é____é

DATAL | DATA2 | DATA3 | DATA4 —

A/D

C/BE —( RE;\D | BYTE E%NABLE

IRDY

TRDY

DEVSEL

1L

‘27T

Figure 1-7. PCI Bus Read Cycle

K | | | | | | .
A/D —( AD?DR | DATAL | DAéi'AZ | DA%’ABX DA1§'A4 )—
C/BE —( WR?ITEX BYTE EiNABLE E :

IRDY o

DEVSEL -

1 2 3 4 5 6

Figure 1-8. PCI Bus Write Cycle
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Note that there are many variants of the PCI bus. AGP (Accelerated Graphics Port)
is based on PCI clocked at 66 MHz and doubles the speed by transporting data on
both the rising and the falling edge of the clock signal. PCI-X (Peripheral Component
Interconnect Extended) introduces higher clock speeds and ECC for error checking
and correction.

Bus Mastering

Multiprocessor systems and complex devices do not fit the concept of a single proces-
sor controlling the processor bus. An arbitration mechanism is introduced to allow
any device to request control of the processor bus. (PCI has an arbitrator who can
grant the use of the bus to any connected device.)

Example: ISA Bus

The ISA (Industry Standard Architecture) bus DMA cycle can be extended to sup-
port bus mastering. After the controller finished the DRQ and DACK handshake,
the peripheral device could use the MASTER signal to request bus mastering. The
controller responded by relinquishing control of the bus to the peripheral device. Al-
though not typical, this mechanism has been used for example by high end network
hardware.

Multiple Buses

The speed of the processor differs from the speed of the memory and other devices.
To compensate for the difference, multiple buses are introduced in place of the pro-
cessor bus from the basic architecture described earlier. (PC has a north bridge that
connects processor to memory and graphic card on AGP at one speed and to south
bridge at another speed, and a south bridge that connects integrated devices to north
bridge at one speed and PCI slots at another speed.)

15
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processor
M ront side bus DDR2 8.5
6 GB/s | memory |GB/s
north bridge 8 GB/s PC").(
> graphics
}direct media interface | SATA 150
2 GB/s devices |MB/s
133 MB/s PCI
devices
; USB2 60
south bridge devices |MB/s
500 MB/s PCI-X
devices -
audio
| devices

Figure 1-9. Multiple Buses Example

Operating System Structure

The design of an operating system architecture traditionally follows the separation
of concerns principle. This principle suggests structuring the operating system into
relatively independent parts that provide simple individual features, thus keeping
the complexity of the design manageable.

Besides managing complexity, the structure of the operating system can influence
key features such as robustness or efficiency:

« The operating system posesses various privileges that allow it to access otherwise
protected resources such as physical devices or application memory. When these
privileges are granted to the individual parts of the operating system that require
them, rather than to the operating system as a whole, the potential for both acci-
dental and malicious privileges misuse is reduced.

 Breaking the operating system into parts can have adverse effect on efficiency
because of the overhead associated with communication between the individual
parts. This overhead can be exacerbated when coupled with hardware mechanisms
used to grant privileges.

The following sections outline typical approaches to structuring the operating sys-
tem.

Monolithic Systems

A monolithic design of the operating system architecture makes no special accommo-
dation for the special nature of the operating system. Although the design follows
the separation of concerns, no attempt is made to restrict the privileges granted to
the individual parts of the operating system. The entire operating system executes
with maximum privileges. The communication overhead inside the monolithic oper-
ating system is the same as the communication overhead inside any other software,
considered relatively low.
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CP/M and DOS are simple examples of monolithic operating systems. Both CP/M
and DOS are operating systems that share a single address space with the applica-
tions. In CP/M, the 16 bit address space starts with system variables and the appli-
cation area and ends with three parts of the operating system, namely CCP (Con-
sole Command Processor), BDOS (Basic Disk Operating System) and BIOS (Basic
Input/Output System). In DOS, the 20 bit address space starts with the array of in-
terrupt vectors and the system variables, followed by the resident part of DOS and
the application area and ending with a memory block used by the video card and
BIOS.

OFFFFh OFFFFFh
BIOS BIOS
BDOS empty
CCP video
0A0000h

®®

application
D area
application
area
DOS
system variables
0100h 00400h
system variables interrupt vectors
0000h 00000h
CP/M DOS

Figure 1-10. Simple Monolithic Operating Systems Example

Most contemporary operating systems, including Linux and Windows, are also con-
sidered monolithic, even though their structure is certainly significantly different
from the simple examples of CP/M and DOS.

References

1.Tim  Olmstead: = Memorial  Digital Research = CP/M  Library.
http:/ /www.cpm.z80.de/drilib.html

Layered Systems

A layered design of the operating system architecture attempts to achieve robustness
by structuring the architecture into layers with different privileges. The most privi-
leged layer would contain code dealing with interrupt handling and context switch-
ing, the layers above that would follow with device drivers, memory management,
file systems, user interface, and finally the least privileged layer would contain the
applications.

MULTICS is a prominent example of a layered operating system, designed with eight
layers formed into protection rings, whose boundaries could only be crossed using
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specialized instructions. Contemporary operating systems, however, do not use the
layered design, as it is deemed too restrictive and requires specific hardware support.

References

1. Multicians, http:/ /www.multicians.org

Microkernel Systems

A microkernel design of the operating system architecture targets robustness. The
privileges granted to the individual parts of the operating system are restricted as
much as possible and the communication between the parts relies on a specialized
communication mechanisms that enforce the privileges as necessary. The commu-
nication overhead inside the microkernel operating system can be higher than the
communication overhead inside other software, however, research has shown this
overhead to be manageable.

Experience with the microkernel design suggests that only very few individual parts
of the operating system need to have more privileges than common applications.
The microkernel design therefore leads to a small system kernel, accompanied by
additional system applications that provide most of the operating system features.

MACH is a prominent example of a microkernel that has been used in contemporary
operating systems, including the NextStep and OpenStep systems and, notably, OS
X. Most research operating systems also qualify as microkernel operating systems.

References

1. The Mach Operating System. http:/ /www.cs.cmu.edu/afs/cs.cmu.edu/project/ mach/public/ wwv

2. Andrew Tannenbaum, Linus Torvalds: Debate On Linux.
http:/ /www.oreilly.com/ catalog/opensources/book/appa.html

Virtualized Systems

Attempts to simplify maintenance and improve utilization of operating systems that
host multiple independent applications have lead to the idea of running multiple op-
erating systems on the same computer. Similar to the manner in which the operating
system kernel provides an isolated environment to each hosted application, virtu-
alized systems introduce a hypervisor that provides an isolated environment to each
hosted operating system.

Hypervisors can be introduced into the system architecture in different ways.

* A native hypervisor runs on bare hardware, with the hosted operating systems re-
siding above the hypervisor in the system structure. This makes it possible to im-
plement an efficient hypervisor, paying the price of maintaining a hardware spe-
cific implementation.

* A hosted hypervisor partially bypasses the need for a hardware specific implemen-
tation by running on top of another operating system. From the bottom up, the
system structure then starts with the host operating system that includes the hy-
pervisor, and then the guest operating systems, hosted above the hypervisor.

A combination of the native and the hosted approaches is also possible. The hyper-
visor can implement some of its features on bare hardware and consult the hosted
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operating systems for its other features. A common example of this approach is to im-
plement the processor virtualization support on bare hardware and use a dedicated
hosted operating system to access the devices that the hypervisor then virtualizes for
the other hosted operating systems.
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Process Alone

Before delving into how multiple processes are run in parallel and how such pro-
cesses communicate and synchronize, closer look needs to be taken at what exactly a
process is and how a process executes.

Process And Thread Concepts

An obvious function of a computer is executing programs. A program is a sequence
of instructions that tell the computer what to do. When a computer executes a pro-
gram, it keeps track of the position of the currently executing instruction within the
program and of the data the instructions of the program use. This gives rise to the
concept of a process as an executing program, consisting of the program itself and of
the execution state that the computer keeps track of.

The abstract notions of program and state are backed by concrete entities. The pro-
gram is represented as machine code instructions, which are stored as numbers in
memory. The machine code instructions manipulate the state, which is also stored as
numbers, either in memory or in registers.

It is often useful to have several processes cooperate. A cooperation between pro-
cesses requires communication, which may be cumbersome when each process has
a completely distinct program and a completely distinct state - the programs have to
be kept compatible and the information about the state must be exchanged explicitly.
The need to simplify communication gives rise to the concept of threads as activities
that share parts of program and parts of state within a process.

The introduction of threads redefines the term process. When speaking about pro-
cesses alone, the term process is used to refer to both the program and state as passive
entities and the act of execution as an active entity. When speaking about processes
and threads together, the term process is used to refer to the program and state as a
passive entity and the term thread is used to refer to the act of execution as an active
entity. A process is a passive shell that contains active threads executing within it.

Starting A Process

Starting a process means loading the program and initializing the state. The program
typically expects to begin executing from a specific instruction with only the static
variables initialized. The program then initializes the local and heap variables as it
executes. Starting a process therefore boils down to loading the program code and
the static variables, together called the program image, and setting the position of
the currently executing instruction within the program to the instruction where the
program expects to begin executing.

Bootstrapping

The first catch to starting a process comes with the question of who loads the program
image. The typical solution of having a process load the program image of another
process gets us to the question of who loads the program image of the very first pro-
cess to be started. This process is called the bootstrap process and the act of starting
the bootstrap process is called bootstrapping.

The program image of the bootstrap process is typically stored in the fixed memory
of the computer by the manufacturer. Any of the ROM, PROM, EEPROM or FLASH
type memory chips, which keep their contents even with the power switched off, can
be used for this purpose. The processor of the computer is hardwired to start exe-
cuting instructions from a specific address when the power is switched on, the fixed
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memory with the program image of the bootstrap process is therefore hardwired to
reside on the same address.

Computers designed for a specific application purpose can have that purpose imple-
mented by the bootstrap process. Such approach, however, would be too limiting for
computers designed for general use, which is why the bootstrap process typically
only initializes the hardware and starts another process, whose program image is
loaded from whatever source the bootstrap process supports.

Example: Booting IBM PC

The IBM PC line of computers uses the Intel 80x86 line of processors, which start
executing from address FFF..FFFOh (exact address depending on the address bus
width and hence on the processor model). A fixed memory with BIOS program image
resides at that address. The BIOS process initializes and tests the hardware of the
computer as necessary and looks for the next process to start.

In the early models of the IBM PC line of computers, the BIOS process expected the
program image of the next process to start to reside in the first sector of the first
disk connected to the computer, have exactly 512 bytes in size and end with a two
byte signature of 55AAh. The BIOS process loaded the program image into memory
at address 7COOh and if the two byte signature was present, the BIOS process then
begun executing the next process to start from address 7C00h.

In many cases, the fixed size of 512 bytes is too small for the program image of the
next process to start. The next process to start is therefore yet another bootstrap pro-
cess, which loads the program image of the next process to start. This repeats until the
operating system itself is loaded. The reason for having a sequence of bootstrap pro-
cesses rather than a single bootstrap process that loads the operating system straight
away is that loading the program image of the operating system requires knowing
the structure of the program image both on disk and in memory. This structure de-
pends on the operating system itself and hardcoding the knowledge of the structure
in a single bootstrap process which resides in fixed memory would limit the ability
of the computer to load an arbitrary operating system.

Example: Booting UEFI
To be done.

Example: Booting MSIM
To be done.

Relocating

The act of loading a program image is further complicated by the fact that the pro-
gram image may have been constructed presuming that it will reside at a specific
range of addresses, and may contain machine code instructions or static variables
that refer to specific addresses from that range, using what is denoted as absolute
addressing.

Declaring and accessing a global variable in C.

static int i; // declare a global variable

i = 0x12345678; // access the global variable
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The C code compiled into Intel 80x86 assembler.

.comm 1i,4,4 ;jdeclare 1 as 4 bytes aligned at 4 bytes boundary

movl $0x12345678,1 ;write value 12345678h into target address i

The assembler code compiled into Intel 80x86 machine code.

C705 ;movl
c0950408 ;target address 080495C0Oh
78563412 ;value 12345678h

Figure 2-1. Absolute Addressing Example

When a program image uses absolute addressing, it must be loaded at the specific
range of addresses it has been constructed for. Unfortunately, it is often necessary to
load program images at arbitrary ranges of addresses, for example when multiple
program images are to share one address space. This requires adjusting the program
image by fixing all machine code instructions and static variables that refer to specific
addresses using absolute addressing. This process is called relocation.

The need for relocation can be alleviated by replacing absolute addressing, which
stores addresses as absolute locations in machine code instructions, with relative ad-
dressing, which stores addresses as relative distances in machine code instructions.
The program image is said to contain position independent code when it does not need
relocation. Constructing position independent code usually comes at a price, how-
ever, because in some cases, relative addressing might be more cumbersome than
absolute addressing.

Declaring and accessing a global variable in C.

static int i; // declare a global variable

i = 0; // access the global variable

The C code compiled into position independent Intel 80x86 assembler.

.comm i,4,4 ;jdeclare i as 4 bytes aligned at 4 bytes boundary

call __get_thunk ;get program starting address in ECX

addl $_GOT_, $ecx ;jcalculate address of global table of addresses in ECX
movl $0,i@GOT (%ecx) ;write value 0 into target address i1 relative from ECX

The assembler code compiled into position independent Intel 80x86 machine code.

E8 ;call

1C000000 ;target address 0000001Ch distant from here
81C1 ;addl target ECX

D9110000 ;value 000011D%h

Cc781 ;movl target address relative from ECX
20000000 ;target address 00000020h distant from ECX
00000000 ;value 00000000h

Figure 2-2. Relative Addressing Example
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Example: Program Image In CP/M

CP/M avoids the need for relocation by expecting a program to always start at the
same address, namely 100h. The file with the program image consisted of the pro-
gram code and the static variables, stored exactly in the same form as when the pro-
gram is executing in memory.

Example: Program Image In Intel HEX

When the program image was to be stored on media that was originally designed
for storing text, such as some types of paper tapes or punch cards, formats such as
Intel HEX were used. A program image in Intel HEX consisted of lines starting with
a colon and followed by a string of hexadecimal digits.

:LLAAAATTxxxxCC

In the string, LL is the length of the data, AAAA is the address of the data in mem-
ory, TT indicates the last line, the data itself is followed by checksum CC. The data
consists of the program code and the static variables, stored exactly in the same form
as when the program is executing in memory.

Example: Program Image In DOS

For small programs, DOS employs the segmentation support of the Intel 80x86 pro-
cessors to avoid the need for relocation. A program is expected to fit into a single
segment and to always start at the same address within the segment, namely 100h.
The file with the program image consisted of the program code and the static vari-
ables, stored exactly in the same form as when the program is executing in memory.

For large programs, DOS introduced the EXE format. Besides the program code and
the static variables, the file with the program image also contained a relocation table.
The relocation table was a simple list of locations within the program image that need
to be adjusted, the adjustment being a simple addition of the program base address
to the location. Besides the relocation table, the header of the file also contained the
required memory size and the relative starting address.

Offset Length Contents

00h 2 Magic (OAA55h)

02h 2 Length of last block

04h 2 Length of file in 512B blocks (L)

06h 2 Number of relocation table entries (R)

08h 2 Length of header in 16B blocks (H)

0Ah 2 Minimum memory beyond program image in 16B blocks
0Ch 2 Maximum memory beyond program image in 16B blocks
OEh 4 Initial stack pointer setting (SS:SP)

12h 2 File checksum

14h 4 Initial program counter setting (CS:IP)

18h 2 Offset of relocation table (1Ch)

1Ah 2 Overlay number

1Ch Rx4h Relocation table entries
Hx10h Lx200h Program image

Figure 2-3. DOS EXE Format
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Linking

It is common for many programs to share the same libraries. The libraries can be
linked to the program either statically, during compilation, or dynamically, during
execution. Both approaches can have advantages, static linking creates independent
program images robust to system upgrades, dynamic linking creates small program
images efficient in memory usage. Both approaches require program image formats
that support linking by listing exported symbols that the program image provides and
external symbols that the program image requires.

Example: Executable And Linking Format

ELF is a binary executable file format originally developed for UNIX System V. Grad-
ually, it became the binary executable file format of choice for most UNIX systems. It
supports multiple system architectures and can store both modules for linking and
programs for execution. It can also carry supplemental information such as debug-
ging data.

An ELF file partitions data into sections and segments. Sections provide logical sep-
aration - there are separate sections for code, symbols, relocations, debugging, and
so on. Segments provide structure for execution - there are segments to be loaded
in memory, segments for dynamic linking, and so on. Sections and segments are de-
fined in header tables that point to data elsewhere in the file. Sections and segments
can also point to the same data and thus overlap.

Headers

The ELF header is the very first part of an ELF file and describes the structure of the
file. Besides the usual magic number that identifies the ELF format, it tells the exact
type of the file including address size and data encoding, and the processor architec-
ture that the program is for. Other important fields include the starting address of the
program.

> readelf --file-header /bin/bash

ELF Header:
Magic: 7f 45 4c 46 02 01 01 00 00 00O 0O 00 OO 0O 00 OO

Class: ELF64

Data: 2’s complement, little endian
Version: 1 (current)

OS/ABI: UNIX - System V

ABI Version: 0

Type: EXEC (Executable file)
Machine: Advanced Micro Devices X86-64
Version: Ox1

Entry point address: 0x41d238

Start of program headers: 64 (bytes into file)

Start of section headers: 964960 (bytes into file)
Flags: 0x0

Size of this header: 64 (bytes)

Size of program headers: 56 (bytes)

Number of program headers: 10

Size of section headers: 64 (bytes)

Number of section headers: 32

Section header string table index: 31
> readelf --file-header /lib/libc.so.6

ELF Header:
Magic: 7f 45 4c 46 01 01 01 03 00 00O 00O OO OO 0O 00 OO

Class: ELF32

Data: 2's complement, little endian
Version: 1 (current)

OS/ABI: UNIX - GNU

25



Chapter 2. Process Management

26

ABI Version:

Type:

Machine:

Version:

Entry point address:

Start of program headers:
Start of section headers:
Flags:

Size of this header:

Size of program headers:
Number of program headers:
Size of section headers:
Number of section headers:
Section header string table index:

Sections

0
DYN

0x1

(Shared object file)
Intel 80386

0x44564790

52

2009952

0x0
52
32
10
40
43
42

(bytes into file)
(bytes into file)

(bytes)
(bytes)

(bytes)

The section header table lists all the sections of the file. Each section has a name, a
type, a position and length within the file, and flags.

> readelf --sections /lib/libc.so.6

There are 43 section headers, starting at offset 0Oxleab60:

Section Headers:

[Nr] Name Type

[ 9] .rel.dyn REL

[10] .rel.plt REL

[11] .plt PROGBITS
[12] .text PROGBITS
[32] .data PROGBITS
[33] .bss NOBITS
[34] .comment PROGBITS
[35] .note.stapsdt NOTE
[36] .symtab SYMTAB
[37] .strtab STRTAB

Key to Flags:
W (write), A (alloc), X (execute),

M

I (info), L (link order), G (group), T

O (extra OS processing required) o

(OS specific), p (processor specific)

Addr

4455f3e4
44561dfc
44561e60
44561£20

446£9040
446f9ecO
00000000
00000000
00000000
00000000

(merge), S

(TLS), E

Important sections typically present in a file include:

bss

Off

0143e4
0ledfc
016e60
016£20

lado040
ladebc
ladebc
ladee8
laelac
lcfa2c

Size

002al8
000058
0000cO
14010c

000e7c
002bfc
00002c
0002c4
021880
01a786

(strings)
(exclude), x

A section that represents the uninitialized memory of the program.

data

A section that contains the static variables.

text

A section that contains the program code.

init and fini

Sections that contain the program code responsible for initialization and termi-

nation.

ES Flg Lk Inf
08 A 4 0
08 A 4 11
04 AX O 0
00 AX O 0
00 WA O 0
00 wA O 0
0L MS O 0
00 0 0
10 7 622
00 0 0
(unknown)

Al

16
16

32
32
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symtab and dynsym

Sections that contain the symbol tables for static and dynamic linking. Symbol
tables list symbols defined by the program. A symbol is defined by its name,
value, size and type.

strtab and dynstr

Sections that contain the string tables for static and dynamic linking. String ta-
bles list all strings used in the file. A string is referred to using its index in the
table rather than quoted.

rel

Sections that contain the relocation information. Relocations are defined by their
position, size and type.

> readelf --relocs /lib/libc.so.6

Relocation section ’.rel.dyn’ at offset 0x134e4 contains 1457 entries:
Offset Info Type Sym.Value Sym. Name

436£71b0 00000008 R_386_RELATIVE

436£f8e74 0000000e R_386_TLS_TPOFF

436£8e90 00058206 R_386_GLOB_DAT 436£9d7c stderr

436£9008 0004de07 R_386_JUMP_SLOT 435c3b70 malloc

Segments

The program header table lists all the segments of the file. Each segment has a type,
a position and length in the file, an address and length in memory, and flags. The
content of a segment is made up of sections. Examples of important types include:

loadable

A segment that will be loaded into memory. Data within a loadable segment
must be aligned to page size so that the segment can be mapped rather than
loaded.

dynamic
A segment that contains the dynamic linking information. The segment is used
by the dynamic loader that is specified in the interpreter segment.

interpreter

A segment that identifies the program interpreter. When specified, the program
interpreter is loaded into memory. The program interpreter is responsible for
executing the program itself.

> readelf --segments /bin/bash
E1lf file type is EXEC (Executable file)
Entry point 0x41d238

There are 10 program headers, starting at offset 64

Program Headers:

Type Offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align

PHDR 0x0000000000000040 0x0000000000400040 0x0000000000400040
0x0000000000000230 0x0000000000000230 R E 8

INTERP 0x0000000000000270 0x0000000000400270 0x0000000000400270
0x000000000000001c 0x000000000000001c R 1

[Requesting program interpreter: /1ib64/1d-linux-x86-64.s0.2]
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LOAD 0x0000000000000000 0x0000000000400000 0x0000000000400000
0x00000000000d9cd4 0x00000000000d9cd4 R E 200000
DYNAMIC 0x00000000000d49df0 0x00000000006d9df0 0x00000000006d9df0
0x00000000000001£f0 0x00000000000001£f0 RW 8
STACK 0x0000000000000000 0x0000000000000000 0x0000000000000000
0x0000000000000000 0x0000000000000000 RW 8
Section to Segment mapping:
Segment Sections...
00
01 .interp
02 .interp .note .dynsym .rela .init .fini .plt .text

> readelf --dynamic /bin/bash

Dynamic section at offset 0xd9df0 contains 30 entries:

Tag Type Name/Value
0x0000000000000001 (NEEDED) Shared library: [libtinfo.so.5]
0x0000000000000001 (NEEDED) Shared library: [libdl.so.2]
0x0000000000000001 (NEEDED) Shared library: [libc.so.6]
0x000000000000000c (INIT) 0x41adb0
0x000000000000000d (FINTI) 0x4a6374
0x0000000000000019 (INIT_ARRAY) 0x6d9dd8
0x0000000000000005 (STRTAB) 0x8e2b30
0x0000000000000006 (SYMTAB) 0x403988

Miscellanea

The ELF file format also supports special techniques used to minimize the number of
pages modified during relocation and linking. These include using global offset table
and procedure linkage table.

The global offset table is a table created by the dynamic linker that lists all the abso-
lute addresses that the program needs to access. Rather than accessing the absolute
addresses directly, the program uses relative addressing to read the address in the
global offset table.

The procedure linkage table is a table created by the dynamic linker that wraps all the
absolute addresses that the program needs to call. Rather than calling the absolute
addresses directly, the program uses relative addressing to call the wrapper in the
procedure linkage table.

Calling Operating System

A process needs a way to request services of the operating system. The services pro-
vided by the operating system are often similar to the services provided by the li-
braries, and, in the simplest case, are also called similarly. The situation becomes
more complex when access to protected resources, such as hardware devices or ap-
plication memory, must be considered.

Typically, the privileges that govern access to protected resources are enforced by the
processor. Depending on the privileges of the currently executing code, the processor
decides whether to allow executing instructions that are used to access the protected
resources. To prevent malicious code from accessing protected resources, constraints
are imposed on the means by which the currently executing code can change its priv-
ileges, as well as the means by which less privileged code can call more privileged
code.
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The operating system posesses various privileges that allow it to access protected
resources. Requesting services of the operating system therefore means calling more
privileged code from less privileged code and must be subject to the constraints that
prevent malicious code from accessing protected resources. These constraints are met
by the system call interface of the operating system.

 The system call interface must be efficient. Depending on the processor, this can
become an issue especially when calling more privileged code from less privileged
code, because the constraints imposed by the processor can make the call slow or
make the copying of arguments necessary.

» The system call interface must be robust. Malicious code should not be able to
trick the operating system into accessing protected resources on its behalf or into
denying service.

+ The system call interface must be flexible. Features such as wrapping or monitor-
ing services provided by the operating system should be available. Adding new
services without changing the system call interface for the existing services should
be possible.

Note that services provided through the system call interface are typically wrapped
by libraries and thus look as services provided by libraries. This makes it possible to
call all services in a uniform way.

Example: CP/M System Call Interface

CP/M run on processors that did not distinguish any privileges. Its system call in-
terface therefore did not have to solve many of the issues related to efficiency and
robustness that concern contemporary systems. Instead, the system call interface has
been designed with binary compatibility in mind.

When calling the BDOS module, the application placed a number identifying the
requested service in register C, other arguments of the requested service in other
registers, and called the BDOS entry point at address 5. The entry point contained
a jump to the real BDOS entry point which could differ from system to system. The
services provided by BDOS included console I/O and FCB based file operations.

ReadKey: mvi c,1 ; keyboard read service
call 5 ; call BDOS entry point
cpi a, 0Dh ; 1s returned key code ENTER ?
jnz ReadKey ; repeat keyboard read until it is

Figure 2-4. CP/M BDOS System Call Example

When calling the BIOS module, the application placed arguments of the requested
service in registers and called the BIOS entry point for the specific service. The entry
point for the specific service could differ from system to system, but its distance from
the beginning of the BIOS module was the same for all systems.

Jmp BOOT ;cold boot

Jjmp WBOOT ;warm boot

Jjmp CONST ;console status

Jjmp CONIN ;console input

Jjmp HOME ;disk head to track 0

Jjmp SETDMA ;set memory transfer address
Jjmp READ ;read sector

Jmp WRITE ;write sector

Figure 2-5. CP/M BIOS System Call Entry Points
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Example: Intel 80x86 Processor Privileges

The Intel 80x86 processors traditionally serve as an example of why calling more
privileged code from less privileged code can be slow:

» On Intel 80286, an average MOV instruction took 2 clock cycles to execute. A call
that changed the privilege level took over 80 clock cycles to execute. A call that
switched the task took over 180 clock cycles to execute.

+ On Intel 80386, an average MOV instruction took 2 clock cycles to execute. A call
that changed the privilege level took over 80 clock cycles to execute. A call that
switched the task took over 300 clock cycles to execute.

Modern Pentium processors introduce the SYSENTER and SYSEXIT instructions for
efficient implementation of the system call interface:

+ The SYSENTER instruction sets the stack pointer and instruction pointer registers
to values specified by the operating system in advance to point to the operating
system code executing at the most privileged level.

» The SYSEXIT instruction sets the stack pointer and instruction pointer registers to
values specified by the operating system in registers ECX and EDX to point to the
application code executing at the least privileged level.

Note that the SYSENTER and SYSEXIT instructions do not form a complementary
pair that would take care of saving and restoring the stack pointer and instruction
pointer registers the way CALL and RET instructions do. It is up to the code using
the SYSENTER and SYSEXIT instructions to do that.

Example: Linux System Call APl On Intel 80x86

The libraries wrapping the system call interface are called in the same way as any
other libraries.

ssize_t read (int fd, void xbuf, size_t count);

int hFile;
ssize_t iCount;
char abBuffer [1024];

iCount = read (hFile, &abBuffer, sizeof (abBuffer));
pushl $1024 ;sizeof (abBuffer)

pushl $abBuffer ; &abBuffer

pushl hFile ;hFile

call read@plt ;jcall the library

addl $12, %esp ;remove arguments from stack
movl %eax, iCount ; save result

Figure 2-6. Library System Call Example

The system call interface uses either the interrupt vector 80h, which is configured to
lead to the kernel through a trap gate, or the SYSENTER and SYSEXIT instructions.
In both cases, the EAX register contains a number identifying the requested service
and other registers contain other arguments of the requested service.

Since the system call interface is typically called from within the system libraries,
having two versions of the system call code would require having two versions of
the libraries that contain the system call code. To avoid this redundancy, the system
call interface is wrapped by a virtual library called linux-gate, which does not exist
as a file, but is inserted by the kernel into the memory map of every process.
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__kernel_vsyscall: int $0x80
ret

Figure 2-7. Linux Gate Library Based On INT 80h

__kernel_vsyscall: push %ecx

push %edx

push %ebp
__resume: mov %$esp, sebp

sysenter

jmp ___resume ;hack for syscall resume
__return: pop %ebp ;this is where

pop %edx ;the SYSEXIT

pop %ecx ;returns

ret

Figure 2-8. Linux Gate Library Based On SYSENTER And SYSEXIT

References

1. Johan Petersson: What Is linux-gate.so.1 4
http:/ /www.trilithium.com/johan/2005/08 /linux-gate

2. Linus Torvalds: System Call Restart. http:/ /lkml.org/lkml/2002/12/18/218

Example: Linux Syslet API

A simplified example of reading a file using syslets is copied from Molnar.

References

1. Ingo Molnar: Syslet and Threadlet Patches.
http:/ /people.redhat.com/mingo/syslet-patches

Example: Windows System Call API On Intel 80x86

The libraries wrapping the system call interface are called in the same way as any
other libraries.

int MessageBox (
HWND hwndOwner,
LPCTSTR lpszText,
LPCTSTR lpszTitle,
UINT fusStyle);

MessageBox (0, zMessageText, zWindowTitle, MB_OK || MB_SYSTEMMODAL || MB_ICONHAND) ;
push MBOK or MB_SYSTEMMODAL or MB_TICONHAND

push offset zWindowTitle
push offset zMessageTest

push 0
call MessageBoxA ;call the library
add esp,16 ;remove arguments from stack
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Figure 2-9. Library System Call Example

The system call interface uses either the interrupt vector 2Eh or the SYSENTER and
SYSEXIT instructions. In both cases, the EAX register contains a number identifying
the requested service and the EDX register points to a stack frame holding arguments
of the requested service.

What Is The Interface

Typically, the creation and termination of processes and threads is directed by a pair
of fork and join calls. The fork call forks a new process or thread off the active pro-
cess or thread. The join call waits for a termination of a process or thread. The exact
syntax and semantics depends on the particular operating system and programming
language.

Example: Posix Process And Thread API

To create a process, the Posix standard defines the fork and execve calls. The fork
call creates a child process, which copies much of the context of the parent process
and begins executing just after the fork call with a return value of zero. The parent
process continues executing after the fork call with the return value providing a
unique identification of the child process. The child process typically continues by
calling execve to execute a program different from that of the parent process.

To terminate a process, the Posix standard defines the exit and wait calls. The exit
call terminates a process. The wait waits for a child process to terminate and returns
its termination code. Additional ways for a process to terminate, both voluntarily or
involuntarily, exist.

pid_t fork (void);

int execve (const char *xfilename, char xconst argv [], char *const envp

pid_t wait (int =*status);
pid_t waitpid (pid_t pid, int xstatus, int options);

void exit (int status);

The Posix standard call to create a thread is pthread_create, which takes the address
of the function executed by the thread as its main argument. The pthread_join call
waits for a thread to terminate, a thread can terminate for example by returning from
the thread function or by calling pthread_exit. The pthread_detach call indicates
that pthread_join will not be called on the given thread.

int pthread_create (
pthread_t =*thread,
pthread_attr_t xattr,
void * (*start_routine) (void =),
void xarqg);

int pthread_join (
pthread_t thread,
void *xreturn_value);

void pthread_exit (
void *return_value);

int pthread_detach (
pthread_t thread);
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The Posix standard also allows a thread to associate thread local data with a key and
to retrieve thread local data of the current thread given the key.

int pthread_key_create (
pthread_key_t xkey,
void (% destructor) (void =*));

int pthread_setspecific (
pthread_key_t key,
const void =*value);

void xpthread_getspecific (
pthread_key_t key);

Example: Windows Process And Thread API

The Windows API provides the CreateProcess call to create a process, two
of the main arguments of the call are the name of the program file to execute
and the command line to supply to the process. The process can terminate by
calling ExitProcess, the WaitForSingleObject call can be used to wait for the
termination of a process.

BOOL CreateProcess (
LPCTSTR lpApplicationName,
LPTSTR lpCommandLine,
LPSECURITY_ATTRIBUTES lpProcessAttributes,
LPSECURITY_ATTRIBUTES lpThreadAttributes,
BOOL bInheritHandles,
DWORD dwCreationFlags,
LPVOID lpEnvironment,
LPCTSTR lpCurrentDirectory,
LPSTARTUPINFO lpStartupInfo,
LPPROCESS_INFORMATION lpProcessInformation
)i

VOID ExitProcess (
UINT uExitCode) ;

DWORD WaitForSingleObject (
HANDLE hHandle,
DWORD dwMilliseconds

)

Figure 2-10. Windows Process Creation System Calls

Windows applications can create threads using the CreateThread call. Besides
returning from the thread function, the thread can also terminate by calling
ExitThread. The universal WwaitForSingleObject call is used to wait for a thread
to terminate.

HANDLE CreateThread (
LPSECURITY_ATTRIBUTES lpThreadAttributes,
SIZE_T dwStackSize,
LPTHREAD_START_ROUTINE lpStartAddress,
LPVOID lpParameter,
DWORD dwCreationFlags,
LPDWORD lpThreadId

)i

VOID ExitThread (
DWORD dwExitCode) ;
Figure 2-11. Windows Thread Creation System Calls
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Windows also offers fibers as a lightweight variant to threads that is scheduled co-
operatively rather than preemptively. Fibers are created using the CreateFiber call,
scheduled using the switchToFiber call, and terminated using the DeleteFiber call.
Before using fibers, the current thread has to initialize the fiber state information us-
ing the ConvertThreadToFiber call.

LPVOID ConvertThreadToFiber (
LPVOID lpParameter);

LPVOID CreateFiber (
SIZE_T dwStackSize,
LPFIBER_START_ROUTINE lpStartAddress,
LPVOID lpParameter);

VOID SwitchToFiber (
LPVOID lpFiber);

VOID DeleteFiber (
LPVOID lpFiber);

Windows also allows a thread or a fiber to associate thread local data or fiber local
data with a key and to retrieve the data of the current thread or fiber given the key.

DWORD TlsAlloc (void);
BOOL TlsFree (
DWORD dwTlsIndex);

BOOL TlsSetValue (
DWORD dwTlsIndex,
LPVOID 1lpTlsValue);

LPVOID TlsGetValue (
DWORD dwTlsIndex) ;

DWORD FlsAlloc (
PFLS_CALLBACK_FUNCTION lpCallback);
BOOL FlsFree (
DWORD dwFlsIndex);

BOOL FlsSetValue (
DWORD dwFlsIndex,
PVOID lpFlsValue);

PVOID FlsGetValue (
DWORD dwFlsIndex);

To permit graceful handling of stack overflow exceptions, it is also possible to set the
amount of space available on the stack during the stack overflow exception handling.

BOOL SetThreadStackGuarantee (
PULONG StackSizeInBytes);

Example: Linux Clone API

Linux offers an alternative process and thread creation API using the clone call.

int clone (

int (xfn) (void x),
void xchild_stack,
int flags,

void *arg,

R
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Example: Posix Dynamic Linker API

The dynamic linker can be accessed through a standardized interface as well. The
dlopen and dlclose calls are used to load and drop a dynamic library into and from
the current process. Loading and dropping a library also involves calling its con-
structor and destructor functions. The d1sym call locates a symbol by name. Special
handles can be used to look up symbols in the default symbol lookup order or in an
order that facilitates symbol wrapping.

void xdlopen (
const char xfilename,
int flag);

int dlclose (
void xhandle);

void xdlsym (
void xhandle,
const char xsymbol);

Example: Java Thread API

Java wraps the operating system threads with a Thread, whose run method can be re-
defined to implement the thread function. A thread begins executing when its start
method is called, the st op method can be used to terminate the thread.

class java.lang.Thread implements java.lang.Runnable {
java.lang.Thread ();
java.lang.Thread (java.lang.Runnable);

void start ();

void run ();

void interrupt ();
boolean isInterrupted ();

void join () throws java.lang.InterruptedException;
void setDaemon (boolean);
boolean isDaemon ();

static java.lang.Thread currentThread ();
static void yield ();
static void sleep (long) throws java.lang.InterruptedException;

Example: OpenMP Thread API

The traditional imperative interface to creating and terminating threads can be too
cumbersome especially when trying to create applications that use both uniprocessor
and multiprocessor platforms efficiently. The OpenMP standard proposes extensions
to C that allow to create and terminate threads declaratively rather than imperatively.

The basic tool for creating threads is the parallel directive, which states that the
encapsulated block is to be executed by multiple threads. The for directive similarly
states that the encapsulated cycle is to be iterated by multiple threads. The sections
directive finally states that the encapsulated blocks are to be executed by individ-
ual threads. More directives are available for declaring thread local data and other
features.

#pragma omp parallel private (iThreads, iMyThread)
{
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iThreads = omp_get_num_threads ();
iMyThread = omp_get_thread_num ();

}

#pragma omp parallel for
for (1 = 0 ; 1 < MAX ; i ++)
a [i] = 0;

#pragma omp parallel sections
{
#pragma omp section
DoOneThing () ;
#pragma omp section
DoAnotherThing ();

Rehearsal

At this point, you should understand how the abstract concept of a running pro-
cess maps to the specific things happening inside a computer. You should be able to
describe how the execution of a process relates to the execution of machine code in-
structions by the processor and what these instructions look like. You should be able
to explain how the abstract concept of a process state maps to the content of memory
and registers.

You should be able to outline how a process gets started and where the machine
code instructions and the content of memory and registers comes from. You should
understand how machine code instructions address memory and how the location of
the program image in memory relates to the addressing of memory.

You should understand how an operating system gets to the point where it can start
an arbitrary process from the point where the computer has just been turned on.

You should know what facilities enable a process to interact with the system libraries
and the operating system.

Based on your knowledge of how processes are used, you should be able to design
an intelligent API used to create and destroy processes and threads.

Questions

1. Explain what is a process.

2. Explain how the operating system or the first application process gets started
when a computer is switched on.

3. Explain what it means to relocate a program and when and how a program is
relocated.

4. Explain what information is needed to relocate a program and where it is kept.

5. Explain what it means to link a program and when and how a program is
linked.

6. Explain what information is needed to link a program and where it is kept.

7. Explain what the interface between processes and the operating system looks
like, both for the case when the operating system code resides in the user space
and for the case when the operating system code resides in the kernel space.

8. Propose an interface through which a process can start another process and
wait for termination of another process.
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Achieving Parallelism

The operating system is responsible for running processes as necessary. In the sim-
plest case, the operating system runs processes one at a time from beginning to com-
pletion. This is called sequential processing or batch processing. Running processes
one at a time, however, means that each process usurps the whole computer for as
long as it runs, which can be both inflexible and inefficient. The operating system
therefore runs multiple processes in parallel. This is called multiprocessing.

Multiprocessing On Uniprocessors

Multiprocessing on machines with a single processor, or uniprocessors, is based on
the ability of the operating system to suspend a process by setting its state aside and
later resume the process by picking its state up from where it was set aside. Processes
can be suspended and resumed frequently enough to achieve an illusion of multiple
processes running in parallel.

In multiprocessing terminology, the state of a process is called process context, with
the act of setting the process context aside and later picking it up denoted as context
switching. Note that process context is not defined to be strictly equal to the process
state, but instead vaguely incorporates those parts of the process state that are most
relevant to context switching.

The individual parts of the process state and the related means of context switching
are discussed next.

Processor State

The part of the process state that is associated with the processor consists of the pro-
cessor registers accessible to the process. On most processors, this includes general
purpose registers and flags, stack pointer as a register that stores the address of the
top of the stack, program counter as a register that stores the address of the instruc-
tion to be executed.

The very first step of a context switch is passing control from the executing process to
the operating system. As this changes the value of the program counter, the original
value of the program counter must be saved simultaneously. Typically, the processor
saves the original value of the program counter on the stack of the process whose
context is being saved. The operating system typically proceeds by saving the origi-
nal values of the remaining registers on the same stack. Finally, the operating system
switches to the stack of the process whose context will be restored and restores the
original values of the registers in an inverse procedure.

When separate notions of processes and threads are considered, the processor context
is typically associated with the thread, rather than the process. Exceptions to this rule
include special purpose registers whose content does not concern the execution of
the thread but rather the execution of the process.

Context switching and similar operations that involve saving and restoring the pro-
cessor context, especially interrupt and exception handling and system calls, happen
very frequently. Processors therefore often include special support for these opera-
tions.

Example: Intel Processor Context Switching

The Intel 80x86 line of processors provides multiple mechanisms to support context
switching. The simplest of those is the ability to switch to a different stack when
switching to a different privilege level. This mechanism makes it possible to switch
the processor context without using the stack of the executing process. Although not
essential, this ability can be useful when the stack of the executing process must not
be used, for example to avoid overflowing or mask debugging.
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Another context switching support mechanism is the ability to save and restore the
entire processor context of the executing process to and from the TSS (Task State Seg-
ment) structure as a part of a control transfer. One issue associated with this ability
is efficiency. On Intel 80486, a control transfer using the CALL instruction with TSS
takes 170 to 180 clock cycles. A control transfer using the CALL instruction with-
out TSS takes only 20 clock cycles and the processor context can be switched more
quickly using common instructions. Specifically, PUSHAD saves all general purpose
registers in 11 clock cycles, PUSH saves each of the six segment registers in 3 clock
cycles, PUSHF saves the flags in 4 clock cycles. Inversely, POPF restores the flags in 9
clock cycles, POP restores each of the six segment registers in 3 clock cycles, POPAD
restores all general purpose registers in 9 clock cycles.

Additional context switching support mechanism takes care of saving and restoring
the state of processor extensions such as FPU (Floating Point Unit), MMX (Multime-
dia Extensions), SIMD (Single Instruction Multiple Data). These extensions denote
specialized parts of the processor that are only present in some processor models
and only used by some executing processes, thus requiring special handling:

¢ The processor supports the FXSAVE and FXRSTOR instructions, which save and
restore the state of all the extensions to and from memory. This support makes it
possible to use the same context switch code regardless of which extensions are
present.

» The processor keeps track of whether the extensions context has been switched
after the processor context. If not, an exception is raised whenever an attempt to
use the extensions is made, making it possible to only switch the extensions context
when it is actually necessary.

Example: Linux Processor Context Switching

For examples of a real processor context switching code for many different proces-
sor architectures, check out the sources of Linux. Each supported architecture has
an extra subdirectory in the arch directory, and an extra asm subdirectory in the
include directory. The processor context switching code is usually stored in file
arch/*/kernel/entry.S.

The following fragment contains the code for saving and restoring processor context
on the Intel 80x86 line of processors from the Linux kernel, before the changes that
merged the support for 32-bit and 64-bit processors and made the code more compli-
cated. The _ sAVE_ALL and _ RESTORE_ALL macros save and restore the processor
registers to and from stack. The fixup sections handle situations where segment reg-
isters contain invalid values that need to be zeroed out.

Example: Kalisto Processor Context Switching

Kalisto processor context switching code is stored in the head.s file. The
SAVE_REGISTERS and LOAD_REGISTERS macros are used to save and load processor
registers to and from memory, typically stack. The switch_cpu_context function
uses these two macros to implement the context switch.

Memory State

In principle, the memory accessible to a process can be saved and restored to and
from external storage, such as disk. For typical sizes of memory accessible to a pro-
cess, however, saving and restoring would take a considerable amount of time, mak-
ing it impossible to switch the context very often. This solution is therefore used only
when context switching is rare, for example when triggered manually as in DOS or
CTSS.
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When frequent context switching is required, the memory accessible to a process is
not saved and restored, but only made inaccessible to other processes. This requires
the presence of memory protection and memory virtualisation mechanisms, such as
paging. Switching of the memory context is then reduced to switching of the paging
tables and flushing of the associated caches.

When separate notions of processes and threads are considered, the memory state is
typically associated with the process, rather than the thread. The need for separate
stacks is covered by keeping the pointer to the top of the stack associated with the
thread rather than the process, often as a part of the processor state rather than the
memory state. Exceptions to this rule include thread local storage, whose content
does not concern the execution of a process but rather the execution of a thread.

Other State

The process state can contain other parts besides the processor state and the memory
state. Typically, these parts of the process state are associated with the devices that
the process accesses, and the manner in which they are saved and restored depends
on the manner in which the devices are accessed.

Most often, a process accesses a device through the operating system rather than
directly. The operating system provides an abstract interface that simplifies the de-
vice state visible to the process, and keeps track of this abstract device state for each
process. It is not necessary to save and restore the abstract device state, since the
operating system decides which state to associate with which process.

In some cases, a process might need to access a device directly. In such a situation,
the operating system either has to save and restore the device state or guarantee an
exclusive access to the device.

Multiprocessing On Multiprocessors
Parallelism on machines with multiple processors, or multiprocessors, ...

Vedle béhu vice procesti pomoci opakovaného prepindni kontextu je mozZné
navrhnout také systém s nékolika procesory a na kazdém spoustét jiny proces.
Typické jsou SMP (Symmetric Multiprocessor) architektury, kde vSechny procesory
vidi stejnou pamét’ a periferie, nebo NUMA (Non Uniform Memory Access)
architektury, kde vsechny procesory vidi stejnou pamét’ a periferie, ale pfistup na
nékteré adresy je vyrazné optimalizovan pro nékteré procesory.

Hyperthreading to be done.

Example: Intel Multiprocessor Standard

Predpoklada SMP. Jeden procesor se definuje jako bootstrap processor (BSP), ostatni
jako application processors (AP), spojené jsou pfes 82489 APIC. Po resetu je funkéni
pouze BSP, vSechny AP jsou ve stavu HALT, APIC dod4vé pferuseni pouze PIC u BSP
(a je povolené maskovani A20, ach ta zpétnd kompatibilita :-). BIOS vyplni specialni
datovou strukturu popisujici pocet procesorti, pocet sbérnic, zapojeni preruseni a
podobné a spusti whatever system you have. Systém pak pfipravi startup kéd pro
vSechny AP a pomoci APIC je resetuje (startup adresa se zada bud’ ptes CMOS +
BIOS hack, nebo pies APIC).

Funkci Intel MPS (vycet procesortl, dorucovani pferuseni atd.) v souc¢asné dobé

nahrazuji ¢asti specifikace ACPL

NS

Jak uz jednou procesory bézi, problém je jenom s pferusenim. Systém si Fadice
preruseni kazdého procesoru nastavi jak potfebuje, pomoci APIC je mozné dorucit
také Inter Processor Interrupts. IPI se hodi napfiklad na TLB nebo PTE invalidation.
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Cooperative And Preemptive Switching

Pfepnuti kontextu miiZe byt preemptivni, v takovém p¥ipadé operacni systém sebere
pocitac jednomu procesu a p¥idéli ho dalsimu, nebo kooperativni, v takovém ptipadé
se proces musi vzdat pocitace dobrovolné.

+ kooperativni - mensi overhead, nedochézi k pfepnuti v nevhodnych okamZicich

vev s

 preemptivni - robustnéjsi systém, proces si nemtize uzurpovat pocitac

Switching In Kernel Or In Process

Prepindni kontextu procesoru je mimochodem prakticky vSechno, co musi délat im-
plementace threadt. Sta¢i kazdému threadu pfidélit zdsobnik a CPU, coz je kéd,
ktery miize vykonavat i aplikace. Tedy pokud operaéni systém z néjakého dtivodu
nenabizi thready, aplikace si je mtiZe naprogramovat sama. Odtud pojmy user man-
aged threads pro thready, které jsou implementovény v aplikaci a kernel managed
threads pro thready, které jsou implementovany v kernelu. Jind terminologie pouZziva
user threads pro thready, které jsou implementovany v aplikaci a kernel o nich nevi,
lightweight processes pro thready, které jsou implementovany v kernelu a aplikace je
pouzivé a kernel threads pro thready, které jsou implementovany v kernelu a aplikace
o nich nevi.

* Snaha o efektivitu sméfuje k user thread@im. Pokud je jejich implementace soucést
aplikace, Setfi se na overheadu voldni kernelu, Setfi se pamét’ kernelu, a viibec je

to pohodInéjsi, clovék si mize téeba i ledacos doimplementovat, pfepindni mize
byt kooperativni bez problémi s robustnosti opera¢niho systému.

 Implementace user threadd musi fesit fadu komplikaci. ProtoZze pfepindni user
thread(i ma na starosti aplikace, pokud néktera z nich zavold kernel a z{istane tam,
prepindni se zastavi. Pokud je pfepindni preemptivni, mtiZe narazit na problémy
s reentrantnosti knihoven ¢i syscalls, typicky malloc. Thready se mohou vzdjemné
rusit skrz globdlni kontext, typicky errno, Iseek, brk. Thready nemohou bez pod-
pory kernelu pouzit vice procesorti.

Process Lifecycle

Jakmile je k dispozici pfepindni kontextu, princip planovéani procesti je jasny. Oper-
a¢ni systém si udrzuje seznam procesti, které maji béZet, a stfidavé jim pridéluje poci-
tal. Trocha terminologie: seznam procest, které maji béZet se jmenuje "ready queue”,
procesy v tomto seznamu jsou ve stavu "ready to run". Ted se da kreslit stavovy
diagram, pfepnutim kontextu se proces dostadvéd ze stavu "ready to run" do stavu
"running” a zpét, pfipadné mizeme fici pfesnéji "running in kernel” a doplnit jesté
stav "running in application". Mezi témito stavy se pfeskakuje syscalls a navraty z
nich a interrupts a ndvraty z nich. Volanim sleep se proces ze stavu running in ker-
nel dostane do stavu "asleep”, z néj se volanim wakeup dostane do stavu "ready to
run". Jména téchto volani jsou pouze piiklady. Specificky pro UNIX existuje jesté stav
"initial", ve kterém se proces vytvafi béhem volani fork, a stav "zombie", ve kterém
proces ¢eka po volani exit dokud parent neudéld wait.

How To Decide Who Runs

The responsibility for running processes and threads includes deciding when to run
which process or thread, called scheduling. Scheduling accommodates various re-
quirements such as responsiveness, throughput, efficiency:
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* Responsiveness requires that a process reacts to asynchronous events within reason-
able time. The asynchronous events may be, for example, a user input, where a
prompt reaction is required to maintain interactivity, or a network request, where
a prompt reaction is required to maintain quality of service.

o Predictability requires that the operating system can provide guarantees on the be-
havior of scheduling.

o Turnaround requires that scheduling minimizes the duration of each task.
 Throughput requires that scheduling maximizes the number of completed tasks.
» Efficiency requires that scheduling maximizes the resource utilization.

« Fairness requires that the operating system can provide guarantees on the equal
treatment of tasks with the same scheduling parameters.

Many of the requirements can conflict with each other. Imagine a set of short tasks
and a single long task that, for sake of simplicity, do not contend for other resources
than the processor. A scheduler that aims for turnaround would execute the short
tasks first, thus keeping the average duration of each task low. A scheduler that aims
for throughput would execute the tasks one by one in an arbitary order, thus keeping
the overhead of context switching low. A scheduler that aims for fairness would ex-
ecute the tasks in parallel in a round robin order, thus keeping the share of processor
time used by each task roughly balanced.

When resolving the conflicts between the individual scheduling requirements, it
helps to consider classes of applications:

* Aninteractive application spends most of its time waiting for input. When the input
does arrive, the application must react quickly. It is often stressed that a user of an
interactive application will consider the application slow when a reaction to an
input does not happen within about 150 ms. Fluctuations in reaction time are also
perceived negatively.

* A batch application spends most of its time executing internal computations in or-
der to deliver an external output. In order to benefit from various forms of caching
that happen within the hardware and the operating system, a batch application
must execute uninterrupted for some time.

A realtime application must meet specific deadlines and therefore must execute
long enough and often enough to be able to do so.

When faced with the conflict between the individual scheduling requirements, the
operating system would therefore lean towards responsiveness for interactive appli-
cations, efficiency for batch applications, predicability for realtime applications.

Na stavovém diagramu je pak zjevné vidét, co je tilohou planovéni. Je to rozhodnout,
kdy a ktery proces pfepnout ze stavu "ready to run" do stavu "running" a zpét. Pokud
neni Zadny proces ve stavu "ready to run", spousti se umély idle process alias zahalec.

HLT
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Round Robin

Také cyklické planovani, FIFO, prosté spoustét procesy jeden po druhém. Otazkou
je délka kvanta v poméru k rezii pfepnuti kontextu, pfili§ kratké kvantum snizuje
efektivitu, pfli§ dlouhé kvantum zhorsuje responsiveness.
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Static Priorities

Processes are assigned static priorities, the process with the highest priority is sched-
uled. Either constant quantum is used or shorter quantum is coupled with higher
priority and vice versa.

Confusion can arise when comparing priorities, for numerically lower priority val-
ues are often used to meant semantically higher priorities. In this text, the semantic
meaning of priorities is used.

Dynamic Priorities

Processes are assigned initial priorities, actual priorities are calculated from the initial
priorities and the times recently spent executing, the process with the highest actual
priority is scheduled.

Shortest Job First

Pokus o dobrou podporu dédvek, spousti se ta co trvd nejkratsi dobu, tim se dosdhne
pramérné nejkratsiho ¢asu do ukonéeni davky, protozZe pokud ¢ekd vice davek, jejich
¢asy ukonceni se postupné pficitaji, a tak je dobfe zacit od nejkratsich ¢asti. Toto se dd
z&asti pouzit i na interaktivni procesy, v situaci kdy vice uZivateli na vice termindlech
¢ekd na odezvu, spusti se ten proces, kterému bude doruceni odezvy trvat nejméné
dlouho, tim se dosahne minimélni average response time. Nepiijemné je, Ze vyZaduje
vizionafstvi, fesi se tieba statisticky.

Fair Share

Také guaranteed share scheduling, procesim se zarucuje jejich procento ze
strojového ¢asu, bud’ kazdému zv1ast’ nebo po skupinach nebo tfeba po uZivatelich

Earliest Deadline First

Procesy maji deadlines do kdy musi néco udélat, planuje se vzdy proces s nejblizsi
deadline. Deadlines se zpravidla rozdéluji do hard realtime deadlines , ty jsou kratké
a nesmi se prosvihnout, soft realtime deadlines , ty jsou kratké a obcas se prosvihnout
miizou dokud bude moZné zarucit néjaky statisticky limit prosvihnuti, timesharing
deadlines , ty v podstaté nemajf pevny ¢asovy limit ale mély by se do nékdy stat, batch
deadlines , ty maji limity v hodindch a obvykle s nimi nebyvaji problémy.

Example: Archetypal UNIX Scheduler

Nejprve starsi scheduler z UNIXu, dynamické priority, nepreemptivni kernel. Pri-
orita je ¢islo 0-127, nizi ¢islo vys$si priorita, default 50. Kazdy proces md current pri-
ority 0-127, pro kernel rezervovano 0-49, user priority 0-127, processor usage counter
0-127 a nice factor 0-39, ovlivnény pfikazem nice. Current priority v aplikaci je rovna
user priority, v kernelu se nastavi podle toho, na co proces ¢ekd, napiiklad po ekani
na disk se nastavina 20, ¢imzZ se zaruci, Ze proces po ukonceni ¢ekani rychle vypadne
z kernelu. Processor usage count se inkrementuje pfi kaZdém kvantu spotfebovaném
procesem, zmensuje se podle magické formule jednou za ¢as, tieba na polovinu kaz-
dou vtefinu, nebo podle load average aby pfi zatizeném procesoru processor usage
count neklesal moc rychle. Load je priimérny pocet spustitelnych procesii v systému
za néjaky Cas. User priority se pak vypocita jako default priority + processor usage
counter / 4 + nice factor * 2.

v N

Nevyhody. Prvni, does not scale well. Pokud béZi hodné procesti, roste rezie na pfe-
pocitavani priorit. Dalsi, neumi nic garantovat, zejména ne response time nebo pro-
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cessor share. A zavérem, aplikace mohou priority ovliviiovat pouze pfes nice factor,
ktery nenabizi zrovna moc advanced control.

Example: Solaris Scheduler

Podobny je System V Release 4 scheduler. Ten ma jako jddro scheduleru fronty ready
to run" procesti podle priority 0-160 a rutinu pro planovani, ktera klasicky vybere
proces nejvyssi priority, round robin na stejné priorité. Kazdy proces patfi do né-
jaké tfidy priorit, kterd ma na starosti vSecha rozhodnuti ohledné pfidéléni priority
a délky kvanta. By default jsou k dispozici tfi tfidy priorit, timesharing, system a
realtime:

Timesharing. Pouziva priority 0-59, procesu se zvysuje priorita pokazdé kdyZz na
néco ¢ekd nebo kdyz dlouho trvé nez spotfebuje své kvantum, priorita se sniZuje
pokazdé kdyZ proces spotiebuje své kvantum. Pfesny zplisob zmény priority se
urcuje podle tabulky, jako pfiklad proces priority 40 spadne po spotfebovani kvanta
na 30, po ukonéeni ¢ekdni nebo pokud proces nespotiebuje kvantum do 5 vtefin,
priorita naopak vyleze na 50 (¢ekajici proces dostane priority 59, zména v norméalni
priorité se objevi po ndvratu do user mode). K vysledku se jesté pfidava nice value,
tim je priorita v user mode urcena jednak systémem pocitanou prioritou a dvak nice
value. Podle systémem pocitané priority se udrzuje také délka kvanta, niZsi priority
majf delsi kvantum (protoZe se ¢eka, Ze tak ¢asto nepobéZi, a tak kdyZ uz se dostanou
na fadu, tak at’ néco udélaji).

System. Pouziva priority 60-99 pro procesy béZici v kernelu. Tato tfida je interni sys-
témové, necekd se Ze by do ni hrabali usefi, béZi v ni tfeba page daemon. Proces, ktery
pfi volani kernelu obdrzi kritické resources, dostane docasné také priority 60-99.

Realtime. Pouziva priority 100-159, priorita procesu a pfidélované kvantum se nas-
tavuje syscallem priocntl a od okamZiku nastaveni se nemeéni. Bordel je v tom, Ze real-
time priority mtize byt véts$i neZ system priority, tedy ob&as by bylo potfeba pferusit
kernel. To se ale normdlné nedéld, protoze preemptivni kernel by byl slozity, procesy
se pfepinaji nejcastéji pii opousténi kernel mode, kdy se zkontroluje flag "runrun”
indikujici nutnost pfepnout kontext. Jako feseni se k flagu "runrun" p¥ida jesté flag
"kprunrun" indikujici nutnost pfenout kontext uvnitt kernelu, a definuji se body, kdy
je iv kernelu bezpe¢né pfepnout kontext. V téchto bodech se pak testuje "kprunrun".
Vysledkem je zkraceni prodlev pfed rozbéhnutim "ready to run" realtime procest.

Také se pocitd s tim, Ze clovék si bude moci priddvat vlastni tfidy priorit.
Kazda tfida implementuje 7 obsluznych rutin, jsou to CL_TICK volanad z clock
interrupt handleru, CL_FORK a CL_FORKRET pro inicializaci nového procesu,
CL_ENTERCLASS a CL_EXITCLASS pro obsluhu situaci, kdy proces vstoupi do
tfidy nebo ji opusti, CL_SLEEP voland kdyZ proces udéla sleep, CL_WAKEUP
volana kdyZ proces opusti sleep. P¥idani vlastni tfidy znamend napsat téchto 7 rutin
a pfelozit kernel.

Vyhoda popsaného scheduleru spocivd jednak v tom, Ze nikdy nepfepocitdva
zadné velké seznamy priorit, dvak v tom, Ze umi podporovat realtime procesy.
Pravdépodobné nejzndméjsim systémem s timto schedulerem je Solaris, ten md
nékolik drobnych zmén. Solaris 7 nabizi uZzivatelim timesharing, interactive
a realtime classes, podobné jak bylo popsano vysSe, aZ na to Ze kernel je mostly

preemptive, coZ zlepsuje responsiveness realtime procestl.

Solaris 7 ma piikaz "dispadmin", kterym se daji vypsat tabulky se scheduling
parametry. Parametry pro timesharing procesy jsou ve formé tabulky s délkou
kvanta (200ms pro prioritu 0, 20ms pro prioritu 59), priority po vyprseni kvanta
(vzdy o 10 mensi), priority po sleepu (50 + priority/10 pro vétSinu priorit),
maximalni délka starvation (1 vtefina pro vSechny priority) a priorita pfi pfekroc¢eni
této délky (50 + priority/10 pro vétsinu priorit). Parametry pro interactive procesy
jsou stejné jako pro timesharing procesy. Parametry pro realtime procesy jsou ve
formé tabulky s délkou kvanta (1 sekunda pro prioritu 0, 100ms pro prioritu 59).
Admin mtiZe tyto tabulky ménit.
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Ttidy interactive a timesharing sdileji tutéz tabulku parametrt, coz by naznaco-
valo, Ze sdileji i tentyZ planovaci algoritmus, ale nemust to byt pravda. Letmda méfeni
zadny rozdil neukdzala, takZe je mozZné, Ze TS a 1A tfidy existuji kviili vétsi flexibilité
(kazdé zvlast se da nastavit rozsah user priorit) a by default jsou opravdu stejné.

Jako zajimavost, Solaris 7 nabizi jesté volani, které umoZznuje lightweight procesu
pozéadat kernel, aby mu docasné neodebral procesor. To se hodi t¥eba pfi imple-
mentaci spinlocki v user mode. Detaily viz manpage schedctl_init.

Example: Linux 2.4.X Series Scheduler

In the 2.4.X series of Linux kernels, the scheduler decided what process to run based
on a proprietary metric called goodness value, simply by picking the process with
the highest goodness value. The scheduler distinguished time sharing and realtime
scheduling policies and used different goodness value calculation depending on the
policy used by each process.

Under the realtime scheduling policy, each process has a priority value ranging from
1 (low) to 99 (high). The goodness value was calculated as 1000 plus the process
priority. This calculation made the scheduler select the realtime process with the
highest priority ahead of any other realtime or time sharing process. Depending on
whether the scheduling policy was SCHED_RR or SCHED_FIFO, the scheduler ei-
ther assigned the process a quantum or let the process run with no quantum limit.
Naturally, this only made any difference when there were more realtime processes
with the same priority.

Under the time sharing scheduling policy, each process has a nice value ranging from
-20 (high) to 19 (low). The goodness value was equal to the quantum left to the pro-
cess in the current scheduling cycle, with the entire range of nice values roughly
corresponding to quanta from 210 ms for nice -20 to 10 ms for nice 19. When all pro-
cesses consumed their quanta, a new scheduling cycle was started and new quanta
were assigned to the processes.

Example: Windows Scheduler

Windows uses a priority based scheduler. The priority is an integer from 0 to 31,
higher numbers denoting higher priorities. The range of 1-15 is intended for standard
applications, 16-31 for realtime applications, memory management worker threads
use priorities 28 and 29. The priorities are not assigned to threads directly. Instead,
the integer priority is calculated from the combination of one of seven relative thread
priorities and one of four process priority classes:

Idle Normal High Realtime
Idle 1 1 1 16
Lowest 2 6 11 22
Below Normal 3 7 12 23
Normal 4 8 13 24
Above Normal 5 9 14 25
Highest 6 10 15 26
Time Critical 15 15 15 31

The priorities are further adjusted. Threads of the Idle, Normal and High priority
class processes receive a priority boost on end of waiting inside kernel and cer-
tain other events, and a priority drop after consuming the entire allocated quantum.
Threads of the Normal priority class processes receive a priority boost after their
window is focused. Similar adjustment is used for process affinity and priority inher-
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itance.

The scheduler always runs the thread with the highest priority. Multiple threads
with the same priority are run in a round robin fashion. The time quanta are fixed
at around 120 ms in server class Windows versions, and variable from around 20 ms
for background processes to around 60 ms for foreground processes in desktop class
Windows versions.

Administrative privileges are required to set priorities from the realtime range. To
avoid the need for administrative privileges for running multimedia applications,
which could benefit from realtime priorities, Windows Vista introduces the Multi-
media Class Scheduler Service. Processes can register their threads with the service
under classes such as Audio or Games, and the service takes care of boosting the
priority of the registered threads based on predefined registry settings.

Example: Nemesis Deadline Scheduler

Operaéni systém Nemesis, Cambridge University 1994-1998, cilem je podpora Qual-
ity of Service pro distributed multimedia applications. V Nemesis se planuji domény,
kernel pridéli CPU doméné pomoci activation, coZ neni nic jiného neZ upcall rutiny
specifikované v pfislusném domain control bloku. Vyjimku tvoii situace, kdy byla
doméné odebrana CPU dfive, nez ta indikovala pfipravenost na dalsi activation, v
takovém piipadé se pokracuje v misté odebrdni CPU. Krom stavu ready to run miize
doména jesté cekat na event, coZ neni nic jiného nez asynchronné doru¢ovana zprava
obsahujici jeden integer.

Kazd4 doména si fekne o processor share, ktery chce, ve formé &isel slice a period,
obé v né&jakych timer ticich. Systém pak zarucuje, Ze v kazdé periodé dostane aplikace
nejméneé slice tikt, s podminkou, Ze suma vSech slice / period v systému je mensi nez
1 (jinak by nebylo dostatek CPU ¢asu na uspokojeni vSech domén).

Interni je scheduler zaloZen na earliest deadline first algoritmu. UdrZzuje se fronta
domén, které jesté nebyly v dané periodé uspokojeny, sefazna podle ¢asu konce této
periody, a fronta domén, které jiz uspokojeny byly, sefazend podle ¢asu za¢dtku nové
periody. Scheduler vzdy spusti prvni doménu ve fronté neuspokojenych domén,
pokud je tato fronta prazdna, pak ndhodnou doménu ve fronté uspokojenych domén.
Nasledujici scheduler action se naplanuje na ¢as nejblizsi deadline nebo do konce
slice, whichever comes sooner.

Mimochodem, ptivodni popis algoritmu nezmirioval scheduler action pfi vycerpani
slice, coz se pak projevovalo jednak v anomaliich pfi rozjezdu algoritmu, dvak v
nefizeném rozdélovani pfebyte¢ného ¢asu procesoru. Divné.

Priklad, tii procesy A B C, A chce share 1 per 2, B chce share 1 per 5, C chce share 2 per 10. Tabulka, ¥ddky Cas,
sloupce zbyvajici slices a period deadlines pro A B C.

Jako detaily, pfedpokldda se stabilni béh systému a nulova reZie scheduleru. Dalsi
drobnost, domain si mtiZe fici, zda chce nebo nechce dostavat piebytec¢ny ¢as proce-
soru. Mezi ty domény, které ho chtéji dostavat, se pfebyte¢ny ¢as procesoru rozdéluje
ndhodné, s kvantem néjakych 100 us, nic lep$iho zatim nevymysleli a pry to stadi.

Jeden detail, co délat s doménami, které cekaly na event? Prosté se nacpou zpatky
do fronty neuspokojenych domén jako kdyby se nové zafazovaly, pfinejhorsim tim
budou spotfebovavat pfebyte¢ny ¢as procesoru. Pro domény, kterym staéi jen malé
procento ¢asu procesoru, ale potfebuji reagovat rychle, se dd zadat jesté latency hint,
ten se pouzije pro vypocet deadline misto periody v p¥ipadé, Ze doména cekala déle
nez svou periodu. PouZiti pro interrupt handling.

Interrupt handling je neobvykly, zato vSak odstratiuje jeden ze zdkladnich problému
dosud zminénych schedulerd, totiz Ze ¢ast aktivit spojend s devices je v podstaté
planovana signély od hardware a nikoliv opera¢nim systémem. Kdyz pfijde inter-
rupt, jeho handler v kernelu jej pouze zamaskuje a posle event doméné zodpovédné
za jeho obsluhu. Pfedpoklada se, Ze tato doména ¢eka na event, scheduler ji tedy v
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souladu s jejimi parametry naplanuje, doména obslouZi device a znovu povoli inter-
rupt. Pokud pak systém nestihd, nenf ucpany interrupty, ale prosté vy¥idi to co sttha
a zbytek interruptti ignoruje. Drivery mohou instalovat handlery v kernelu.

Téma nestthani serverti a drivert je jeSté o néco hlubsi. Nad kernel schedulerem totiZz
ma béZet jesté Quality of Service monitor aplikace, ktery umi detekovat situace, kdy
server nebo driver nestthd odpovidat na dotazy. Processor share serveru se udrzuje
dostate¢né vysoky na to, aby stthal odpovidat, to je vZdy mozné protoZe s rostoucim
share se bliZi extrém, kdy server seZere veskery Cas procesoru a nepobézi driver,
ktery mu dodéva data jez ho zatéZuji. Processor share driveru se udrZuje dostate¢né
vysoky na zpracovani p¥ichozich dat, nejvyse vSak takovy, aby se kvili nému ne-
musel sniZovat processor share serveru. A tim je vystardno, pocita¢ déla co stihne,
nadbyteény traffic prosté ignoruje a nezahlti se.

Jesté drobny detail o tom, proc¢ se domény aktivuji tak divné od stejného mista. Pocita
se s tim, Ze kazd4 doména bude mit v sobé néco jako user threads, aktivace domény
pak spusti user scheduler, ktery si sko¢i na ktery thread uzna za vhodné. Systém
nabizi doméndm moznost specifikovat, kam se méa pfi preempci uloZit kontext pro-
cesoru, pfedpoklada se, Ze kazd4d doména bude zv14st’ uklddat kontexty jednotlivych
threadt.

Scheduling On Multiprocessors

Planovéani za¢ne byt jeSté o néco zajimavéjsi v multiprocesorovych systémech. Nék-
teré problémy uz byly naznacené, totiz multiprocesorové planovani by nemélo byt

pouhym rozsifenim singleprocesorového, které ma jednu ready frontu a z ni posild
procesy na vsechny procesory. Pro¢ vlastné ?

Dtivod spocivd v tom, jak vypada multiprocesorovy hardware. I u velmi tésné
vadzaného systému maji procesory lokalni informace nasbirané za béhu procesu,
jako tfeba cache pfekladu adres, memory cache, branch prediction a podobné. Z
toho je snadno vidét, Ze vykonu systému prospéje, pokud scheduler bude planovat
tytéZ procesy, pfipadné thready téhoZ procesu, na stdle stejné procesory. Tomu se
nékdy fika processor affinity.

Jiz zminénymi piiklady byly Solaris, Linux, a Windows NT, které na multiproce-
sorovém hardware zohledniuji processor affinity a mirné se snaZi planovat stejné pro-
cesy na stejné procesory. Dalsi by byl tteba Mach.

Samoziejmé zlstavaji dalsi problémy, jeden z nich je napiiklad sdileni ready fronty.
Cim vice procesti sdili libovolny prostfedek, tim vice na ném budou &ekat, a ready
frontu sdili kazdy procesor a kernel do ni hrabe kazdou chvili. Drobnym vylepSenim
je napiiklad definovéni local a global ready front s rozliSenim, kdy se bude sahat do
které. Toto rozliSeni mtize byt riizné, napfiklad realtime procesy v globdlni fronté
a ostatni v lokdlnich, nebo dynamické pfesouvani mezi globdlni a lokdlni frontou
podle zatiZeni procesoru.

vevs

dili pamét’. Tam se uz musi zohlediiovat i cena migrace procesu, cena vzdaleného
ptistupu k prostfedkiim a podobné, ale to ted’ nechdme.

Example: Mach Scheduler

Mach planuje na trovni threadti. Zdkladni princip pldnovani je stale stejny, priority
a zohlednéni CPU usage, zaméfme se na multiprocessor support.

Za prvé, Mach nemd cross processor scheduler events. Co to je napovidd ndzev —
pokud se na nékterém procesoru objevi udalost, kterd povoli béh threadu s prioritou
vy$si neZ je priorita néjakého jiného threadu na jiném procesoru, tento druhy thread
se nepferusi, ale poklidné dobéhne své kvantum, nez se scheduler dostane ke slovu.
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Za druhé, Mach zavadi processor sets, mnoziny procesorti uréenych k vykondvani
threadti. Kazdy thread ma pfidélen jeden processor set, na kterém je planovan, pro-
cessor sets definuje a pfidéluje admin. Tak je moZné vyhradit napfiklad rychlé proce-
sory na realtime tilohy, &i procesory se specidlnim hardware na tlohy, které jej vyuZiji.
Procesory sice mohou patfit pouze do jednoho setu, ale za béhu systému mohou mezi
sety cestovat.

Handoff scheduling.

Example: Linux Early 2.6.X Series Scheduler

The early 2.6 series of kernels uses a scheduler that provides constant time scheduling
complexity with support for process preemption and multiple processors.

The scheduler keeps a separate pair of an active and an expired queue for each pro-
cessor and priority, the active queue being for processes whose quantum has not yet
expired, the expired queue being for processes whose quantum has already expired.
For priorities from 1 to 140, this makes 280 queues per processor. The scheduler finds
first non empty queue pair, switches the active and expired queues when the active
queue is empty, and schedules the first process from the active queue. The length of
the quantum is calculated linearly from the priority, with higher quanta for lower
priority.

An interactivity metric is kept for all processes as a ratio of the time spent calculat-
ing to the time spent waiting for input or output. Processes with the priority range
between 100 and 140, which is reserved for user processes, get their priority adjusted
so that processes that calculate a lot are penalized and processes that wait for input
or output a lot are rewarded. Processes that wait for input or output a lot are never
moved from the active to the expired queue.

An extra kernel thread redistributes processes between processors.
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Example: Linux Late 2.6.X Series Scheduler

The late 2.6 series of kernels distinguish Completely Fair Scheduler (CFS) and Real
Time (RT) classes, handled by separate scheduler modules with separate per pro-
cessor run queue structures. The scheduler calls the put_prev_task function of the
appropriate module to put a previously scheduled process among other runnable
processes, and the pick_next_task function of the highest priority module to pick
the next scheduled process from other runnable processes.

The per processor structure of the RT class scheduler contains an array of queues,
one for each process priority. The pick_next_task function picks the process with
the highest priority. The quantum is set to 100 ms for the SCHED_RR scheduling
policy and to infinity for the SCHED_FIFO scheduling policy.

The per processor structure of the CFS class scheduler contains a tree of processes,
indexed by a virtual time consumed by each process. The pick_next_task function
achieves fairness by picking the process with the least consumed time, maintain-
ing overall balance in the consumed times. Rather than setting a fixed quantum, the
scheduler is configured to rotate all ready processes within a given time period and
calculates the quantum from this time period and the number of ready processes.

The virtual time consumed by each process is weighted by the nice value. A differ-
ence of one nice point translates into a difference of 10% processor time. After the
quantum expires, the consumed time is adjusted accordingly. Processes that become

47



Chapter 2. Process Management

48

ready are assigned the minimum of the virtual consumed times, unless they become
ready after a short sleep, in which case their virtual consumed time is preserved.

An extra kernel thread redistributes processes between processors.

Example: Advanced Linux Scheduling Features

Multiple advanced features control the scheduler behavior on groups of processes.
The groups can be defined using the control group mechanism, which is exported
through a virtual filesystem. There can be multiple control group hierarchies ex-
ported through multiple virtual filesystems. Each hierarchy is associated with a par-
ticular controller, the scheduler being one. Individual groups are created as directo-
ries in the virtual filesystem. Group membership and controller parameters are set
through files.

> tree -d /sys/fs/cgroup

/sys/fs/cgroup

|-— blkio

|-— cpu

| ‘—— system

| |-— acpid.service

| |-— chronyd.service

| |-— crond.service

| |-— dbus.service

| |-— httpd.service

| | -— mdmonitor.service

| |-— sshd.service

| | -— udev.service

| ‘-— upower.service
| —— devices

| —— memory

Each scheduler control group can define its processor share in the cpu.shares tun-
able. The shares are dimensionless numbers that express processor usage relative
to other control groups. Processor usage can also be regulated in absolute rather
than relative terms. The cpu.cfs_period_us and cpu.cfs_quota_us tunables set
the maximum processor time used (sum across processors) per period for the CFS
scheduler, the cpu.rt_period_us and cpu.rt_runtime_us tunables provide simi-
lar feature for the RT scheduler.

The processors in a multiprocessor system can be grouped using the cpuset control
groups. Each cpuset control group contains a subset of processors of its parent, the
top level group has all processors. Assignment of processes to processors can be re-
stricted by placing them in a particular cpuset. Load balancing within a cpuset can be
disabled entirely or adjusted so that immediate load balancing is limited. Immediate
load balancing takes place when there are no ready processes available to a particular
processor.

What Is The Interface

As illustrated by the individual examples, the interface to the scheduler is mostly
determined by the scheduler itself.
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Example: Linux Scheduler API

Linux offers the old style scheduler interface where priority is a single integer, rang-
ing roughly from -20 to +20. This used to be the nice value in the old style sched-
uler algorithm. Meaning in the new style scheduler algorithms varies. The interface
allows setting the priority for a single process, all processes in a group, and all pro-
cesses owned by a user. Note the interface design error where return value can be
either legal priority or error code.

int getpriority (int which, int who);
int setpriority (int which, int who, int prio);

The old style scheduler interface is accompanied by a new style scheduler interface
that allows changing scheduling type. The supported types are SCHED_OTHER,
SCHED_BATCH and SCHED_IDLE for time sharing processes and SCHED_FIFO
and SCHED_RR for processes with static priorities. For time sharing processes, the
nice value set through the old style interface still applies. For processes with static
priorities, the priority value can be set through the new style interface.

int sched_setscheduler (

pid_t pid,

int policy,

const struct sched_param *param);
int sched_getscheduler (pid_t pid);

int sched_setparam (pid_t pid, const struct sched_param xparam);
int sched_getparam (pid_t pid, struct sched_param *param);

struct sched_param

{
int sched_priority;
}i

int sched_yield (void);
A process can also be constrained to run only on certain processors.

int sched_setaffinity (
pid_t pid,
size_t cpusetsize,
cpu_set_t =xmask);

int sched_getaffinity (
pid_t pid,
size_t cpusetsize,
cpu_set_t +*mask);

Example: Windows Scheduler API

BOOL SetPriorityClass (
HANDLE hProcess,
DWORD dwPriorityClass);
DWORD GetPriorityClass (
HANDLE hProcess);

BOOL SetThreadPriority (
HANDLE hThread,
int nPriority);

int GetThreadPriority (
HANDLE hThread);

BOOL SetProcessPriorityBoost (
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HANDLE hProcess,

BOOL DisablePriorityBoost);
BOOL SetThreadPriorityBoost (

HANDLE hThread,

BOOL DisablePriorityBoost);

BOOL SetProcessAffinityMask (
HANDLE hProcess,
DWORD_PTR dwProcessAffinityMask);
DWORD_PTR SetThreadAffinityMask (
HANDLE hThread,
DWORD_PTR dwThreadAffinityMask);

Windows also provides an interface that implements the thread pool scheduling pat-
tern, where a pool of threads with predefined minimum and maximum size is used
to handle incoming work requests.

PTP_POOL CreateThreadpool (
PVOID reserved);

VOID CloseThreadpool (
PTP_POOL ptpp);

BOOL SetThreadpoolThreadMinimum (
PTP_POOL ptpp,
DWORD cthrdMic) ;

VOID SetThreadpoolThreadMaximum (
PTP_POOL ptpp,
DWORD cthrdMost) ;

VOID SubmitThreadpoolWork (
PTP_WORK pwk) ;

Figure 2-12. Windows Thread Pool Calls

It is also possible to query various information on process timing.

BOOL GetProcessTimes (
HANDLE hProcess,
LPFILETIME lpCreationTime,
LPFILETIME lpExitTime,
LPFILETIME lpKernelTime,
LPFILETIME lpUserTime);

Figure 2-13. Windows Process Timing Call

Rehearsal

At this point, you should understand how multiple processes can run in parallel
on a computer with multiple processors, and how an illusion of multiple processes
running in parallel can be provided even when the number of processes is higher
than the number of processors. You should be able to recognize important parts of
process context and explain how efficient context switching can be done with each
part of the process context.

You should see why it can be useful to split an activity of a process into multiple
threads. You should understand why and which parts of the entire context remain
shared parts of the process context and which parts become private parts of the
thread context.

You should be able to design meaningful rules telling when to switch a context and
what context to switch to, related to both the architecture of the operating system
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and the requirements of the applications. You should be able to explain the working
of common scheduling algorithms in the light of these rules.

Questions

1.

2.

3.
4.
5.

Explain how multiple processes can run concurrently on a single processor
hardware.

Explain what is a thread and what is the relationship between threads and
processes.

Explain what happens when the thread context is switched.
Explain what happens when the process context is switched.

Using a step by step description of a context switch, show how an implemen-
tation of threads in the user space and an implementation of threads in the
kernel space differ in the way the context is switched.

Na popisu prepnuti kontextu krok po kroku ukaZzte, jak se implementace
vldken v uZzivatelském prostoru a implementace vldken v prostoru jadra lisi
ve zpusobu prepindni kontextu.

. Explain how the requirements of interactive and batch processes on the process

scheduling can contradict each other.

. List the typical requirements of an interactive process on the process schedul-

ing.

8. List the typical requirements of a batch process on the process scheduling.

9. List the typical requirements of a realtime process on the process scheduling.

10.

11.

12.
13.
14.

15.

16.

17.

18.

19.

20.

21.

Explain the difference between soft and hard realtime scheduling
requirements.

Define typical phases of a process lifecycle and draw a transition diagram ex-
plaining when and how a process passes from one phase to another.

Explain cooperative context switching and its advantages.
Explain preemptive context switching and its advantages.

Explain the round robin scheduling algorithm by outlining the code of a func-
tion GetProcessToRun that will return a process to be scheduled and a time
after which another process should be scheduled.

Explain the simple priority scheduling algorithm with static priorities by out-
lining the code of a function GetProcessToRun that will return a process to
be scheduled and a time after which another process should be scheduled.

Explain the simple priority scheduling algorithm with dynamically adjusted
priorities by outlining the code of a function GetProcessToRun that will re-
turn a process to be scheduled and a time after which another process should
be scheduled.

Explain the earliest deadline first scheduling algorithm by outlining the code
of a function GetProcessToRun that will return a process to be scheduled
and a time after which another process should be scheduled.

Explain the function of the Solaris process scheduler by describing how the
algorithm decides what process to run and for how long.

Explain the function of the Linux process scheduler by describing how the
algorithm decides what process to run and for how long.

Explain the function of the Windows process scheduler by describing how the
algorithm decides what process to run and for how long.

Define processor affinity and explain how a scheduler observes it.
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22. Propose an interface through which a thread can start another thread and wait
for termination of another thread, including passing the initial arguments and

the termination result of the thread.

Exercises

1. Design a process scheduler that would support coexistence of batch, realtime
and interactive processes. Describe how the processess communicate their
scheduling requirements to the scheduler and what data structures the
scheduler keeps. Describe the algorithm that uses these requirements and
data structures to decide what process to run and for how long and analyze

the time complexity of the algorithm.

Process Communication

52

Means Of Communication

BéZné pouzivané prostfedky pro komunikaci mezi procesy jsou:

« sdilenf paméti a vyména informaci skrz tuto pamét

« zasilani zprav mezi procesy v rtiznych forméach

Shared Memory

To be done.

Example: System V Shared Memory

To be done.
int shmget (key_t key, size_t size, int shmflg);
void xshmat (int shmid, const void xshmaddr, int shmflg);

int shmdt (const void xshmaddr);

> ipcs —m

key shmid owner perms bytes nattch
0x00000000 12345 root 600 123456 2
0x00000000 123456 root 600 234567 2
0x00000000 1234567 nobody 777 345678 2

Example: POSIX Shared Memory
To be done.

Example: Windows Shared Memory

To be done.

HANDLE CreateFileMapping (
HANDLE hFile,

status
dest
dest
dest
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LPSECURITY_ATTRIBUTES lpFileMappingAttributes,
DWORD flProtect,

DWORD dwMaximumSizeHigh,

DWORD dwMaximumSizeLow,

LPCTSTR lpName) ;

Flag PAGE_READONLY gives read only access to the committed region. Flag
PAGE_READWRITE gives read write access to the committed region of pages. Flag
PAGE_WRITECOPY gives copy on write access to the committed region.

Flag SEC_COMMIT allocates physical storage in memory or in the paging file on
disk for all pages of a section. Flag SEC_IMAGE says file is executable, mapping and
protection are taken from the image. Flag SEC_NOCACHE disables caching, used
for shared structures in some architectures. Flag SEC_RESERVE reserves all pages of
a section without allocating physical storage, reserved range of pages cannot be used
by any other allocation operations until it is released.

If hFile is OXFFFFFFFF, the calling process must also specify a mapping object size in
dwMaximumSize. The function creates a file mapping object backed by the operating
system paging file rather than by a named file.

LPVOID MapViewOfFile (
HANDLE hFileMappingObject, DWORD dwDesiredAccess,
DWORD dwFileOffsetHigh, DWORD dwFileOffsetLow,
DWORD dwNumberOfBytesToMap) ;

LPVOID MapViewOfFileEx (
HANDLE hFileMappingObject, DWORD dwDesiredAccess,
DWORD dwFileOffsetHigh, DWORD dwFileOffsetLow,
DWORD dwNumberOfBytesToMap, LPVOID lpBaseAddress);

Flags ~ FILE_MAP_WRITE, @ FILE_MAP_READ, FILE_ MAP_ALL_ACCESS,
FILE_ MAP_COPY. Address is suggested, if the address is not free the call fails.

BOOL UnmapViewOfFile (LPCVOID lpBaseAddress) ;

The address must be from a previous MapViewOfFile(Ex) call.

Example: Windows Clipboard
To be done.

Message Passing

Message passing is a mechanism that can send a message from one process to another.
The advantage of message passing is that it can be used between processes on a single
system as well as between processes on multiple systems connected by a network
without having to change the interface between the processes and message passing.

Message passing is synchronous when the procedure that sends a message can not
return until the message is received. Message passing is asynchronous when the pro-
cedure that sends a message can return before the message is received.

The procedures that send or receive a message are blocking when they can wait before
returning, and non blocking when they do not wait before returning. When a non
blocking procedure needs to wait, it can replace blocking by polling or callbacks.

Message passing can use symmetrical, asymmetrical and indirect addressing. The sym-
metrical addressing requires both the sender and the receiver to specify the address
of the other party. The asymmetrical addressing requires the sender to specify the
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address of the receiver. The indirect addressing requires both the sender and the re-
ceiver to specify an address of the same message queue.

The message sent from the sender to the receiver can be anything from a single in-
teger number through an unformatted stream of bytes to a formatted structure of
records.

Example: Posix Signals

Signals are messages that can be delivered to processes or threads. A signal is iden-
tified by a number, with numbers from 1 to 31 allocated to standard signals with
predefined meaning and numbers from SIGRTMIN to SIGRTMAX allocated to real
time signals.

Name Number Meaning
SIGHUP 1 Controlling terminal closed
SIGINT 2 Request for interrupt sent from
keyboard
SIGQUIT 3 Request for quit sent from keyboard
SIGILL 4 lllegal instruction
SIGTRAP 5 Breakpoint instruction
SIGABRT 6 Request for abort
SIGBUS 7 Illegal bus cycle
SIGFPE 8 Floating point exception
SIGKILL 9 Request for kill
SIGUSR1 10 User defined signal 1
SIGSEGV 11 Illegal memory access
SIGUSR2 12 User defined signal 2
SIGPIPE 13 Broken pipe
SIGALRM 14 Timer alarm
SIGTERM 15 Request for termination
SIGTERM 16 Illegal stack access
SIGCHLD 17 Child process status changed
SIGCONT 18 Request to continue when stopped
SIGSTOP 19 Request to stop
SIGTSTP 20 Request for stop sent from keyboard
SIGTTIN 21 Input from terminal when on
background
SIGTTOU 22 Output to terminal when on background

Figure 2-14. Standard Signals
Signals are processed by signal handlers. A signal handler is a procedure that is called

by the operating system when a signal occurs. Default handlers are provided by the
operating system. New handlers can be registered for some signals.
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typedef void (xsighandler_t) (int);

sighandler_t signal (int signum, sighandler_t handler);

¢ SIG_DFL - use default signal handler
» SIG_IGN - ignore the signal

struct sigaction
{
void (xsa_handler) (int);
void (xsa_sigaction) (int, siginfo_t «, wvoid x);
sigset_t sa_mask;
int sa_flags;

}

struct siginfo_t

{

int si_signo; // Signal number

int si_errno; // Value of errno

int si_code; // Additional signal code

pid_t si_pid; // Sending process PID

uid_t si_uid; // Sending process UID

int si_status; // Exit value

clock_t si_utime; // User time consumed

clock_t si_stime; // System time consumed

sigval_t si_value; // Signal value

int si_int; // Integer value sent with signal
void =* si_ptr; // Pointer value sent with signal
void =* si_addr; // Associated memory address

int si_fd; // Associated file descriptor

}

int sigaction (int signum, const struct sigaction *act, struct sigaction xoldact);
+ sa_handler - signal handler with limited arguments
« sa_sigaction - signal handler with complete arguments

 sa_mask - what other signals to mask while in signal handler

« SA_RESETHAND - restore default signal handler after one signal
« SA_NODEFER - allow recursive invocation of this signal handler
SA_ONSTACK - use alternate stack for this signal handler

Figure 2-15. Signal Handler Registration System Call

Due to the ability of signals to interrupt processes at arbitrary times, the actions that
can be taken inside a signal handler are severely limited. Access to shared variables
and system calls are not safe in general. This can be somewhat alleviated by masking
signals.

int sigprocmask (int how, const sigset_t +*set, sigset_t =xoset);
int pthread_sigmask (int how, const sigset_t =xset, sigset_t x*oset);

» SIG_BLOCK - add blocking to signals that are not yet blocked
» SIG_UNBLOCK - remove blocking from signals that are blocked
» SIG_SETMAGSK - replace existing mask

Figure 2-16. Signal Masking System Call
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Signals are usually reliable, even though unreliable signals did exist. Signals are de-
livered asynchronously, usually on return from system call. Multiple instances of
some signals may be queued.

int kill (pid_t pid, int siqg);
int pthread_kill (pthread_t thread, int siqg);

union sigval

{
int sival_int;
void *sival_ptr;

}

int sigqueue (pid_t pid, int sig, const union sigval value);

Figure 2-17. Signal Send System Call

Example: System V Message Passing

Jako prvni pfiklad message passing lze asi uvést System V message passing APIL.
Zprava tam vypadad jednoduse, na zac¢atku je long message type, za nim nasleduje
pole bajti, jejichz délka se udava jako dalsf argument p¥i volani API. Volani jsou pak
trividlni:

int msgsnd (int que, message xmsg, int len, int flags);
int msgrcv (int que, message xmsg, int len, int type, int flags);

Pfi odesilani zpravy lze specifikovat, zda se ma p¥i zaplnéni bufferu zablokovat vola-
jici proces nebo vrétit chyba, jako drobny detail i zablokovanému volajicimu procesu
se muZe vréatit chyba tfeba pokud se zrusi message queue.

Pfi pifjmu zpravy se uddva maximalni velikost bufferu, flagy fikaji zda se vétsi
zpravy maji ofiznout nebo zda se ma vratit chyba. Typ zpravy miiZe byt bud’ 0, coz
znamend any message, nebo konkrétni typ, pak se ve flazich da fici zda se vrati
prvni zprava uvedeného nebo jiného nez uvedeného typu. Zdporny argument pak

s N2

argumentu. Ve flazich se samoziejmeé da také fici, zda se ¢ekd na zpravu.

Adresuje se pomoci front zprdv. Fronta se vytvofi voldnim int msgget (key, flags), ve
kterém se uvadi identifikator fronty a flagy. Identifikator je globdlni, pfipadné mtiZze
mit specidlni hodnotu IPC_PRIVATE, kterd zarucuje vytvofeni nové fronty. P¥istup
ke fronté ovliviiuji access rights ve flazich, ty jsou stejné jako naptiklad u soubort.

int msgget (key_t key, int msgflgqg);

Example: D-Bus Message Passing

To be done.

Example: Mach Message Passing

V Machu jsou procesy vybaveny frontami zprav spravovanymi kernelem, témto
frontdm se ¥ika porty. Oprdavnéni k praci s portem jsou uloZena v tabulkdch pro
kazdy proces spravovanych kernelem, témto opravnénim se ¥ika capabilities. Proces
identifikuje port jeho handlerem, coz je index do pfislusné tabulky capabilities.
Capability mze opraviiovat ¢&ist z portu, zapisovat do portu, nebo jednou zapsat
do portu. Pouze jeden proces mtize mit pravo &ist z portu, to je jeho vlastnik. Pfi
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startu je proces vybaven nékolika vyznamnymi porty, naptiklad process portem pro
komunikaci s kernelem, syscalls jsou pak posilani zprav na tento port.

Zpréava v Machu se skldd4 z hlavicky, ta obsahuje destination a reply port handler,
velikost zpravy, kernelem ignorované message kind a function code pole, a potom
posloupnost datovych poli tvoficich zpravu. Zvlastnosti Machu je, Ze data zpravy
jsou tagged, tedy pfed kaZdou polozkou je napsano co je za¢. Tag obsahuje out of line
flag, velikost dat v po¢tu polozek, velikost polozky v bitech, a kone¢né typ polozky,
ten je ze standardnich typt plus handler portu. Kernel interpretuje pfedani handleru
portu jako pfedani piislusné capability.

Pro odesldni a pfijem zprav slouZi voldni mach_msg, to ma jako argument adresu
hlavi¢ky zpravy, flags s bity jako expect reply, enable timeout, enable delivery notifi-
cation, velikost zpravy, velikost mista na odpovéd’, plus porty.

Remote Procedure Call

Volani sluzby serveru pomoci zprdvy z klienta ma obvykle charakter voldni proce-
dury, a tak se k6d pro manipulaci se zpravami na klientovi a serveru oddéluje a
automaticky generuje, ndpad zhruba kolem roku 1984.

KdyZ se vold normdlni procedura, ulozi se na stack parametry, procedura si je
vyzvedne a néco udéld, vrati vysledky. Kdyz se vold sluzba na serveru, parametry
se uloZi do zpravy, server ji pfijme a néco udéla, vrati vysledky. RPC udéla lokalni
proceduru, kterd vezme parametry ze stacku, uloZi je do zpravy, zavold server,
pfijme vysledky a vréati je volajicimu. A aby i programatofi serveru méli pohodu,
udéla se to samé také na druhé strané - fika se tomu client a server stub, pfipadné
client stub a server skeleton.

Ulozeni parametr(i do zpravy se fika marshalling, opa¢né zase unmarshalling. Zavisi
na typu parametrt, které se pfeddvaji.

» Passed by value. Jedinym problémem mitZe byt nekompatibilita reprezentaci
parametru. Ta se fesi bud’ stanovenim spole¢ného formatu (+ kratké zpravy, -
nékdy oba zbytetné prevadi), nebo uvadénim formatu ve zpravé (+ flexibilni, -
slozité stuby a delsi zpravy).

N

« Passed by reference. Nejtézsi varianta. U reference na dobfe typovand mald data se
dé pfevést na obousmeérné by value (+ jednoduché a efektivni, - nema p¥esné tutéz
sémantiku pfi existenci cykld referenci), u velkych dat je vhodnéjsi kdyz server
74d4 dodatecné klienta o data (+ flexibilngjsi, - sloZitéjsi protokoly a neefektivni
dereference). Nékteré reference se prakticky nedaji pfenést, typickym ptikladem je

predani funkce jako parametru.

S pfedavanim jsou jesté dalsi zdludnosti, které nejsou na prvni pohled zfejmé. Mezi
né patii:

* Global variables. Pochopitelné nejsou u serveru dostupné, ale ze sémantiky proce-
dure callu to neni zjevné, tak se na to zapomind. Hlavné to vadi u takovych véci
jako jsou globalni error resulty. Ru¢né vytvofené stuby to umi dodélat, automat-
icky generované uz ne.

 System identifiers. Pokud se pfedava néjakd hodnota, kterd ma vyznam pro ker-
nel klienta, nemusi uz znamenat totéz u serveru. Typicky handlery soubord, ¢isla
porti a podobné. Zminit konverzi pfi posilani zprav u Machu.

Dalsi problém je error handling. S tfm moc chytristiky udélat nejde. Mozné varianty
selhani jsou zndmé, je prosté nutné pocitat s tim, ze RPC miize selhat jesté par jinymi
zpusoby neZ normalni call a oSetfit to v programu.

Pri implementaci RPC je dilezita efektivita, stoji na ni cely systém. Kriticka cesta pfi
RPC - call stub, prepare msg buffer, marshall params, fill headers, call kernel send,
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context switch, copy stub buffer to kernel space, fill headers, set up interface - receive
interrupt, check packet, find addressee, copy buffer to addressee, wake up addressee,
context switch, unmarshall params, prepare stack, call server.

Co trva dlouho - marshalling, buffer copying (pfi Spatné implementaci header fill-
ing). Resi se obvykle mapovanim a scatter and gather network hardware (efektivni
jen pro delsi zpravy).

Stuby a skeletony je potieba automaticky generovat. Jako vstup generatoru slouzi
definice hlavi¢ek procedur, ty jazykové ale nejsou zpravidla dostate¢né informativni,
takZe se definuje néjaky jazyk pro popis hlavi¢ek procedur (IDL), podle kterého se
pak jednak generuji stuby a skeletony a jednak hlavicky procedur v néjakém pro-
gramovacim jazyce.

Example: Spring Remote Procedure Call

Na pravé popsaném principu bézi napiiklad Spring, kde se procesy volaji skrz doors.
Pti volani door se predavé buffer, ktery mtize obsahovat data, identifikator door, out
of line data. Pfedavéni je bud’ consume nebo copy, s jasnou sémantikou. Thread na
strané klienta se pozastavi, na strané serveru se vybere thread z thread pool pfis-
luejiciho k door, ktery vykond kéd spojeny s door. Interfaces jsou popsané v IDL,
pfeklada se do client a server stubti, pod nimi jsou je$té subcontracts, ignore.

Pro marshalling Spring piivodné pouZival buffer fixni velikosti spojeny s kazdym
threadem, to se ale ukdzalo Spatné ze dvou dévodid. Za prvé, vétSina volani
pfenasela méné nez 128 bajtd dat (90% pod 48 bajt1), a nékolikakilobajtovy
buffer byl pak zbytetné velky. Za druhé, buffery se rezervovaly staticky, ¢imz
spotfebovédvaly pamét. Jako feSeni se udélal stream interface s metodami put_int,
put_short, put_char, put_bulk, put_door_identifier, put_aligned (a odpovidajicimi
get metodami). Stream si by default alokuje buffer 128 bajti, do kterého od konce
uklada structured data (door identifiers a out of line data) a od za¢atku unstructured
data (vSechno ostatni). Structured data se pfekladaji, unstructured kopiruji, p¥i
zaplnéni se alokuje extra overflow buffer.

Rehearsal

At this point, you should know how processes can exchange information. You should
be able to distinguish the various ways of exchanging information based on their
applicability, efficiency and utility.

You should be able to characterize basic properties of message passing mechanisms
and to relate these properties to both the architecture of the operating system and the
requirements of the applications.

Based on your knowledge of how processes communicate using message passing,
you should be able to design an intelligent message passing API.

You should be able to explain how remote procedure calls mimic local procedure calls
and how certain issues limit ideal substitutability of the two mechanisms. You should
be able to explain why the code of stubs can be generated and what information is
necessary for that.

Questions

1. Propose an interface through which a process can set up a shared memory
block with another process.

2. Define synchronous and asynchronous message passing.
3. Define blocking and non blocking message sending and reception.

4. Explain how polling can be used to achieve non blocking message reception.
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5. Explain how callbacks can be used to achieve non blocking message reception.
6. Explain when a synchronous message sending blocks the sender.
7. Explain when an asynchronous message sending blocks the sender.

8. Propose a blocking interface through which a process can send a message to
another process. Use synchronous message passing with direct addressing.

9. Propose a blocking interface through which a process can send a message to
another process. Use asynchronous message passing with indirect addressing.

Exercises

1. Design a process communication mechanism based on message passing suit-
able for a microkernel operating system. Describe the interface used by a pro-
cess to communicate with other processes. Include specialized support for very
short messages that would be communicated as quickly as possible, and spe-
cialized support for very long messages that would be communicated as effi-
ciently as possible. Compare the overhead introduced by the process commu-
nication mechanism with the overhead of a local procedure call.

Process Synchronization

When concurrently executing processes communicate among themselves or use
shared resources, they can obviously influence each other. This influence can lead to
errors that only exhibit themselves in certain scenarios of concurrent execution.
Such errors are called race conditions.

Bernstein conditions from 1966 state that given sets of inputs and sets of outputs for
concurrently executing processes, race conditions can only occur when either sets of
outputs of two processes overlap, or a set of inputs of a process overlaps with a set
of outputs of other processes.

Race conditions are notoriously difficult to discover. Process synchronization pro-
vides means of avoiding race conditions by controlling or limiting the concurrency
when executing code where race conditions can occur. This code is typically denoted
as critical sections.

Synchronization Problems

To better understand what kind of process synchronization is necessary to avoid race
conditions, models of synchronization problems are used. Each model depicts a par-
ticular scenario of concurrent execution and presents particular requirements on pro-
cess synchronization.

Petri nets are often used to describe the synchronization problems. Petri net consists
of places and transitions. Places can hold tokens, transitions can fire by consuming
input tokens and producing output tokens. Roughly, places correspond to significant
process states, transitions correspond to significant changes of process state.

References

1. Carl Adam Petri: Kommunikation mit Automaten.
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Mutual Exclusion

Mutual Exclusion models a scenario where several processes with critical sections
execute concurrently. The synchronization problem requires that no two processes
execute their critical sections simultaneously.

—

) ) outside critical section

section guard

| l

(3 0 (] encnor
I

]

Figure 2-18. Mutual Exclusion Petri Net

Rendez Vous

Rendez Vous models a scenario where several processes must reach a given state
simultaneously.

before rendez vous

—_ —— rendez vous

after rendez vous

Figure 2-19. Rendez Vous Petri Net

60



Chapter 2. Process Management

Producer And Consumer

Producer And Consumer models a scenario where several processes produce items
and several processes consume items. The items are stored in a buffer of a limited
size. The synchronization problem requires that the buffer neither underflows nor
overflows, or, in other words, that no producer attempts to put an item into a full
buffer and that no consumer attempts to get an item from an empty bulffer.

Readers And Writers

Readers And Writers models a scenario where several processes write shared data
and several processes read shared data. The synchronization problem requires that
no two writers write the data simultaneously and that no reader reads the data while
it is being written.

Dining Philosophers

Dining Philosophers models a scenario where several philosophers alternatively
think and dine at a round table. The table contains as many plates and forks as there
are philosophers. A philosopher needs to pick two forks adjacent to his plate to dine.

The problem approximates a situation where several processes compete for an exclu-
sive use of resources with the possibility of a deadlock.

Sleeping Barber

Sleeping Barber models a scenario where several customers visit a barber in a barber
shop. The shop contains a limited number of seats for waiting customers. The barber
serves customers one at a time or sleeps when there are no customers. A customer
enters the shop and either wakes the barber to be served immediately, or waits in a
seat to be served later, or leaves when there are no free seats.

The problem approximates a situation where several processes queue to get served
by another process.

Means For Synchronization

The most trivial example of process synchronization is exclusive execution, which
prevents all but one process from executing. Technical means of achieving exclusive
execution include disabling processor interrupts and raising process priority.

Disabling interrupts yields exclusive execution in an environment that uses inter-
rupts to schedule multiple processes on a single processor, simply because when no
interrutps arrive, no scheduling happens. Since interrupts are used to service devices,
disabling interrupts can lead to failure in servicing devices. As such, disabling inter-
rupts is only permitted to privileged processes, which should limit disabling inter-
rupts to short periods of time. Disabling interrupts does not yield exclusive execution
on systems with multiple processors.

Active Waiting

Active waiting is an approach to process synchronization where a process that waits
for a condition does so by repeatedly checking whether the condition is true. In the
following, multiple solutions to the mutual exclusion problem based on active wait-
ing are developed to illustrate the concept.
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Assume availability of shared memory that can be atomically read and written. A
shared boolean variable bcCriticalSectionBusy can be used to track the avail-
ability of the critical section. A naive solution to the mutual exclusion problem would
consist of waiting for the variable to become false before entering the critical section,
setting it to true upon entering, and setting it to false upon leaving.

while (bCriticalSectionBusy)

{
// Active waiting cycle until the
// bCriticalSectionBusy variable
// becomes false

}

bCriticalSectionBusy = true;

// Code of critical section comes here

bCriticalSectionBusy = false;

The principal flaw of the naive solution can be revealed by considering what would
happen if two processes attempted to enter the critical section at exactly the same
time. Both processes would wait for the bCriticalSectionBusy to become false,
both would see it become false at exactly the same time, and both would leave the
active waiting cycle at exactly the same time, neither process noticing that the other
process is about to enter the critical section.

Staying with two processes, the flaw of the naive solution can be remedied by split-
ting the bCriticalSectionBusy variable into two, each indicating the intent of
one process to enter the critical section. A process first indicates its intent to enter the
critical section, then checks if the other process indicates the same intent, and enters
the critical section when alone or backs off when not.

while (true)

{
// Indicate the intent to enter the critical section
bIWantToEnter = true;
// Enter the critical section if the other
// process does not indicate the same intent
if (!bHeWantsToEnter) break;
// Back off to give the other process
// a chance and continue the active
// waiting cycle
bIWantToEnter = false;

}

// Code of critical section comes here

bIWantToEnter = false;

The solution is safe in that, unlike its naive predecessor, it never lets more than one
process into the critical section. Unfortunately, a process waiting to enter the critical
section can be overtaken infinitely many times, violating the fairness property. Addi-
tionally, all processes waiting to enter the critical section can form an infinite cycle,
violating the liveness property.

A safe solution that also guarantees bounded waiting is known as the Dekker Algo-
rithm.

// Indicate the intent to enter the critical section
bIWantToEnter = true;
while (bHeWantsToEnter)
{
// If the other process indicates the same intent and
// it is not our turn, back off to give the other
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// process a chance

if (iWhoseTurn != MY_TURN)

{
bIWantToEnter = false;
while (iWhoseTurn != MY_TURN) { }
bIWantToEnter = true;

}

// Code of critical section comes here

iWhoseTurn = HIS_TURN;
bIWantToEnter = false;

Another similar algorithm is the Peterson Algorithm.

// Indicate the intent to enter the critical section
bIWantToEnter = true;

// Be polite and act as if it is not our

// turn to enter the critical section

iWhoseTurn = HIS_TURN;

// Wait until the other process either does not

// intend to enter the critical section or

// acts as if its our turn to enter

while (bHeWantsToEnter && (iWhoseTurn != MY_TURN)) { }

// Code of critical section comes here

bIWantToEnter = false;

Other variants of the two algorithms exist, supporting various numbers of processes
and providing various fairness guarantees. When the only means for synchronization
is a shared memory that supports atomic reads and writes, any fair deterministic
solution of the mutual exclusion problem for N processes has been proven to need at
least N shared variables.

From practical point of view, our assumption that shared memory can only be atom-
ically read and written is broadly correct but often too stringent. Many processors
offer atomic operations such as test-and-set or compare-and-swap, which test wheter
a shared variable meets a condition and set its value only if it does. The utility of
these operations is illustrated by fixing the naive solution to the mutual exclusion
problem, which is made safe by using the At omicSwap operation. The operation sets
a new value of a shared variable and returns the previous value.

while (AtomicSwap (bCriticalSectionBusy, true))
{

// Active waiting cycle until the

// value of the bCriticalSectionBusy

// variable has changed from false to true

}

// Code of critical section comes here

bCriticalSectionBusy = false;

When the only means for synchronization is a shared memory that supports atomic
compare-and-swap alongside atomic reads and writes, any fair deterministic solution
of the mutual exclusion problem for N processes has been proven to need at least N /2
shared variables.

Active waiting is useful when the potential for contention is relatively small and the
duration of waiting is relatively short. In such cases, the overhead of active waiting
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is smaller than the overhead of passive waiting, which necessarily includes context
switching. Some situations also require the use of active waiting, for example when
there is no other process that would wake up the passively waiting process.

Passive Waiting

Passive waiting is an approach to process synchronization where a process that waits
for a condition does so by sleeping, to be woken by another process that has either
caused or observed the condition to become true.

Consider the solution to the mutual exclusion problem using the At omicSwap opera-
tion. A naive extension of the solution to support passive waiting uses the Sleep and
Wake operations to remove and add a process from and to the ready queue, and the

oWaitingProcesses shared queue variable to keep track of the waiting processes.

if (AtomicSwap (bCriticalSectionBusy, true))

{
// The critical section is busy, put
// the process into the waiting queue
oWaitingProcesses.Put (GetCurrentProcess ());
// Wait until somebody wakes the process
Sleep ();

}

// Code of critical section comes here

// See if any process is waiting in the queue
oWaitingProcess = oWaitingProcesses.Get ();

if (oWaitingProcess)

{
// A process was waiting, let it enter the critical section
Wake (oWaitingProcess);

}

else

{
// No process was waiting, mark the critical section as free
bCriticalSectionBusy = false;

}

One major flaw of the naive solution is that the decision to wait and the consecutive
adding of the process to the wait queue and removing of the process from the ready
queue are not performed atomically. It is possible that a process decides to wait just
before the critical section becomes free, but is only added to the wait queue and re-
moved from the ready queue after the critical section becomes free. Such a process
would continue waiting even though the critical section would be free.

Another major flaw of the naive solution is that the access to the shared queue vari-
able is not synchronized. The implementation of the shared queue variable would be
a critical section in itself.

Both flaws of the naive solution can be remedied, for example by employing active
waiting both to make the decision to wait and the consecutive queue operations
atomic and to synchronize access to the shared queue variable. The solution is too
long to be presented in one piece though.

Passive waiting is useful when the potential for contention is relatively high or the
duration of waiting is relatively long. Passive waiting also requires existence of an-
other process that will wake up the passively waiting process.



Chapter 2. Process Management

Nonblocking Synchronization

From practical perspective, many synchronization problems include bounds on wait-
ing. Besides the intuitive requirement of fairness, three categories of solutions to syn-
chronization problems are defined:

A wait free solution guarantees every process will finish in a finite number of its
own steps. This is the strongest category, where bounds on waiting always exist.

» A lock free solution guarantees some process will finish in a finite number of its
own steps. This is a somewhat weaker category, with the practical implication that
starvation of all processes will not occur and progress will not stop should any
single process block or crash.

« An obstruction free solution guarantees every process will finish in a finite number
of its own steps provided other processes take no steps. This is an even weaker cat-
egory, with the practical implication that progress will not stop should any single
process block or crash.

To be done.

Wait free hierarchy based on consensus number. Shared registers (1), test and set,
swap, queue, stack (2), atomic assignment to N shared registers (2N-2), memory to
memory move and swap, queue with peek, compare and swap (infinity).

Impossibility results. Visible object for N processes is an object for which any of N
processes can execute a sequence of operations that will necessarily be observed by
some process, regardless of the operations executed by other processes. An imple-
mentation of a visible object for N processes over shared registers takes at least N
of those shared registers if the registers can do either read and write or conditional
update, or at least N/2 of those shared registers if the registers can do both read and
write and conditional update. The same goes for starvation free mutual exclusion.

Randomized synchronization primitives.

References
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Memory Models

The synchronization examples presented so far have assumed that operations hap-
pen in the same order as specified in code. While this facilitates understanding, it
is not necessarily true - the operations in code are translated by the compiler into
processor instructions, and the processor instructions direct the processor to execute
series of memory operations - and both the compiler and the processor may decide
to change the order of operations, typically to improve execution efficiency.

Obviously, it is not possible to permit arbitrary changes to memory operation order.
Compilers and processors therefore adhere to memory models, which are formal sets of
rules that define how memory operations behave. A memory model is often designed
to approximate a reasonably intuitive behavior for most programs, and to only pro-
vide exceptions where such behavior would lead to a significant loss of efficiency.
Such reasonable behavior may be sequential consistency or linearizability.

 Sequential consistency assumes that a program consists of multiple threads and
each thread executes a sequence of atomic operations. A sequentially consistent
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behavior is a behavior that can be observed in some interleaving of the opera-
tions executed by the threads, the order of operations of individual threads is not
changed.

« Linearizability assumes that a program consists of multiple threads and each
thread executes a sequence of steps that perform operations on objects. Each
operation is called and returns at some step. A linearizable behavior is a behavior
that can be observed if each operation takes place atomically some time between
the call and the return without breaking the semantics of the operation, the order
of steps of individual threads is not changed.

Following are brief examples of some memory models. As a disclaimer, these are all
necessarily inaccurate explanations that summarize multiple pages of formal mem-
ory model definitions into a few paragraphs.
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Example: Memory Model On Intel 80x86 Processors

The Intel 80x86 processors guarantee that all read and write instructions operating
on shared memory are atomic when using aligned addresses. Other instructions may
or may not be atomic depending on the particular processor. In particular, read and
write instructions operating within a single cache line are often atomic, while read
and write instructions operating across cache lines are not. Read-modify-write in-
structions can be made atomic using a special LOCK prefix.

Also starting with the Intel Pentium 4 processors, multiple memory ordering models
were introduced to enable optimization based on reordering of memory accesses. The
basic memory ordering model works roughly as follows:

 Reads by a single processor are carried out in the program order.
» Most writes by a single processor are carried out in the program order.

» Reads and writes by a single processor to the same address are carried out in the
program order.

 Younger reads and older writes by a single processor to different addresses are not
necessarily carried out in program order.

 Writes by a single processor are observed in the program order by the other pro-
cessors.

» Writes by multiple processors are not necessarily observed in the same order by
these processors, but are observed in the same order by the other processors.

 Reads and writes are causally ordered.

Other memory ordering models include the strong ordering model, where all reads
and writes are carried out in the program order, or the write back ordering model,
where writes to the same cache line can be combined. The memory ordering models
can be set on a per page and a per region basis.

The LFENCE, SFENCE, MFENCE instructions can be used to force ordering. The
LFENCE instruction forms an ordering barrier for all load instructions, the SFENCE

instruction forms an ordering barrier for all store instructions, the MFENCE instruc-
tion does both LFENCE and SFENCE.

Starting with the Intel Pentium 4 processors, the processor family introduced the
MONITOR and MWAIT instruction pair. The MONITOR instruction sets up an ad-
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dress to monitor for access. The MWAIT instruction waits until the address is ac-
cessed. The purpose of the instruction pair is to optimize multiprocessor synchro-
nization, because the processor is put into power saving mode while waiting for the
access.

The PAUSE instruction can be used inside an active waiting cycle to reduce the poten-
tial for collisions in instruction execution and to avoid executing the active waiting
cycle to the detriment of other work on hyperthreading processors.

References
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Example: Memory Model On MIPS32 Processors

The MIPS32 processors may implement a cache coherency protocol. One of five mem-
ory coherency models can be set on a per page basis.

¢ Uncached - the data are never cached, reads and writes operate directly on mem-
ory.

» Noncoherent - the data are cached, reads and writes operate on cache, no coherency
is guaranteed.

 Sharable - the data are cached, reads and writes operate on cache, write by one
processor invalidates caches of other processors.

» Update - the data are cached, reads and writes operate on cache, write by one
processor updates caches of other processors.

+ Exclusive - the data are cached, reads and writes by one processor invalidate caches
of other processors.

The LL and SC instructions can be used to implement a variety of test-and-set and
compare-and-swap operations. The LL instruction reads data from memory, and ad-
ditionally stores the address that was read in the LLaddr register and sets the LLbit
register to true. The processor will set the LLbit register to false whenever another
processor performs a cache coherent write to the cache line containing the address
stored in the LLaddr register. The SC instruction stores data to memory if the LLbit
register is true and returns the value of the LLbit register.
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Example: Memory Model In C++

The memory model defines the order within a single thread by a sequencing relation.
Even a single thread may have operations that are not sequenced with respect to
each other, these are often expressions that have multiple side effects on the same
data. Where a result depends on the order of operations that are not sequenced, the
result is generally undefined.

Threads can perform synchronization operations. Typically, these are either atomic vari-
able operations or library synchronization operations. A synchronization operation
is classified as release, acquire or consume. An atomic variable write can be a release

67



Chapter 2. Process Management

68

operation, an atomic variable read can be an acquire or a consume operation. A lock
operation is an acquire operation, an unlock operation is a release operation.

* Release and later acquire of the same object gives rise to synchronization order.
 Release and later consume of the same object gives rise to dependency order.
« Together with sequencing, this creates the happens-before order.

Intuitively, the happens-before order captures operation ordering that is explicit in
the program, that is, ordering that is either due to sequencing in a single thread or
due to synchronization operations between threads. Operations that access the same
object and include writes must be ordered by the happens-before order, otherwise
they are considered a data race and their behavior is undefined. In general, the last
write operation in the happens-before order is also the visible one.

The memory model considers locations that are unique except for bit fields, multiple
adjacent bit fields share the same memory location. Memory locations are updated
without interference.

Example: Memory Model In Java

The memory model of the Java programming language distinguishes correctly syn-
chronized programs and programs with races. The formal definition of the two cases
relies on programming language constructs that necessarily introduce ordering:

+ The execution order prescribed by the program code for a single thread defines the
program order of actions. Simply put, statements that come earlier in the program
code are ordered before statements that come later.

+ The execution order prescribed by synchronization between threads defines the
synchronization order of actions. For example, unlocking a lock comes before lock-
ing the same lock later. Besides locks, synchronization order also considers thread
lifecycle actions and accesses to volatile variables.

Both the program order and the synchronization order are evident and intuitive. The
memory model further defines a happens-before order, which can be roughly described
as a transitive closure of the program order and the synchronization order.

To define whether a program is correctly synchronized, the memory model asks
whether potentially dangerous accesses to shared variables can occur in certain rea-
sonable executions of the program:

« Each execution of a program is defined as a total order over all program actions.

» Reasonable executions are executions where actions observe the program order
and the synchronization order and where all reads return values written by the
latest writes. These executions are called sequentially consistent.

« Potentially dangerous accesses to shared variables are accesses to the same variable
that include writes, when the accesses are not ordered by the happens-before order.
Such accesses constitute a data race.

A program is said to be correctly synchronized when its sequentially consistent exe-
cutions contain no data race.

When accessed in all its formal glory, the definition of correctly synchronized pro-
grams is complex. Still, it has a very intuitive motivation. We know that it is poten-
tially dangerous to access shared variables without synchronization. The memory
model tells us that a program is correctly synchronized if all accesses to shared vari-
ables are ordered through synchronization in any possible interleaving of the indi-
vidual program threads.
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In reality, program execution is not limited to interleaving of the individual threads.
Both the compiler and the processor may decide to change the order of certain ac-
tions. For programs that are correctly synchronized, the memory model guarantees
that any execution will appear to be sequentially consistent - that is, whatever re-
ordering happens under the hood, the observed effects will always be something
that could happen if the individual threads were simply interleaved.

For programs with races, the memory model guarantees are weaker. Reads will not
see writes in contradiction of the happens-before order. One, a read will not see a
write when that write should come later than the read. Two, a read will not see a
write when that write should be hidden by a later write that itself comes sooner than
the read. The memory model also prohibits causality loops, the formal requirement is
based on committing individual actions within executions in a manner that prevents
causality loops from occuring.

Accesses to all basic types except long and double are atomic in Java.
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Synchronization And Scheduling

Convoys
To be done.

Priority Inversion

N

Priority inversion je situace, kdy procesy s vyssi prioritou ¢ekaji na néco, co vlastni
procesy s nizs{ prioritou. V nejhorsim p¥ipadé muize priority inversion vést i k dead-
locku. Resenim priority inversion mtiZe byt priority inheritance.

Inversion and active and passive waiting ...

Z principu se podpora priority inheritance zda byt jednoducha. V okamziku, kdy
proces zacne na néco Cekat, se jeho priorita proptij¢i procesu vlastnicimu to, na co se
¢eka. Problém je v tom, Ze tohle funguje dobfe u zamk, které majf jednoho vlast-
nika, ale u semaforti nebo condition variables se uz neda zjistit, kdo vlastné bude ten
proces, ktery vdzany prostfedek uvolni, a komu se tedy ma priorita pdjcit.

Regeni naptiklad v Solarisu, priority inheritance funguje p¥imocafe u mutexd, read
write zdmky zvysi prioritu prvniho vlastnika a dal$ich uZ ne, condition variables
nedélaji nic.

Starvation And Deadlock

Ke hladovéni dochazi v pfipadé, kdy je néktery proces neustdle odkladan, pfestoze
by mohl béZet. Tohle lze dobfe ukazat napfiklad u ¢tenditi a pisaiti, kde pisal muze
prosté Cekat, protoZe nékdo potad cte. P¥i feSeni synchroniza¢nich tloh je proto ¢asto
dilezité, aby pouzité algoritmy zarucovaly, Ze nedojde ke hladovéni.

Pokud jde o uvaznuti synchronizovanych procesti, v podstaté se nabiz{ t¥i moznosti,
jak se s uvdznutim vypofadat, totiz zotaveni, prevence a vyhybdni se.
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Zotaveni je technika, pfi které systém detekuje vznik deadlocku a odstrani ho. Hned
dva problémy, jak detekovat a jak odstranit. Dokud systém vi, kdo na koho ek,
miiZze detekovat prostym hledanim cyklfi v grafu. Jakmile se ale nevi, kdo na koho
¢ekd, nejde to (e.g. aktivni ¢ekdni, user level implementace synchronizace a threadt).
Mohou se pouzit ndhradni techniky, napfiklad watchdogs, ale to neni spolehlivé.

Pokud pfipustime, Ze umime deadlock detekovat, jeho odstranéni také nen trividlni.
KdyzZ se podivame na prostfedky, 1ze je rozdélit na preemptivni a nepreemptivni,
pouze ty prvni lze procesu bezpecné odebrat. Mezi preemptivni prostfedky se d4 fa-
dit naptiklad fyzickd pamét’, nepreemptivni je skoro vSechno ostatni. Sebrat procesu
nepreemptivni prostfedek jen tak nejde, nasilné ukoncit proces miize zptisobit dalsi
problémy. Casteéné feseni nabizeji transakce s moznosti rollbacku a retry.

Prevence uvaznuti znamend, Ze procesy se naprogramuji tak, aby nemohly uvaznout.
Aby mohly procesy uvaznout, musi soucasné platit ¢tyfi podminky:

« procesy musi ¢ekat na prostfedky v cyklu

 procesy musi prostfedky vlastnit vyhradné

* procesy musi byt schopny pfibirat si vlastnictvi prostfedki
« prostfedky nesmi byt mozné vratit

Regeni jsou pak zaloZena na odstranéni nékteré z téchto podminek, na prvni je
to napiiklad uspofddédni prostfedkil a jejich ziskdvani v pofadi uréeném timto
uspofadanim, na druhou virtualizace, na tfetf sou¢asné zamykani vSech prostiedki,
na ¢tvrtou spin styl zamykani prostfedki.

Vyhybani se deadlocku spo¢ivéd v tom, Ze procesy piedem poskytuji dost informaci
o tom, na které prostfedky budou jesté ¢ekat. Samoziejmé, to je problematické, ale
obcas se to dél4.

2% 0.

Ze Skatulky vyhybani se deadlocku je i bankéiiv algoritmus. Jeho jméno pochazi z
modelové situace, kdy bankét nabizi zdkazniktim ptijcky do uréitého limitu, a jeho
celkovy kapital je mensi neZz pocet zakaznik krat limit. P¥i kazdé zadosti o ptjcku
bankét zkontroluje, zda po pujceni zlistane dost penéz na to, aby si alespon jeden
zékaznik mohl vybrat pIny limit, postupné pro vSechny zdkazniky. Pokud ano, pij¢i,
pokud ne, ¢eka. Pfedpoklada se, Ze pokud si alespon jeden zakaznik mtize vybrat
pIny limit, ¢asem bude muset néco vrétit, a tim budou penize na uspokojeni ostatnich
zékaznik.

What Is The Interface

KdyZ uz vime, kdy a pro¢ a jak synchronizovat, zbyva se jesté podivat na to, jaké
prostfedky k synchronizaci mé operaéni systém dét aplikacim. Samoziejmé, z téchto
prostiedki vypadavaji takové véci jako je zakdzani a povoleni pferuseni, protoze k
tém nemtiZe operacni systém aplikaci pustit. Podobné téZké je to s aktivnim ¢ekanim,
protoze procesy nemusi vZdy sdilet pamét’. TakZe co zbyva ...

Dtlezitym faktem je, Ze dokud se pohybujeme v oblasti procesti sdilejicich pamét’,
sta¢i ndm jeden synchronizaéni prostfedek k naprogramovéni ostatnich. Odtud pak
oblibené tlohy na naprogramovani jednoho synchroniza¢niho prostfedku pomoci
jiného.

Atomic Operations
To be done.
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Barriers
To be done.

Locks

Zamky alias mutexy jsou jednoduchym prostfedkem k synchronizaci na kritické
sekci. Zamek md metody lock a unlock se zjevnou funkci, pouze jeden proces miize
mit v kterémkoliv okamziku zamknuty zdmek. Implementace jednoduchd, lock
otestuje zda je zamceno, pokud ne tak zamkne, pokud ano tak nechd proces ¢ekat,
unlock spusti dalsi ¢ekajici proces, pokud nikdo necekd tak odemkne. Samozfejmé,
v implementaci jsou potfeba atomické testy.

Nakreslit implementaci zdmku a ukazat, jak je dtlezity atomicky test, a jak jej lze
zajistit bud’” atomickou instrukci, nebo zdkazem preruseni.

Ukazat piiklad, jak 1ze pomoci mutexu vytesit néjakou synchroniza¢ni tilohu, nejlépe
prosté vzajemné vylouceni.

V Linuxu je k dispozici mutex od pthreadti. Je reprezentovan datovou strukturou
pthread_mutex_t, inicializuje se voldnim int pthread_mutex_init (pthread_mutex_t
*,  pthread_mutexattr_t *), ni¢i se voldnim int pthread_mutex_destroy
(pthread_mutex_t *) na odemceném mutexu, pro praci s nim jsou metody _lock (),
_trylock () a _unlock (). Atributy mutexu nastavuji co se stane pokud thread zkusi
znovu zamknout mutex, ktery jiz jednou zamknul, fast mutexy se deadlocknou,
error checking mutexy vrati chybu, recursive mutexy si pamatuji kolikrat se zamklo.
Podobnd situace je pfi odemykéni, fast a recursive mutexy miZe odemknout
kazdy, u recursive mutexii se testuje vlastnik, to je ale na rozdil od zamykani
nepfenositelny detail, zmifiuje se jen aby bylo vidét Ze existuje také koncept
vlastnika zamku.

KdyZz se podivime na implementaci, pthread_mutex_t je malinkd struktura
obsahujici krom prazdnych poli frontu ¢ekajicich threadti, stav mutexu, counter
rekurzivniho zamykéani, pointer na vlastnika a typ mutexu. Implementace vlastnich
operaci je pak jednoduchd, sdilenf mezi procesy (pokud jej systém umi) se zafizuje
pomoci shared memory.

For active waiting, Posix threads library provides spin locks available through the
pthread_spinlock_t data structure and pthread_spin_ functions, which are analogical
to the mutex functions (except there is no _timedlock variant). Upon initialization, the
pshared flag specifies if the spin lock can be used only by threads inside one process,
or also by different processes, provided that the spin lock is allocated in a shared
memory area.

With mutexes available in user space but threads implemented in kernel space, it
is unavoidable that some mutex operations have to call the kernel. It is, however,
possible to optimize mutex operations for the case without contention, so that the
kernel does not have to be called when no scheduling is needed. Linux makes this
optimization possible through its futex interface.

When called with op set to FUTEX_WAIT, the interface suspends the current thread
if the value of the futex equals to val. When called with op set to FUTEX_WAKE, the
interface wakes at most val threads suspended on the futex.

A simplified example of implementing a mutex using a futex is copied from Drepper.

References

1. Ulrich Drepper: Futexes Are Tricky.
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Windows NT maji také mutexy, a to hned dvojiho druhu. Jednim se fika critical sec-
tions, druhym mutexes. Nejprve critical sections:

Critical sections ve Windows NT si pamatuji vlastnika, je mozné je zamknout jed-
nim threadem nékolikrat (a tolikrdt se musi odemknout). Jsou (viceméné) rychlé, ale
nefunguji mezi procesy (pochopitelné).

Pro synchronizaci mezi procesy se ve Windows NT pouZivaji kernel objekty. Z téch
nas momentalné zajima mutex.

Parametr lpsa ur€uje security sdéleni, nezajimd nas. FInitialOwner fikd, zda bude
mutex po vytvoreni okamzité zamceny pro volajictho. LpszMutexName umoziuje
pojmenovat mutex. Dva procesy mohou sdilet mutex tak, Ze jej vytvoii pod stejnym
jménem (piipadné lze zavolat HANDLE OpenMutex (DWORD fdwAccess, BOOL
fInherit, LPTSTR lpszName)). Jinou metodou sdileni (beze jména) je volani BOOL
DuplicateHandle (HANDLE hSourceProcess, HANDLE hSource, HANDLE hTarget-
Process, LPHANDLE lphTarget, DWORD fdwAccess, BOOL fInherit, DWORD fd-
wOptions), které umoznuje zduplikovat handle (handle se nedd pfedat rovnou, je
process-specific).

Ceké se pomoci DWORD WaitForSingleObject (object, timeout), vraci OK, TIME-
OUT, OWNER_TERMINATED. Také funguje WaitForMultipleObjects, viz vyse. Mu-
texy maji vlastniky a lock count stejné jako critical sections. Odemykd se pomoci
BOOL ReleaseMutex (mutex).

Zamka mliZze existovat vice verzi, konec koncti podobné jako jinych synchroniza-
¢nich primitiv. Tak se mtizete setkat s terminy spin lock pro zamek, ktery ¢ekd na
uvolnéni aktivné (terminem spinning se rozumi prdvé opakované testovani piis-
tupu), blocking lock pro zdmek, ktery ¢eka pasivné, recursive lock pro zdmek, ktery
lze zamknout vicekrat stejnym threadem, read write lock pro zdmek, ktery ma rezim
zamceni pro ¢teni a pro zdpis, atd. Vice zamykani v transakcich.

Implementace odemknuti zdmku miize byt v jednom detailu naprogramovand
dvéma zptsoby. Posledni vlastnik bud’ odemkne zdmek a rozebéhne néktery
¢ekajici proces, ktery zdmek znovu zamkne, nebo jej prosté predda zamdceny
nékterému cekajicimu procesu. Druhd metoda se sice zda efektivnéjsi, ale ma
nepifjemnou vlastnost v situaci, kdy se nékdo pokusi zamknout zamek ve chvili,
kdy se jej jiz vzdal stary vlastnik, ale jesté se nerozbéhl novy vlastnik. V takové
situaci skonéi pokus o zamceni zablokovanim volajictho, coz mize byt pokldddno
za Spatnou véc (aktivni proces musi ¢ekat na pasivni). Vytvéafeni téchto zdvislosti
mezi procesy se fikd convoys.

Read Write Locks

To implement the Readers And Writers Synchronization Problem, a variant of a lock
that distinguishes between readers and writers is typically provided. The lock can be
locked by multiple readers, but only by a single writer, and never by both readers
and writers.

Read write locks can adopt various strategies to resolve contention between readers
and writers. Often, writers take precedence over readers.

Linux provides Read Write Locks as a part of the Posix Threads library.

Windows provide Slim Reader Writer Locks that can be used within a single process.

Seq Lock
To be done.
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Read Copy Update

To avoid some of the blocking associated with implementing the Readers And Writ-
ers Synchronization Problem using read write locks, the read copy update interface
lets readers operate on past copies of data when updates are done. This is achieved
by splitting an update into the modification and reclamation phases. In the modifica-
tion phase, the writer makes the updated copy of data visible to new readers but the
past copy of data is retained for existing readers. In between the modification and
reclamation phases, the writer waits until all readers of the past copy of data finish.
In the reclamation phase, the writer discards the past copy of data. The interface does
not deal with writer synchronization.

Linux provides Read Copy Update as a part of the kernel. The rcu_read_lock
and rcu_read_unlock functions delimit readers. The synchronize_rcu
function synchronizes writers by waiting until there are no active readers. The
rcu_assign_pointer and rcu_dereference macros make sure atomicity or
ordering does not break synchronization. For simplicity, the interface does not care
what data is accessed, all readers are synchronized against all writers.

The interface permits many different implementations. When context switching can
be prevented by readers, a straightforward implementation can leave the reader syn-
chronization empty and wait for a context switch on each processor for writer syn-
chronization.

Semaphores

Velmi podobné zamk{im jsou semafory, BTW vymyslel je Dijkstra nékdy v roce 1965.
Semafor md metody signal a wait, ¢asto bohuzel pravé diky Dijkstrovi z holandstiny
pojmenované P (passern, projit kolem) a V (vrijgeven, uvolnit), a initial count, ktery
fika, kolik procesti smi soucasné vlastnit semafor.

Opét struéné nastinit implementaci s atomickou operaci a feSeni néjakého synchro-
niza¢niho problému, naptiklad producent a konzument.

V Unixech podle System V, a tedy i v Linuxu, jsou semafory poskytovany systémem.
Tyto semafory synchronizuji procesy s oddélenym adresovym prostorem, ¢emuz
odpovidd i jejich interface. Semafor 1ze vytvofit volanim int semget (key, number,
flags), které vrati sadu semaforti globalné pojmenovanou danym kli¢em. Se
semafory se pak pracuje volanim int semop (key, ops_data *, ops_number). Kazda
ze sady operaci obsahuje ¢islo semaforu v sadé, jednu ze tf operaci se semaforem, a
flagy. Operace je bud’ pficteni ¢isla k semaforu, nezajimavé, nebo test semaforu
na nulu, ¢ekd se do okamziku nez semafor dosdhne nuly, nebo odecteni ¢isla od
semaforu, ¢ekd se do okamziku neZ semafor bude mit dostateéné velkou hodnotu. Z
flagth jsou zajimavé IPC_NOWAIT, ktery fikd Ze se nemd ¢ekat, a SEM_UNDO,
ktery zajist'uje, Ze operace na semaforu bude vrdcena zpét, pokud proces, ktery ji
volal, skonéi. Operace se bud’ udélaji vSechny nebo zadna. Pak je jesté semctl pro
rtizné daléf operace.

V Unixu jsou jesté semafory podle POSIX specifikace. Jejich interface je pochopitelné
podobny pthread mutextim, inicializuji se sem_init, dalsi funkce jsou ¢ekani, pokus
o ¢ekani, ¢teni hodnoty, signalizace, zni¢eni semaforu.

Ve Windows jsou semafory podobné jako mutexy, jen nemaji vlastniky a majf refer-
ence count.

ReleaseSemaphore se nepovede, pokud by se ¢ita¢ semaforu zvétsil pfes maximum
specifikované pfi jeho vytvofeni. Mimochodem neni mozné zjistit okamzitou hod-
notu semaforu bez jeho zmény, protoZze ReleaseSemaphore vyZzaduje nenulovy cRe-
lease.
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Condition Variables

Semafory a mutexy vzdycky ¢ekaji na situace typu uvolnéni obsazeného prosttedku.
Casto je potieba pasivné ¢ekat na slozité podminky, napiiklad kdy# néjaky thread
zobrazuje stav jinych threadti v GUI a pfi zméné md udélat repaint. Tam se pak hodi
napiiklad condition variables.

Condition variable ma metody wait, signal a broadcast. Pokud proces zavold wait,
zacne pasivné ¢ekat. Pokud nékdo zavola signal, vzbudi se jeden z pravé ¢ekajicich
procesil, pokud nékdo zavold broadcast, vzbudi se vSechny pravé ¢ekajici procesy.
Vyuziti na pasivni ¢ekani na sloZité podminky je pak nasnadé. Proces, ktery cekd,
v cyklu stfid4 wait s testovanim podminky, kdokoliv pak miiZe ovlivnit vyhodno-
ceni podminky déla signal ¢i broadcast. Jen jedno drobné zdokonaleni, protoZe test
podminky musi byt atomicky, condition variable je svdzana s mutexem, ktery chrani
testovanou podminku.

Implementace condition variable, nastinéni pouZiti uvniti while.

Samozfejmé, operace condition variables je tfeba pouzivat s rozmyslem. Jednak je
tfeba mit na paméti, Ze u condition variable se signal pfed broadcast nezapocitd, na
rozdil od zamkd a semaforti. Dvak, kdyzZ se udéla broadcast, mtize dojit ke spusténi
zbytetné velkého poctu procesti naraz.

V pthread library condition variables samozfejmé jsou. Vytvéafeji se int
pthread_cond_init (pthread_cond_t *, pthread_condattr_t *), dalsi metody jsou
_signal (), _broadcast (), _wait (), _timedwait (timeout) a _destroy (). Ziejmé neni co
dodat.

Uplné stranou, podobny mechanismus je moZné najit tteba v Javé, kde thread mtize
zavolat metodu wait na libovolném objektu, jiné thready ho pak pomoci notify nebo
notify All mohou vzbudit. Podobné jako u klasickych condition variables, i tady je
mozné tyto metody volat pouze pokud je pfislusny objekt zamdcen.

Mimochodem, condition variables jdou napsat dvéma zptisoby, u jednoho po signal
béZzi dal signaller, u druhého béZi jeden z ¢ekajicich procesti. Prvni zptisob se obcas
také nazyva Mesa Semantics, druhy Hoare Semantics.

Windows provide Condition Variables that can be used within a single process.

Events

Windows events. Parametry jako obvykle, fManualReset fikd, zda je event potfeba
explicitné shazovat. ¢eka se také stejné (pomoci WaitForXxx), ale signalizuje se jinak.
BOOL SetEvent (HANDLE hEvent) ohldsi event, u non manual reset events se po
rozbéhnuti jednoho ¢ekajictho threadu event zase shodi. BOOL ResetEvent (HAN-
DLE hEvent) shodi manual reset event. BOOL PulseEvent (HANDLE hEvent) na-
hodi manual reset event, pocka aZ se rozbéhnou vsichni kdo na ni ¢ekaji a zadvérem ji
shodi.

PulseEvent tidajné ob¢as nemusi fungovat a jeho pouZzivani se nedoporucuje.

Monitors

Monitor dovoluje omezit paralelni p¥istup k objektu v programovacim jazyce,
vymyslel ho pan Hoare v roce 1974 a najdete ho napiiklad v Concurrent Pascalu,
Module, Jave.

Ziejmé nejjednodussi bude demonstrovat monitory pravé na Javé. Ta ma klicové
slovo synchronized, které 1ze uvést u metod objektu. Pokud je néjaka metoda takto
oznacena, pfed jejim vykondnim se zamkne zdmek spojeny s jejim objektem, ¢imz je
zajisténa synchronizace. Mimochodem Java nabizi také synchronizaci bloku kédu na
explicitné uvedeném objektu, to je plivodem mirné starsi koncept, ktery v podstaté
dovoluje oznacit v kédu kritické sekce.
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Pro pfipady, kdy je potfeba ¢ekat na néco pravé uvnitf monitoru, se k nému
doplnuji extra funkce. Jedno z moznych provedeni dopliiuje funkce delay (queue)
pro umisténi procesu do fronty a continue (queue) pro vzbuzeni jednoho procesu z
fronty.

Note that spurious wake up in monitor wait is typically possible.

Guards

Ponékud méné znamy synchronizaéni prostfedek dovoluje zapsat pted blok kédu
podminku, kterd musi byt splnéna, nez se dany blok kédu za¢ne vykonévat. Tim je v
podstaté dosaZeno podobné funkce jako u klasického pouZiti condition variables., az
na to, Ze nikdo nesignalizuje okamzik, kdy se ma znovu otestovat podminka. Coz je
také davod, pro¢ obecné guards téméf nikde nejsou k dispozici (okamzik otestovani
podminky je téZké urcit). TakzZe se délaji guards, které maji okamzZiky otestovani pod-
minky omezené na udélosti jako je volani metody apod.

Ptikladem takového guardu mtze byt select a rendez vous v Adé. Ten se zapisuje
pomoci pfikazii select a accept, které jinak vypadaji jako case a deklarace procedury:

Funkce je pfimocarad, select nejprve vyhodnoti vSechny podminky, pokud je u néjaké
splnéné podminky k dispozici rendez vous, provede se, jinak se provede ndhodné
vétev néjaké splnéné podminky nebo vétev else, pokud neni splnénd zadna pod-
minka tak se hodi vyjimka. Accept ¢ekd dokud jej nékdo nezavola.

Rehearsal

At this point, you should be able to defend the need for process synchronization
using a variety of practical examples. You should be able to describe the practical
examples using formalisms that abstract from the specific details but preserve the
essential requirement for synchronization.

You should be able to define precise requirements on process synchronization related
to both correctness and liveness.

You should be able to demonstrate how process synchronization can be achieved
using a variety of practical tools, including disabling interrupts, atomic reading and
atomic writing of shared memory, atomic test and set over shared memory, atomic
compare and swap over shared memory, message passing.

You should understand how process synchronization interacts with process schedul-
ing. You should be able to explain how process synchronization can lead to schedul-
ing anomalies.

You should demonstrate familiarity with both implementation and application of
common synchronization primitives including barriers, signals, locks, semaphores,
condition variables, monitors. You should be able to select and apply proper syn-
chronization primitives to common synchronization problems.

Questions

1. Explain what is a race condition.
2. Explain what is a critical section.
3. Explain the conditions under which a simple

I++
code fragment on an integer variable can lead to a race condition when exe-
cuted by multiple threads.

4. Explain the conditions under which omitting the
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10.

11.

12.

13.

14.
15.

16.
17.
18.
19.
20.
21.
22.
23.

24.

25.
26.

27.

volatile
declaration on an integer variable can lead to a race condition when the vari-
able is accessed by multiple threads.

. Describe the Mutual Exclusion synchronization task. Draw a Petri net illustrat-

ing the synchronization task and present an example of the task in a parallel
application.

. Describe the Rendez Vous synchronization task. Draw a Petri net illustrating

the synchronization task and present an example of the task in a parallel ap-
plication.

. Describe the Producer And Consumer synchronization task. Draw a Petri net

illustrating the synchronization task and present an example of the task in a
parallel application.

. Describe the Readers And Writers synchronization task. Draw a Petri net il-

lustrating the synchronization task and present an example of the task in a
parallel application.

. Describe the Dining Philosophers synchronization task. Draw a Petri net illus-

trating the synchronization task and present an example of the task in a parallel
application.

Explain how a deadlock can occur in the Dining Philosophers synchronization
task. Propose a modification of the synchronization task that will remove the
possibility of the deadlock.

Explain the difference between active and passive waiting. Describe when ac-
tive waiting and when passive waiting is more suitable.

Present a trivial solution to the mutual exclusion problem without considering
liveness and fairness. Use active waiting over a shared variable. Explain the
requirements that your solution has on the operations that access the shared
variable.

Present a solution to the mutual exclusion problem of two processes including
liveness and fairness. Use active waiting over a shared variable. Explain the
requirements that your solution has on the operations that access the shared
variable.

Describe the priority inversion problem.

Explain how priority inheritance can solve the priority inversion problem for
simple synchronization primitives.

Present a formal definition of a deadlock.

Present a formal definition of starvation.

Present a formal definition of a wait free algorithm.

Describe the interface of a lock and the sematics of its methods.

Describe the interface of a read-write lock and the sematics of its methods.
Explain when a lock is a spin lock.

Explain when a lock is a recursive lock.

Explain why Windows offer Mutex and CriticalSection as two implemen-
tations of a lock.

Implement a solution for the mutual exclusion synchronization problem using
locks.

Describe the interface of a semaphore and the sematics of its methods.

Implement a solution for the producer and consumer synchronization problem
over a cyclic buffer using semaphores.

Describe the interface of a condition variable and the sematics of its methods.
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28. Explain what is a monitor as a synchronization tool and what methods it pro-
vides.

Exercises

1. Implement a spin lock and then a recursive lock using the spin lock and the
Sleep and Wake functions, as well as suitable functions of your choice for man-
aging lists and other details, all without any guarantees as to parallelism. Ex-
plain how this implementation works on a multiprocessor hardware.
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Management Among Processes

Multiple Processes Together
To be done.

Single Partition
Primitivni feSeni, bootstrap natdhne program, ktery ma pro sebe celou pameét'.

Nevyhody jsou ziejmé, chybi device drivery, software neni pfenositelny. Potieba
pfenositelnosti, vznikaji opera¢ni systémy, tou dobou v podstaté jen device drivery.
Example CP/M.

Table 3-1. Struktura paméti CP/M

Adresa Obsah

0000h-0002h Warm start vector (J1
0005h-0007h System call vector (]!
005Ch-006Bh Parsed FCB 1
006Ch-007Bh Parsed FCB 2
0080h-00FFh Command tail area
0100h-BDOS Transient program az
BDOS-BIOS BDOS

BIOS-RTOP BIOS

Fixed Partitions

Pamét’ se pfi startu systému pevné rozdéli na partitions, do kazdé partition se umisti
jedna aplikace. V zavislosti na architektufe systému se mohou udélat bud’ oddélené
fronty aplikaci, které se budou zpracovéavat v jednotlivych partitions, nebo jedna
spole¢nd fronta aplikaci.

Example IBM OS/360, fikal tomu multiprogramming with a fixed number of tasks
(MFT). Pozdéji bylo zavedené multiprogramming with a variable number of tasks
(MVT).

Klasické problémy jsou vnitfni fragmentace a umist’'ovéni aplikaci do partitions, s
tim souvisi také problém relokace a ochrany dat.

Relokace se fesi bud’ bez podpory hardware, prostou tpravou bindrniho kédu ap-
likace, nebo s podporou hardware, pak je zpravidla k dispozici bazovy registr. B4-
zovy registr md jednu drobnou pfednost, tou je relokace za béhu aplikace.

Ochrana je moznd bud’ zavedenim prav ke strdnkdm, nebo omezenim adresového
prostoru.

Example IBM 360, pamét’ rozdélend na 4KB bloky, kaZzdy mél 4b kli¢ a pfiznak fetch
protect. P¥i ¢teni fetch protected stranky nebo pfi zdpisu libovolné stranky musel
mit program v registru PSW shodny kli¢. Registr PSW bylo mozZné nastavit pouze v
supervisor reZzimu.
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Example CDC Cyber 6000, each application had to be allocated a single partition,
starting at the address in Reference Address (RA) register, limit at the length in Field
Length (FL) register.

U fixed partitions bylo navic vidét, ze par malych aplikaci miize zablokovat systém
na netinosné dlouhou dobu, pokud je maly pocet partitions. Aby se tomu zabranilo,
zavedlo se periodické odkladdani procesti na disk (swapping).

U fixed partitions se také zacalo vice nardZet na situaci, kdy se program viibec
nevesel do fyzické paméti. Zavedlo se postupné nahrdvani ¢asti programu tak, jak
byly pouzivany (overlaying). BohuZel toto mirné zpomaluje volani procedur, mirné
zatéZuje programatora a nefesi problém velkého heapu.

Variable Partitions

ProtoZe fixed partitions maji vysokou vnitini fragmentaci, nejsou pro swapping p¥ilis
vhodné. Zavedly se tedy variable partitions, princip je zfejmy.

Problémem variable partitions je externi fragmentace, pfipadné také moZnost zmény
velikosti segmentti za béhu. Fragmentace by se mohla feSit setfasanim segmentt za
béhu, ale to se radéji nedéld, protoZe to dlouho trva a kviili relokaci to nemusi byt
trividlni. Example CDC Cyber 6000, mainframe ve vyrobé kolem 1970, jeho feritova

pamét’ se slovem sifky 60 bitti méla specidlni hardware, ktery umél pfesouvat pamét
rychlosti 40 MB za vtefinu. Relokace byla snadna diky adresaci bdzovym registrem.

Pfibyva samoziejmé také nutnost pamatovat si rozvrZeni variable partitions, coz je
problém, ktery se objevuje i v mnoha podobnych situacich, jako je sprdva heapu,
sprava paméti v kernelu, sprdva swapu.

Separating Multiple Processes

Zatim vSechno povidédni snad s vyjimkou overlaying pocitalo s tim, Ze se do fyzické
paméti vejde nékolik programu najednou. Situace je ale ob¢as opa¢nd, program se
viibec nemusi vejit. TakZe se vymyslela virtudlni pamét’, pfekvapivé uz nékdy kolem
1961.

Page Translation

Princip strankovani je v pohodé. Pamét’ se rozd€li na bloky stejné délky a udéla se
tabulka, kterd mapuje virtualni adresy na fyzické. Problém je samoziejmé v té tabulce

Tabulka musi byt schopna pokryt cely adresovy prostor procesu, pfipadné jich mtize
byt i vic pro vic procesti. To vede na problém s velikosti tabulky, pro adresové pros-
tory 32 bitd a stranky o velikosti 4KB zbyva 20 bitd adresy na &islo stranky, pii 4
bajtech na polozku vychézi tabulka kolem 4MB. To je moc, proto se délaji ...

* Vicetroviiové tabulky, kde neni potteba rezervovat prostor pro tabulku stranek
celé virtudlni paméti, ale jen pro pouZitou ¢ast, navic mohou byt ¢ésti tabulky také
strankovany:.

» Riizné velikosti stranek, kde je potfeba mensi pocet poloZek na namapovani ste-
jného objemu paméti.

+ Inverted page tables, které maji polozku pro kazdou fyzickou stranku, a jsou
tedy vlastné asociativni paméti, kterd vyhledava podle virtudlni adresy. Maji tu
vyhodu, Ze jejich velikost zavisi na velikosti fyzické paméti, nikoliv virtudlni,
oviem Spatné se prohledavaji. ProtoZe inverted page tables se prohledavaji
zpravidla hashovanim a feSit kolize v hardware by bylo ndkladné, jsou vedle
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operacni systém.

ProtoZe prohleddvani tabulek pifi kazdém pfistupu do paméti by bylo pomalé,
vymyslel se Translation Lookaside Buffer, ktery je ovSem (jako kazda asociativni
pamét’) nakladny. S TLB souvisi jesté dvé dtilezité véci, jedna je vyprazdnovani TLB
pfi pfepnuti adresového prostoru, druhd je idea nechat sprdvu a prohledavani
strdnkovacich tabulek vyhradné na operatnim systému a v hardware mit pouze
TLB.

Page Replacement

Nahrazovéni stranek je pochopitelné véda, jde o to vyhodit vzdycky tu spravnou
strdnku. Zjevnym kritériem je minimalizace po¢tu vypadki stranek za béhu aplikace,
tedy optimdlni algoritmus by vyhodil vZdycky tu stranku, kterd bude potfeba za ne-
jdelsi dobu. To se sice nedad pfedem zjistit, ale jde udélat jeden priichod programu
pro zméfeni vypadki stranek a dalsi uz s optimalnim strdnkovanim (pokud pro-
gram béZi deterministicky). Tento algoritmus slouZi spolu s algoritmem vybirajicim
ndhodnou stranku jako méfitko pro hodnoceni beznych algoritmti, které se vesmeés
snaZzi vyrobit néjakou smysluplnou predikci chovani programu podle locality of ref-
erence (ndhodny a optimdlni vybér stranky pfedstavuji limitni situace pro nulovou a
dokonalou predikci aplikace).

[Tady vypadaji moc pékné ty grafy, co vysly v ACM OS Review 10/97, je na nich
vidét chovani rtiznych druhti aplikaci pti p¥istupu k paméti. Tedy, moZna ne moc
pékné, ale na zacatku by asi nebylo Spatné je zminit.]

« First In First Out replaces the page that has been replaced longest time ago.

» Not Recently Used presumes that a read access to a page sets the accessed bit asso-
ciated with the page and that a write access to a page sets the dirty bit associated
with the page. The operating system periodically resets the accessed bit. When a
page is to be replaced, pages that are neither accessed nor dirty are replaced first,
pages that are dirty but not accessed are replaced second, pages that are accessed
but not dirty are replaced third, and pages that are accessed and dirty are replaced
last.

* One Hand Clock is a variant of Not Recently Used that arranges pages in a circular
list walked by a clock hand. The clock hand advances whenever page replacement
isneeded, a page that the hand points to is replaced if it is not accessed and marked
as not accessed otherwise.

« Two Hand Clock is a variant of Not Recently Used that arranges pages in a cir-
cular list walked by two clock hands. Both clock hands advance whenever page
replacement is needed, a page that the first hand points to is replaced if it is not
accessed, the page that the second hand points to is marged as not accessed. The
angle between the two hands determines the aggressivnes of the algorithm.

 Least Recently Used replaces the page that has been accessed longest time ago.
Since the information on when a page has been accessed last is rarely available, ap-
proximations are used. The algorithm exhibits very inappropriate behavior when
large structures are traversed.

* Least Frequently Used replaces the page that has been accessed least frequently
lately. Since the information on how frequently a page has been accessed lately is
rarely available, approximations are used. The algorithm exhibits very inappropri-
ate behavior when usage frequency changes.

U algoritmd, které nezohledriuji pouzivani paméti procesem, mtize dojit k Beladyho
anomadlii, totiZ v urcitych situacich se pfidanim frames zvysi pocet vypadki stranek.
Piikladem mitize byt tfeba algoritmus FIFO 012301401234 ve tfech a Ctyfech
strankach (je potfeba pocitat uz nacitani prvnich stranek jako vypadky).
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V systému s vice procesy to pak vypadd tak, Ze jsou namapovany néjaké mnoziny
strdnek pro kazdy proces. Algoritmy se daji aplikovat rtiznym zptisobem, klasické je
rozdéleni na lokalni aplikovani algoritmu v rdmci jednoho procesu a globélni ap-
likovani algoritmu v rdmci celého pocitate. MnoZiné stranek, které proces prave
pouziva, se fika working set, jeji obsah se méni tak, jak proces bézi. Ve chvili, kdy
béZzi ptili§ mnoho aplikaci, se jejich working sets do paméti nevejdou. Pak se vZdy
spusti proces, ktery potfebuje naswapovat néjakou stranku, tedy se najde obét’ a za-
¢ne se swapovat, mezitim se spusti jiny proces, ktery potiebuje naswapovat néjakou
strénku, a tak potdd dokola, takZe se nic neudéld. Rik4 se tomu thrashing.

U lokélnich algoritmt se daji 1épe poskytovat zaruky napiiklad realtime aplikacim
(protoZe se nestatne, Ze jedna aplikace sebere druhé pamét’), ale obecné vyhravaji
spi$ globéalni algoritmy, spolu s néjakym minimem stranek pro kazdy proces. Do vy-
hazovanych stranek se pak pocitaji také kernel caches. I globalni algoritmy vétsinou
funguji tak, Ze iteruji postupné pfes jednotlivé procesy, protozZe tim budou spis vyha-
zovat nejdfiv stranky z jednoho procesu a pak z daldtho, ¢imz zvysuji pravdépodob-
nost, Ze nékteré procesy budou mit v paméti cely working set.

Zminit memory mapped files a copy on write.
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Hardware Implementation

Intel IA32 Address Translation

Procesor mé dvé vrstvy adresace, jedna pfevddi logické adresy na linedrni a druha
prevadi linedrni adresy na fyzické. Prvni vrstvu zatim nechdme, pro strdnkovéni je
zajimava jen ta druha. Zakladni verze, logickd adresa 32 bitd, fyzicka adresa 32 biti.
Preklad simple, CR3 je base of page directory, prvnich 10 bit(i adresy offset, odtamtud
base of page table, druhych 10 bitt adresy offset, odtamtud base of page, zbylych 12
bitt adresy offset.

Directory entry ma krom 20 bitd base jesté 3 bity user data, jeden bit size, jeden bit
accessed, jeden bit cache disabled, jeden bit write through, jeden bit user /supervisor,
jeden bit read /write, jeden bit present.

Page entry ma krom 20 bith base jeSté 3 bity user data, jeden bit global, jeden bit
dirty, jeden bit accessed, jeden bit cache disabled, jeden bit write through, jeden bit
user/supervisor, jeden bit read /write, jeden bit present.

 Pokud je nastaven bit global, mapovéni dané stranky se povazuje za pfitomné ve
vSech adresovych prostorech a nevyhazuje se z TLB pii zméné CR3.

+ Pokud je nastaven bit page size, directory entry neukazuje na page table, ale rov-
nou na stranku, kterd je pak velkd 4 MB.

« Bity accessed a dirty nastavuje pfislusnym zptisobem procesor, pouzivaji se pro
page replacement algoritmy:.

« Bity s pravy a podobné jsou jasné, vic se stejné proberou na néjakém jiném pied-
métu.

» Kdyz je polozka not present, vSechny ostatni bity jsou user defined.
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No a aby se to pletlo, od Pentia Pro je jesté Physical Address Extension bit v CR4,
kdyz se nahodi tak jsou directory entry a page entry dlouhé 64 bitti, v CR3 se objevi
pointer na page directory pointer table a pfeklada se trojiroviiové, 2 bity z adresy do
pointer table, 9 bitt do directory table, 9 bitti do page table, 12 biti do page, nebo 2
bity do pointer table, 9 bitli do directory table, 21 biti do page. Fyzickd adresa je pak
36 bitt.

Intel IA64 Address Translation

Velikosti stranek 4, 8, 16, 64 a 256 KB a 1, 4, 16 a 256 MB. Virtudlni adresa 54 bit (51
bitd adresa, 3 bity region index), fyzickd adresa 44 bitd (ale aplikace vid{ virtualni
adresu 64 bitfi, 61 bitli adresa, 3 bity region index). Region index ukazuje na jeden
z osmi region registrti Sitky 24 bit(i, region je v podstaté address space a region in-
dex je ve virtudlni adrese proto, aby procesy mohly koukat do address space jinym
procestim.

Prekladd se pomoci TLB, polozka obsahuje krom adresy a regionu obvyklé bity
present, cacheable, accessed, dirty, access rights, nic zvlastniho. Pokud TLB
neobsahuje pieklad, hardware mtiZze prohledat jesté Virtual Hash Page Table, coz je
jednoduchd hash table pevného formatu. Pokud ani VHPT neobsahuje pfeklad,
hodi se fault a opera¢ni systém naplni TLB.

Zajimavy je systém ochran. Kazda polozka TLB obsahuje kli¢, pfi jejim pouZiti se
tento kli¢ hleda v Protection Key Registers, které obsahuji klice pridélené aktudlnimu
procesu. Pokud se kli¢ nenajde, hodi se Key Miss Fault (pro virtualizaci PKR), pokud
se najde, zkontroluje se, zda kli¢ nezakazuje read, write nebo execution access.

Také zajimavy je systém registrti. General purpose registers maji jména GRO az GR31.
Ty jsou jako vsude jinde. Krom nich jsou jesté k dispozici registry GR32 az GR127,
které fungujf jako register stack. Z register stacku je ¢ast vyhrazena jako input area,
¢ast jako local area, ¢ast jako output area. Pfi volani procedury se z output area vola-
jictho stane input area volaného, velikost local area a output area volaného je 0, po-
moci instrukce alloc se pak dé nastavit local a output area, simple. Pokud dojde téch
96 registrli procesoru, které se interné pouzivaji jako cyklicky buffer, existuje extra
stack BSP, na ktery se uklada, co se nevejde.

Motorola 680x0 Address Translation

Ze 32 bitli adresy je 7 bitt pointer do root table (registry URP a SRP obsahuji user a
supervisor root table pointer), 7 pointer do pointer table, 5 nebo 6 pointer do page
table, zbyte pointer do strdnky (8 nebo 4 KB, podle bitu P registru TCR). Také je k
dispozici moznost vymezit ¢tyFmi TTR registry ¢tyfi bloky virtudlnich adres, které
se nepfekladaji. Jinak umi v podstaté vSechno co Intel, s jednou véci navic, totiz di-
rectory table mtize krom normaélniho page descriptoru obsahovat jesté indirect page
descriptor, ktery ukazuje na skute¢ny descriptor ulozeny nékde jinde v paméti. To se
hodi pokud se jedna strdnka sdili na vice virtudlnich adresach, pak totiz mtze stéle
mit jen jeden dirty bit.

[Obrazek prekladu je v MC68060 User’s Manual, Section 4 Memory Management
Unit. Mélo zajimavy je obrdzek 4-1, ktery jen ukazuje, Ze se oddéluje adresové a da-
tové cache, TLB se fikd ATC a maji 64 polozek stupné asociace 4 kazda. Obrazek 4-4
ukazuje format translation control registru. Obrazek 4-5 ukazuje format transparent
translation registr(i. Obrdzek 4-7 ukazuje rozdéleni virtudlni adresy. Obrazky 4-10 a
4-11 ukazuji format strankovacich tabulek, G je global, U je accessed, M je dirty, W
je read only, CM je cache, PDT a UDT jsou typy polozky s hlavni funkci rozliSeni
present. Obrazek 4-12 ukazuje pifiklad prekladu adresy. Obrazek 4-13 ukazuje pfik-
lad prekladu adresy sdilené stranky. Obréazek 4-14 ukazuje pfiklad pfekladu adresy
copy on write stranky. Obrazek 4-19 vysvétluje strukturu ¢aste¢né asociativni TLB.]

[Obrazek cache je v MC68060 User’s Manual, Section 5 Caches. Obrazek 5-4
vysvétluje strukturu ¢aste¢né asociativni cache. Cache dovoluje ¢tyfi rezimy prace,
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write through cachuje ¢teni a zapisuje data rovnou, copy back cachuje cteni
i zapis, inhibited ¢te i zapisuje data rovnou, ve verzi precise zaruuje poradi
pristupu shodné s pofadim instrukci, ve verzi imprecise dovoluje nékterym ¢tenfm
predbéhnout zépisy.]

MIPS32 Address Translation

Tohle se zna z Nachosu. Na ¢ipu je pouze TLB se 48 polozkami, kazda polozka ma-
puje dvé stranky o velikosti od 4 KB do 16 MB po ¢tyifndsobcich. V poloZce je jeden
address space ID (porovndva se s ASID v CP0) a jedna virtudlni adresa, dvé fyz-
ické adresy pro sudou a lichou stranku (smart protoze se porovndva podle virtudlni
adresy), pro virtudlni adresu maska (urcuje velikost) a flag global (ignoruje se ASID),
pro kazdou stranku dirty a valid flag a detaily pro fizeni cache coherency, nezaji-
maveé.

Pro naplnéni polozky TLB je k dispozici extra instrukce, mtiZe bud’ naplnit ndhodnou
polozku nebo vybranou. Ndhoda se odvozuje od poé¢itani instrukénich cyklt, také je
k dispozici wired TLB entry index registr, ktery ¥ikd, do kolika prvnich polozek TLB
se ndhoda nem4 strefovat.

Mimochodem je to vSechno dost zjednodusené, ale nevadi, podstatny je address
translation mechanism a ten je popsany presné. Jinak existuji varianty tohoto pro-
cesoru, které maji zjednodusenou MMU.

[Hezky obrézek je v MIPS32 4K Processor Core Family Software User’s Manual
(MIPS32-4K-Manual.pdf), Memory Management 3.3 Translation Lookaside Buffer]

Alpha Address Translation

Procesor od Compaqu, z ndvodu pro Alpha 21264. Virtudlni adresa 48 nebo 43 bitti
(podle bitu v registru I_CTL), fyzicka adresa 44 bithi (nejvyssi bit je 0 pro pamét’ a 1
pro zafizeni). TLB pro instrukce a pro data s round robin alokaci, kazda 128 bitti, ma-
puji 8 KB stranky bud’ po jedné, nebo po skupiné 8, 64 nebo 512, s 8 bity ID procesu.
S TLB pracuje takzvany PAL (Privileged Architecture Library) code, coz je v podstaté
privilegovany kéd blizky mikrokédu, ktery je uloZeny v normalni paméti.

Zajimavé je feSené vyhazovani polozek z TLB. Procesor ma registry ITB_IA, ITB_IS,
DTB_IAP, DTB_IA a DTB_IS. Zapis do ?TB_IA vyhodi z datové nebo instrukéni TLB
vSechny polozky, DTB_IAP vyhodi vSechny polozky daného procesu, ?TB_IS vyhodi
vSechny polozky tykajici se zapisované adresy.

Tenhle hrtizny procesor ma dokonce i virtudlni registry. BézZné registry se jmenuji RO
az R31, ale kdyz je programétor pouZziva, pfemapuji se na interni registry procesoru
tak, aby se minimalizoval pocet faleSnych write-after-read a writer-after-read zavis-
losti mezi instrukcemi v pipeline.

[Zd4 se, Ze zZadné pékné obrazky nejsou.]

UltraSparc Address Translation

Je velmi podobnd MIPS procesortim, s délkami stranek 8, 64, 512 a 4096 KB, virtudlni
adresa 44 bitti (ale rozdélend na dvé poloviny na zacatku a konci prostoru 64 bitti),
fyzicka adresa 41 bitti. Opét je k dispozici kontext uréujici kterému procesu patii
polozka TLB, bit na jeho ignorovani u globalnich mapovéni, page size ve dvou bitech,
z dal$ich je tfeba bit indikujici endianness dat uloZenych na dané strance (jmenuje
se IE od Invert Endianness, dalsf tidaj o endianness je v address space ID, dalsi v
instrukci).

vvvvv

TLB miss se z registrt MMU d4 vyc¢ist adresa do translation table v paméti, kde by



Chapter 3. Memory Management

podle jednoduchych hash rules méla byt potfebnd polozka TLB. Pokud tam je, MMU
ji umi na pokyn od handleru naéist do TLB.

[Obrazky UltraSparc 2 User’s Manual, Chapter 15 MMU Internal Architecture.
Obréazek 15-1 ukazuje format polozky TLB, CONTEXT je address space ID, V je
valid, NFO je cosi, IE je invert endianness, L je lock entry, P je privileged, W je read
only, G je global. Obrédzek 15-2 ukazuje formét translation table v paméti, split ¥ika
jestli se budou 8k a 64k stranky hashovat spole¢né nebo ne.]

ARM Address Translation

Rada procesorti od ARM, z ndvodu pro ARM10E. Instrukéni a datova TLB, kazd4 64
polozek, tabulka stranek podporovand hardware MMU. Umi stranky o velikosti 1, 4,
16, 64 a 1024 kB, pro zmateni nepfitele jim fikd tiny pages, small pages, large pages
a sections, nékteré umi délit do ¢ty subpages. Tabulka stranek je dvoutroviiova az
na velikosti stranek 1024 kB. Ochrany jsou feSeny zavedenim 16 domén, v 16 reg-
istrech jsou popsdna prédva supervisor a user procesti k doméné, kazda stranka patii
do néjaké domény. Je také mozné pouzivat pouze TLB.

[Obrazky ARM 1022E Technical Reference Manual, Chapter 4 Memory Management
Units. Obréazek 4-1 ukazuje pfeklad adresy. Obrdzek 4-3 ukazuje format polozky
strankovaci tabulky trovné 1. Obrazek 4-5 ukazuje forméat polozky strankovaci tab-
ulky tirovné 2. C je cacheable, B je write back bufferable, AP je cosi co rozliSuje sub-
pages, SBZ should be zero :). Nejsou bity accessed a dirty, nepfedpoklada se paging.]

Dalsi zajimavé vlastnosti procesoru. V kédu vsech instrukei je mozné uvést pod-
minku, kdy se ma provést, coZ odstrariuje nutnost branch prediction a nebezpeci
prediction misses pro malé vétve kédu.

Software Implementation
To be done.

Krom obvyklych problémid s piistupem ke sdilenym strukturdm maji
viceprocesorové systémy problémy jesté v situacich, kdy jednotlivé procesory
cachuji informace souvisejici s memory managementem. Dvé situace:

* Mapovani v TLB. Pokud se zméni address space mapppings, na uniprocesoru se
flushuje TLB. Na multiprocesorech je potfeba flushnout TLB na vSech procesorech,
z toho vyplyva nutnost synchronizace pfi zméné mapovéni, a to je pomalé. Trikem

se to dé Tesit tfeba u R4000, kde se procesu prosté posune ASID, ¢imZ se invalidujf
vsechny jeho polozky v TLB.

* Virtual address caches. Vétsina caches sice pouziva fyzické adresy, ale protoze
hardware s caches na virtudlni adresy miize béZet rychleji, obcas se také objevi.
Tam je pak stejny problém jako u TLB.

Example: Linux

HAL jako rozhrani, které zpfistuptiuje memory manager dané platformy, zbytek ker-
nelu pfedpokldda trojuroviiové strankovani. [Linux 2.4.20 napfiklad /include/asm-
i386/pgtable-2level.h a /include/asm-i386/pgtable-3level.h] [Linux 2.6.9 napfiklad
pgtable-2level.h a pgtable-2level-defs.h a pgtable-3level.h a pgtable-3level-defs.h a
pgtable.h v /include/asm-i386] Neznamena to, Ze by se néjak simulovaly 3 trovné
kernelu pro 2 tirovné procesoru, prosté se v makrech fekne, Ze ve druhé trovni je jen
1 poloZzka.

Fyzické stranky se eviduji strukturami struct page {} mem_map_t v seznamu
mem_map, jako algoritmus pro vybér obéti se zifejmé pouzivd LRU, bez bliZsich
detaildi, protoZe kernel vypadad vselijak. [Linux 2.4.20 /include/linux/mm.h]
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Fyzické stranky jsou pfifazeny do zon, které odrdZeji omezeni pro nékteré rozsahy
fyzické paméti, napiiklad ZONE_DMA, ZONE_NORMAL, ZONE_HIGHMEM.
Zény maji seznamy volnych strdnek per CPU, aby nedochézelo ke kolizim na
multiprocesorech. V kazdé z6né jede néco, ¢emu autofti fikaji LRU, kéd pro zdjemce
hlavné v [Linux 2.6.9 /mm/vmscan.c]. [Linux 2.6.9 /include/linux/mmzone.h]

Pro kazdy proces se pamatuje mapa jeho adresového prostoru ve struktufe
mm_struct [Linux 2.4.22 /include/linux/sched.h], které je seznamem struktur
vm_area_struct [Linux 2.4.22 /include/linux/mm.h]. Kazda area ma zacatek, délku,
flagy (code, data, shared, locked, growing ...) a pfipadné associated file. Potfebné
areas se vytvoff pfi startu procesu, uzivatel pak mize volat uz jen péar syscalls jako
mmap pro memory mapped files (dnes jiz v podstaté bézna zaleZitost) a shared
memory (rovnéZ nic nového pod sluncem) nebo brk pro nastaveni konce heapu. Nic
moc. [Linux 2.4.20] [Linux 2.6.9]

[Mel Gorman: Understanding The Linux Virtual Memory Manager]

Example: Solaris

Klasické rozdéleni na HAL, protoZe je potfeba nezavislost na platformé, pak spravce
segmetl a spravce adresovych prostort. Mapa paméti klasicky kod, heap, stack.
Stack roste on demand.

Kazdy segment ma svého spravce, v podstaté virtudlni metody pro typy segmentd,
hlavni je seg_vn driver pro vnodes souborfi, seg_kmem pro nestrankovatelnou
pamét’ kernelu, seg_map pro vnodes cache. Kazdy sprdvce umi advise (jak se bude
pfistupovat k segmentu), checkprot (zkontrolovani ochrany), fault (handle page
fault na dané adrese), lockop (zamknuti a odemknuti stranek), swapout (zZadost o
uvolnéni co nejvice strdnek), sync (Zddost o uloZeni dirty strdnek) a samozfejmé
balik dalsich.

Spravce seg vn umi mapovat soubory jako shared nebo private. Pfi private
mapovani se pouzivd copy on write, ktery p¥i zdpisu pfemapuje stranku do
anonymni paméti. Jako drobné rozhodnuti, kdyZ je dost paméti, vyhradi se nové
strdnka a nakopiruji se data, kdyZ ne, pouZzije se sdilend strdnka, kterd tim padem
prestane byt sdilena.

Anonymni pamét’ je zajimavd, pfi prvnim pouZiti je automaticky zero filled, coZ je
dilezité. Spravuje ji swapfs layer, ktery ale nefunguje pfimocare tak, Ze by si pro
kazdou stranku pamatoval pozici ve swap partition. Kdyby to tak totiz bylo, spotfe-
bovéaval by se swap jesté nez by se viibec zacalo strdnkovat, takZe misto toho je ke
kazdé anonymni strance struktura anon_map, kterd si v pfipadé vyswapovani za-
pamatuje pozici na disku. Prostor swapu je rezervovan, ale nikoliv alokovén, uz v
okamziku alokace stranky, coz dovoluje synchronni hldseni out of memory (do dos-
tupného swapu se pocitd i nezamcend fyzické pamét’). Pry nap¥iklad AIX tohle nema
a out of memory se hlasi signdlem.

Velmi zajimava je také integrace spravce souborli se spravcem paméti. Jednak
kvili pamétové mapovanym soubort, ale hlavné kviili cache. Aby se zabranilo
sémantickym chybam prfi pfistupu k soubortim soucasné pomoci read a write a
pomoci mmap, implementuje se read a write interné jako mmap do kernel bufferu.
Kdyz se takovy buffer uvolni, strdnka se sice eviduje jako volnd, ale zistane
informace o tom, ktery vnode a offset obsahovala, takZe aZ do té doby, neZ ji nékdo
pouZije, je soucasti cache a da se znovu pouzit. Kvili tomu se udrZzuje hash stranek
podle vnode a offsetu.

Page reclaim algoritmus je hodinovy se dvémi rucickami, spousti se tim vic, ¢im vic
dochézi pamét’, vzdalenost a rychlost obihadni se nastavuje v konfiguraci kernelu pfi
bootu. Zajimavy efekt nastal, kdyZ se integroval spravce souborti a sprdvce paméti
a zacaly byt rychlé disky, totiz kdyZ se zaplni cache a hleda se obét’' pro vyhozeni,
ruci¢ky za¢nou obihat pfilis rychle (p¥i dnesnich discich desitky, v pfipadé diskovych
poli stovky MB za vtefinu, coZ znamend, Ze se i bity o pfistupu nuluji v fddech vtefin)
a tedy zacnou pfilis agresivné vyhazovat stranky programd, protoZe ty je prosté za
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tak kratkou dobu nestihnou pouZit. Solaris 7 tak upfednostiiuje cache pfed strankami
programti, dokud mu neza¢ne dochédzet pamét, Solaris 8 uz déld néco tplné jiného,
o ¢em nemdam informace.

Jako jind zajimava funkce existuji watchpoints, moZznost dostat signal p¥i p¥istupu na
konkrétni adresu, ovldda se pres /proc file systém, tady jen pro zajimavost.

Detaily. Na thrashing se reaguje vyswapovanim celého procesu. Déla se page color-
ing kvtili caches. Shared pages se nevyhazuji dokud to neni nutné. Kernel allocator
déla slaby, coz jsou bloky dané délky, umi reuse uZz inicializovanych objektti, dalsi
info skipped.

[Mauro, McDougall: Solaris Internals, ISBN 0-13-022496-0]

Example: Mach And Spring

O lepsi memory manager se pokusil napifiklad Mach, do relativné dokonalé podoby
byl cely mechanismus dotazen ve Springu. Da se dobfe odpfednéset podle technical
reportu z Evry.

Interné md velmi podobnou strukturu jako Spring také Unix SVR4, ale tam nenf p¥is-
tupnd uZivateli. Memory objektiim se fikd segments, pagery jsou reprezentované
pomoci vnodes pokud pfistupuji k objekttim file systému, krom nich existuje jesté
anonymous pager pro memory objekty, které pfimo neodpovidaji Zdidnému objektu
file systému.

Example: Cluster Memory Management

It can be observed that reading a page from a disk is not necessarily faster than read-
ing a page from a network. It can also be observed that physical memory of a system
is rarely used in its entirety except for caches. These two observations give rise to
the idea of using spare physical memory of a cluster of systems instead of a disk for
paging.

A prototype of a cluster memory management has been implemented for OSF/1 run-
ning on DEC Alphas connected by ATM. The prototype classifies pages on a sys-
tem node as local or global depending on whether they are accessed by this node or
cached for another node. The page fault algorithm of the prototype distinguishes two
major situations:

« The faulted page for node X is cached as global on another node Y. (The page can
be fetched from network, a space for it has to be made on X.) The faulted page from
Y is exchanged for any global page on X. If X has no global page, a LRU local page
is used instead.

+ The faulted page for node X is not cached as global on any node. (The page must be
fetched from disk, a space for it has to be made in cluster and on X.) A cluster wide
LRU page on another node Y is written to disk. Any global page on X is written
to Y. If X has no global page, a LRU local page is used instead. The faulted page is
read from disk, where all pages are stored as a backup in case a node with global
pages becomes unreachable.

To locate a page in the cluster, the prototype uses a distributed hash table. For each
page in the cluster, the table contains the location of the page. Each node in the cluster
manages part of the table.

To locate a cluster wide LRU page, the prototype uses a probabilistic LRU algorithm.
The lifetime of the cluster is divided into epochs with a maximum epoch duration
and a maximum eviction count. Each epoch, a coordinator is chosen as the node with
most idle pages from the last epoch. The coordinator collects summary of page ages
from each node in the cluster and determines the percentage of oldest pages within
the maximum eviction count on each node in the cluster. The coordinator distributes
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this percentage to each node in the cluster and appoints a coordinator for the next
epoch. Each eviction, a node is chosen randomly with the density function using the
distributed percentages, the node then evicts LRU local page.

[ Michael J. Feeley, William E. Morgan, Frederic H. Pighin, Anna R. Karlin, Henry M.
Levy, Chandramohan A. Thekkath: Implementing Global Memory Management in a
Workstation Cluster ]

What Is The Interface
To be done.

Rehearsal
Questions

1. Internal fragmentation leads to poor utilization of memory that is marked as
used by the operating system. Explain how internal fragmentation occurs and
how it can be dealt with.

2. External fragmentation leads to poor utilization of memory that is marked as
free by the operating system. Explain how external fragmentation occurs and
how it can be dealt with.

3. Explain how memory virtualization through paging works and what kind of
hardware and operating system support it requires.

4. At the level of individual address bits and entry flags, describe the process of
obtaining physical address from virtual address on a processor that only has
the Translation Lookaside Buffer. Explain the role of the operating system in
this process.

Hint: Do not concentrate on the addresses alone. The address translation process
also reads and writes some flags in the entries of the Translation Lookaside Buffer.

A thorough answer should also explain the relationship between the widths of the
address fields and the sizes of the address translation structures.

5. At the level of individual address bits and entry flags, describe the process of
obtaining physical address from virtual address on a processor that supports
multilevel page tables. Explain the role of an operating system in this process.

Hint: Do not concentrate on the addresses alone. The address translation process
also reads and writes some flags in the entries of the multilevel page tables.

A thorough answer should also explain the relationship between the widths of the
address fields and the sizes of the address translation structures.

6. Explain the relation between the page size and the size of the information
describing the mapping of virtual addresses to physical memory and list the
advantages and disadvantages associated with using smaller and larger page
sizes.
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. List the advantages and disadvantages of using multilevel page table as a data

structure for storing the mapping of virtual to physical memory.

. List the advantages and disadvantages of inverse page table as a data structure

for storing the mapping of virtual to physical memory.

. Explain what a Translation Lookaside Buffer is used for.
10.

Describe the hardware realization of a Translation Lookaside Buffer and ex-
plain the principle and advantages of limited associativity.

How does the switching of process context influence the contents of the Trans-
lation Lookaside Buffer ? Describe ways to minimize the influence.

Provide at least two criteria that can be used to evaluate the performance of a
page replacement algorithm.

Explain the principle of the First In First Out page replacement algorithm and
evaluate the feasibility of its implementation on contemporary hardware along
with its advantages and disadvantages.

Explain the principle of the Not Recently Used page replacement algorithm
and evaluate the feasibility of its implementation on contemporary hardware
along with its advantages and disadvantages.

Explain the principle of the Least Recently Used page replacement algorithm
and evaluate the feasibility of its implementation on contemporary hardware
along with its advantages and disadvantages.

Explain the principle of the Least Frequently Used page replacement algorithm
and evaluate the feasibility of its implementation on contemporary hardware
along with its advantages and disadvantages.

Explain what is a working set of a process.

Explain what is a locality of reference and how it can be exploited to design or
enhance a page replacement algorithm.

Explain what is thrashing and what causes it. Describe what can the operating
system do to prevent thrashing and how can the system detect it.

Explain the concept of memory mapped files.

Explain the priciple of the copy-on-write mechanism and provide an example
of its application in an operating system.

Exercises

1.

Consider a system using 32 bit virtual and 32 bit physical addresses. Choose
and describe a way the processor in this system should translate virtual ad-
dresses to physical. Choose a page size and explain what kind of operation is
the page size well suited for.

Design a data structure for mapping virtual addresses to physical and describe
in detail all the records used in the structure. When designing the data struc-
ture, take into account the choice of the address translation mechanism and
explain why is the resulting data structure well suited for the system.

Describe the involvement of the operating system in the process of translating
a virtual address to physical (if any), and provide a sketch of the algorithms
for handling a page fault and selecting a page for eviction.

Hint: Among other things, approaches to address translation differ in the range
of exceptions that the operating system must handle. These might include access
protection exception, address translation exception, page fault exception. Does
your description of the operating system involvement cover all the exceptions ap-
plicable in the chosen approach to address translation ?
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Besides the addresses, the data structure for address mapping typically contains
many other fields that control access protection or help page replacement. Is your
description of the data structure detailed enough to include these fields ?

2. Consider the previous example except the system is using 32 bit virtual and 36
bit physical addresses.

3. Consider the previous example except the system is using 54 bit virtual and 44
bit physical addresses.

Allocation Within A Process

90

Process Memory Layout

A typical process runs within its own virtual address space, which is distinct from the
virtual address spaces of other processes. The virtual address space typically contains
four distinct types of content:

» Executable code. This part of the virtual address space contains the machine code
instructions to be executed by the processor. It is often write protected and shared
among processes that use the same main program or the same shared libraries.

« Static data. This part of the virtual address space contains the statically allocated
variables to be used by the process.

» Heap. This part of the virtual address space contains the dynamically allocated
variables to be used by the process.

« Stack. This part of the virtual address space contains the stack to be used by the pro-
cess for storing items such as return addresses, procedure arguments, temporarily
saved registers or locally allocated variables.

Each distinct type of content typically occupies one or several continuous blocks of
memory within the virtual address space. The initial placement of these blocks is
managed by the loader of the operating system, the content of these blocks is man-
aged by the process owning them.

The blocks that contain executable code and static data are of little interest from the
process memory management point of view as their layout is determined by the com-
piler and does not change during process execution. The blocks that contain stack and
heap, however, change during process execution and merit further attention.

While the blocks containing the executable code and static data are fixed in size, the
blocks containing the heap and the stack may need to grow as the process owning
them executes. The need for growth is difficult to predict during the initial placement
of the blocks. To avoid restricting the growth by placing either heap or stack too close
to other blocks, they are typically placed near the opposite ends of the process virtual
address space with an empty space between them. The heap block is then grown
upwards and the stack block downwards as necessary.

When multiple blocks of memory within the virtual address space need to grow as
the process owning them executes, the initial placement of the blocks becomes a prob-
lem. This can be partially alleviated by using hardware that supports large virtual
addresses, where enough empty space can be set aside between the blocks without
exhausting the virtual address space, or by using hardware that supports segmenta-
tion, where blocks can be moved in the virtual address space as necessary.
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Example: Virtual Address Space Of A Linux Process

In Linux, the location of blocks of memory within the virtual address space of a pro-
cess is exported by the virtual memory manager of the operating system in the maps
file of the proc filesystem.

> cat /proc/self/maps

00111000-00234000 r—xp 00000000 03:01 3653725 /1ib/1libc-2.3.5.s0
00234000-00236000 r—-xp 00123000 03:01 3653725 /1lib/1libc-2.3.5.s0
00236000-00238000 rwxp 00125000 03:01 3653725 /1ib/1libc-2.3.5.s0
00238000-0023a000 rwxp 00238000 00:00 O

007b5000-007c£000 r—xp 00000000 03:01 3653658 /1ib/1d-2.3.5.s0
007c£000-007d0000 r—xp 00019000 03:01 3653658 /1ib/1d-2.3.5.s0
007d0000-007d1000 rwxp 0001a000 03:01 3653658 /1ib/1d-2.3.5.s0
008ed000-008ee000 r—xp 008ed000 00:00 O [vdso]
08048000-0804d000 r—xp 00000000 03:01 3473470 /bin/cat
0804d000-0804e000 rw-p 00004000 03:01 3473470 /bin/cat
09ab8000-09ad9000 rw-p 09ab8000 00:00 O [heap]
b7d88000-b7£88000 r—-p 00000000 03:01 6750409 /usr/lib/locale/locale-archive

b7£88000-b7£89000 rw-p b7£88000 00:00 O
b7£96000-b7£97000 rw-p b7£96000 00:00 O
bfd81000-bfd97000 rw-p bfd81000 00:00 O [stack]

The example shows the location of blocks of memory within the virtual address space
of the cat command. The first column of the example shows the address of the blocks,
the second column shows the flags, the third, fourth, fifth and sixth columns show
the offset, device, inode and name of the file that is mapped into the block, if any.
The blocks that contain executable code are easily distinguished by the executable
flag. Similarly, the blocks that contain read-only and read-write static data are easily
distinguished by the readable and writeable flags and the file that is mapped into the
block. Finally, the blocks with the readable and writeable flags but no file contain the
heap and the stack.

The address of the blocks is often randomized to prevent buffer overflow attacks
on the process. The attacks are carried out by supplying the process with an input
that will cause the process to write past the end of the buffer allocated for the input.
When the bulffer is a locally allocated variable, it resides on the stack and being able
to write past the end of the buffer means being able to modify return addresses that
also reside on the stack. The attack can therefore overwrite some of the input buffers
with malicious machine code instructions to be executed and overwrite some of the
return addresses to point to the malicious machine code instructions. The process
will then unwittingly execute the malicious machine code instructions by returning
to the modified return address. Randomizing the addresses of the blocks makes this
attack more difficult.

Stack

The process stack is typically used for return addresses, procedure arguments, tem-
porarily saved registers and locally allocated variables. The processor typically con-
tains a register that points to the top of the stack. This register is called the stack pointer
and is implicitly used by machine code instructions that call a procedure, return from
a procedure, store a data item on the stack and fetch a data item from the stack.

The use of stack for procedure arguments and locally allocated variables relies on the
fact that the arguments and the variables reside in a constant position relative to the
top of the stack. The processor typically allows addressing data relative to the top of
the stack, making it possible to use the same machine code instructions to access the
procedure arguments and the locally allocated variables regardless on their absolute
addresses in the virtual address space, as long as their addresses relative to the top
of the stack do not change.
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Allocating the block that contains stack requires estimating the stack size. Typically,
the block is allocated with a reasonable default size and an extra page protected
against reading and writing is added below the end of the allocated block. Should
the stack overflow, an attempt to access the protected page will be made, causing an
exception. The operating system can handle the exception by growing the block that
contains stack and retrying the machine code instruction that caused the exception.

A multithreaded program requires as many stacks as there are threads. This makes
placing the block that contains stack more difficult with respect to growing the block
later, unless segmentation or split stack is used.

Example: Stack On Intel 80x86 Processors

The Intel 80x86 processors have a stack pointer register called Esp . The CALL
machine code instruction decrements the Esp register by the size of a return ad-
dress and stores the address of the immediately following machine code instruction
to the address pointed to by the ESp register. Symetrically, the RET machine code
instruction fetches the stored return address from the address pointed to by the Esp
register and increments the ESP register by the size of a return address. The PUSH

and POP machine code instructions can be used to store and fetch an arbitrary
register to and from the stack in a similar manner.

Note that the stack grows towards numerically smaller addresses. This simplifies
the process memory management when only one stack block is present, as it can
be placed at the very end of the virtual address space rather than in the middle of
the virtual address space, where it can collide with other blocks that change during
process execution.

To address the stack content, the Intel 80x86 processors have a base pointer register
called EBP . The EBP register is typically set to the value of the ESP register
at the beginning of a procedure, and used to address the procedure arguments and
locally allocated variables throughout the procedure. Thus, the arguments are located
at positive offsets from the EBP register, while the variables are located at negative
offsets from the EBP register.

void SomeProcedure (int anArgument)

{

int aVariable;

aVariable = anArgument;
}
SomeProcedure:
push ebp ;save original value of EBP on stack
mov ebp, esp ;store top of stack address in EBP
sub esp, 4 ;allocate space for aVariable on stack
mov eax, [ebp+8] ; fetch anArgument into EAX, which is
;8 bytes below the stored top of stack
mov [ebp-4],eax ;store EAX into aVariable, which is
;4 bytes above the stored top of stack
mov esp, ebp ;free space allocated for aVariable
pop ebp jrestore original value of EBP
ret jreturn to the caller

In the example, the stack at the entry to SomeProcedure contains the return address
on top, that is 0 bytes above the value of ESP , and the value of anArgument one
item below the top, that is 4 bytes above the value of ESP .Saving the original value
of EBP stores another 4 bytes to the top of the stack and therefore decrements the
value of ESP by another 4 bytes, this value is then stored in EBP . During the ex-
ecution of SomeProcedure, the value of anArgument is therefore 8 bytes above the
value of EBP . Note that the machine code instructions used to access the procedure
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arguments and the locally allocated variables do not use absolute addresses in the
virtual address space of the process.

Heap

The process heap is used for dynamically allocated variables. The heap is stored in
one or several continuous blocks of memory within the virtual address space. These
blocks include a data structure used to keep track of what parts of the blocks are
used and what parts of the blocks are free. This data structure is managed by the heap
allocator of the process.

In a sense, the heap allocator duplicates the function of the virtual memory man-
ager, for they are both responsible for keeping track of blocks of memory. Typi-
cally, however, the blocks managed by the heap allocator are many, small, short-lived
and aligned on cache boundaries, while the blocks managed by the virtual memory
manager are few, large, long-lived and aligned on page boundaries. This distinction
makes it possible to design the heap allocator so that it is better suited for managing
blocks containing dynamically allocated variables than the virtual memory manager.
Usually, the heap allocator resides within a shared library used by the processes of
the operating system. The kernel of the operating system has a separate heap alloca-
tor.

Heap Allocators

Obvyklymi pozadavky na alokétor jsou rychlost (schopnost rychle alokovat a uvolnit
pamét’), ispornost (mald reZie dat alokatoru a mald fragmentace) funkénost (resiz-
ing, align, zero fill).

Alokatory eviduji volnou a obsazenou pamét’ zpravidla bud’ pomoci seznamti nebo
pomoci bitmap. Bitmapy maji dobrou efektivitu pfi alokaci blokt velikosti blizké je-
jich granularité, nevyhodou je interni fragmentace, taky se v nich blbé hleda volny
blok poZadované délky. U linked lists asi taky neni co dodat, reZie na seznam, ex-
terni fragmentace, sekven¢ni hledani, oddélené seznamy plnych a prazdnych blokd,
zvlastni seznamy blokt obvyklych velikosti aka zones, scelovani volnych blokii.

Pfi alokaci nového bloku je mozné pouzit nékolik strategii. Nejjednodussi je first fit,
pfipadné modifikace next fit. Dal$im je best fit, ktery ovsem vytvari malé volné bloky.
Zkusil se tedy jesté worst fit, ktery také nebyl nic extra. Udrzovani zvlastnich sez-
namt ¢astych velikosti se nékdy nazyvd quick fit. Sem asi patfi i buddy system, to
jest déleni partitions na polovi¢ni tseky u seznam blokti obvyklych velikosti, prob-
lém s reZii blokt délek pfesné mocnin dvou.

Statistiky overheadu pro konkrétni aplikace uvadéji 4% pro best fist, 7% pro first fit
na FIFO seznamu volnych blokti, 50% pro first fit na LIFO seznamu volnych bloki,
60% pro buddy system.

[M. S. Johnstone & P. R. Wilson: The Memory Fragmentation Problem Solved, ACM
SIGPLAN 34/3,3/1999]

Podivat se na [P. R. Wilson & M. S. Johnstone & M. Neely & D. Boles: Dynamic Stor-
age Allocation A Survey And Critical Review, International Workshop on Memory
Management, September 1995, ftp://ftp.cs.utexas.edu/pub/garbage/allocsrv.ps]

Buddy system. Vyhodou buddy systému ma byt zejména to, Ze se pfi uvolnovani
bloku da snadno najit kandidat na spojeni do vétsiho volného bloku. Nevyhodou je
potencialné vysoka interni fragmentace, dana pevnou sadou délek bloku.

Implementace buddy systému potiebuje nékde uschovavat informace o blocich a sez-
namy volnych bloki. To se da délat napfiklad v hlavi¢kdch u samotnych blokd, ¢imz
jsou vlastni bloky o néco mensi, ale v hlavi¢ce neni potfeba pfili§ mnoho informaci.
Alternativné se vedle alokované paméti umisti bitmapa s jednim bitem pro kazdy
blok a kazdou troven buddy systému.
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Mimochodem, kdyZ uz jsme u toho, multiprocesorové systémy maji u alokétort
podobné problémy jako pldnovace nad ready frontou, tedy p#ili§ mnoho soubéhii
je zpomaluje. Proto se délaji hierarchické alokatory, local free block pools, které se v
piipadé potieby prelévaji do global free block poolu.

Example: dimalloc Heap Allocator

dlmalloc is a general purpose allocator written and maintained by Doug Lea since
1992. It was used in early versions of GNU LibC and other allocators, such as ptmal-
loc or nedmalloc, are derivations. The allocator is suitable for workloads with block
sizes from tens of bytes and few concurrent allocations. The current description is for
version 2.8.6 from August 2012.

Internally, the allocator distinguishes three ranges of block sizes. '

« For blocks of less than 256 bytes, the allocator keeps an array of linked lists called
bins. Each bin contains free blocks of one particular size, from minimum block size
of 16 bytes to 256 bytes in steps of 8. Requests for blocks in this range are satisfied
from the bins using exact fit. If exact fit is not available, the last best fit block that
was split is used.

« For blocks between 256 bytes and 256 kilobytes, the allocator keeps an array of bins
for ranges of sizes in powers of two. Each bin is a binary trie whose elements are
lists of blocks of equal size. In earlier versions, each bin was a sorted list of blocks.
Best fit is used for allocation from bins.

« Finally, mmap is used to allocate blocks larger than 256 kilobytes if free block is not
available.

Both free and allocated blocks, called chunks, have headers and footers. Free blocks
also carry trie or list references where allocated blocks store user data. This simplifies
management of allocator structures as well as block splitting and coalescing opera-
tions.

chunk +------- - - - --- - ——— +
| Size of previous chunk (if P = 0) |
o +———+
e ————————————— t——+ | P |
| Size of this chunk | 1 | +=——+

data +-—-——"——""""""""""""" == t———t————- +
\ \
: User data (size - sizeof (size_t) bytes)

\ \

chunk +------- - - - - -------------------------\—\—\———\ """~ —— +
| Size of this chunk again
o +-——+
o +——+ | 1 |
| Size of next chunk | U | 44—+

data +--—-——"""H"""""""""""""""——— = t———t————- +

// Adjusted from dlmalloc source code comments.

Figure 3-1. Allocated Chunk Structure

chunk +----—>--"-"-"""""""""""""""""""""""—————————————— +
| Size of previous chunk (if P = 0) |
e +———t
o +-——+ | P |
| Size of this chunk | 0 | +——+
s fo——pm———— +
| Pointer to next chunk in bin list |
o +
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| Pointer to previous chunk in bin list |

- +
| Pointer to left child when in bin trie |
o +
| Pointer to right child when in bin trie \
ettt +
| Pointer to parent when in bin trie |
o +
| Bin index when in bin trie |
- +
\ \
Free
\ \
chunk +-------- - - - ------------- - -- - - -- - - -\-—\—\—\———\—"—"—"——— +
| Size of this chunk again
e +-——+
e +——+ | 1 |
| Size of next chunk | U | +——+
data +--—-———"""H""""""""""""" == t———t————- +

// Adjusted from dlmalloc source code comments.

Figure 3-2. Free Chunk Structure

There is no support for efficient handling of concurrent allocations. The allocator uses
a single big lock to protect its structures.

References

1. Doug Lea: A Memory Allocator. http:/ /gee.cs.oswego.edu/dl/html/malloc.html

ptmalloc Heap Allocator

ptmalloc is a general purpose allocator written and maintained by Wolfram Gloger
since 1999. It is derived from dlmalloc and used in late versions of GNU LibC. The
current description is for version 2 from May 2006.

As far as the core allocation structures and algorithms go, ptmalloc is much the same
as dlmalloc. Some minor differences are:

+ The allocator uses sorted lists instead of binary tries in bins for large blocks.

 The allocator uses a special array of fast bins for blocks of up to 80 bytes. When
freed, these blocks are kept marked as used and put into the appropriate fast bin.
Allocation is satisfied using exact fit from fast bins when possible. Fast bins are
emptied under multiple heuristic conditions including when an exact fit allocation
from any fast bin fails, when a large block is allocated or freed, when fast bins
contain too many blocks or when the allocator needs more memory.

» Even blocks that do not fit into fast bins are not returned to standard bins imme-
diately. Instead, they are kept marked as used and put into a special unsorted list.
On allocation, this list is traversed and if an exact fit is found, the block is reused.
All blocks that are not an exact fit are put into bins during the traversal. To avoid
anomalies, at most 10000 blocks are examined in one allocation.

The big difference between ptmalloc and dlmalloc is in support for concurrent alloca-
tions. The ptmalloc allocator maintains multiple arenas. Each arena is an independent
instance of the allocator protected by a single big lock. On allocation, the thread in-
voking the allocator attempts to lock an arena, starting with the one it used last. If
an arena is locked successfully, it is used to satisfy the allocation request, otherwise a
new arena is allocated.
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To find an arena given a block pointer, simple pointer arithmetic is used. All arenas
except one start at addresses that are multiples of maximum arena size, one megabyte
by default. Masking the block pointer bits that address within the arena therefore
returns the arena start pointer. One arena is designated as main arena and not subject
to the size limit. Main arena blocks are identified by header bits.

References

1. Wolfram Gloger: A Memory Allocator. http:/ /www.malloc.de

Example: tcmalloc Heap Allocator

tcmalloc is a general purpose allocator written and maintained by Sanjay Ghemawat
since 2004. The current description is for version 2.1 from July 2013.

The allocator fetches memory from the system in spans, which are continous se-
quences of pages. A span is either free or assigned to a single large block or assigned
to small blocks of the same size class. The allocator maintains a tree to convert a
block pointer page to a span reference, augmented with a mapping cache and stored
in system allocated memory blocks. In this arrangement, small blocks do not need
individual headers.

Free memory in spans is referenced by free lists from either thread local caches or
central heap. The free lists themselves are LIFO single linked lists stored within the
free blocks. The allocator behavior differs based on block size:

« Small blocks are blocks with size below 32 kilobytes. Each cache has free lists point-
ing to free blocks of given size. There are about 60 size classes spaced from mini-
mum size to 32 kilobytes. Spacing starts at 8 bytes for smallest classes and ends at
256 bytes for largest classes. Central heap has free lists of the same structure.

Allocation goes into the local free lists. Since there are not block headers, size is
always rounded up to nearest class. If the local exact fit fails, an adaptive number
of free blocks is pulled from the central heap. If even the central heap exact fit fails,
a new span is allocated and split into free blocks of same size.

» Large blocks are blocks with size above 32 kilobytes. These are allocated only on
central heap, which has 256 free span lists for sizes from 32 kilobytes in steps of 4
kilobytes, last for all larger sizes.

Allocation uses best fit on the free lists. If the best fit fails, a new span is allocated.

When freeing a block, the allocator first identifies the span. Small blocks are returned
to the thread cache of current thread. If the number of free blocks exceeds an adap-
tive threshold, the cache is shrunk. Large blocks are merged with free neighbors and
returned to the span list of the central heap.

References

1. Sanjay Ghemawat: TCMalloc: Thread-Caching MAlloc.
http:/ / github.com/gperftools/ gperftools/blob /master/docs/tcmalloc.html

Example: Hoard Allocator
To be done.
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Example: Posix Heap Allocator Interface
To be done.

Example: Linux Kernel Slab Allocator

To be done.

// Create a slab cache
kmem_cache_t * kmem_ cache_create (
const char xname,
size_t size,
size_t align,
unsigned long flags,
void (x ctor) (void x, kmem_cache_t x, unsigned long),
void (x dtor) (void x, kmem_cache_t %, unsigned long));

// Allocate and free slabs of the cache
void xkmem_cache_alloc (kmem_cache_t +*cachep, int flags);
void kmem_cache_free (kmem_cache_t =xcachep, void xobjp);

Two implementations of the allocator exist in the kernel, called SLAB and SLUB.
The allocators differ in the way they keep track of slabs and objects, SLAB being
more complex, SLUB being more streamlined. Usage statistics is available with both
allocators.

> cat /proc/slabinfo

slabinfo - version: 2.1
# name <active_objs> <num_objs> <objsize> <objperslab> <pagesperslab>
ext4_inode_cache 49392 49392 1016 16 4
ext4d_free_data 128 128 64 64 1
extd_xattr 92 92 88 46 1
blkdev_requests 273 273 376 21 2
blkdev_qgueue 30 30 2080 15 8
vm_area_struct 3520 3520 184 22 1
task_struct 160 160 1952 16 8
inode_cache 11899 11928 568 14 2
1

dentry 401373 401373 192 21

[ This information is current for kernel 2.6.23. ]

References

1. Jeff Bonwick: The Slab Allocator: An Object-Caching Kernel Memory Alloca-
tor.

Garbage Collectors

A traditional interface of a heap allocator offers methods for explicit allocating and
freeing of blocks on the heap. Explict allocating and freeing, however, is prone to
memory leaks when a process fails to free an allocated block even though it no longer
uses it. A garbage collector replaces the explicit freeing of blocks with an automatic
freeing of blocks that are no longer used.

A garbage collector needs to recognize when a block on the heap is no longer used.
A garbage collectors determines whether a block is no longer used by determining
whether it is reachable, that is, whether a process can follow a chain of references from
statically or locally allocated variables, called roots, to reach the block.
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Note that there is a difference between blocks that are no longer used and blocks
that can no longer be used. This difference means that a garbage collector will fail to
free blocks that can be used but are no longer used. In other words, a garbage collec-
tor exchanges the burden of having to explicitly free dynamically allocated variables
for the burden of having to discard references to unused dynamically allocated vari-
ables. Normally, this is a benefit, because while freeing variables is always explicit,
discarding references is often implicit.

Reference Tracing

Reference tracing algorithms. Copying. Mark and sweep. Mark and compact.

Reference Counting

Reference counting algorithms. Cycles. Distribution.

Distinguishing Generations

It has been observed that objects differ in lifetime. Especially, many young objects
quickly die, while some old objects never die. Separating objects into generations
therefore makes it possible to collect a generation at a time, especially, to frequently
collect the younger generation using a copying collector and to seldomly collect the
older generation using a mark and sweep collector. Collecting a generation at a time
requires keeping remembered sets of references from other generations. Typically, all
generations below certain age are collected, therefore only references from older to
younger generations need to be kept in remembered sets.

[ Dave Ungar: Generation Scavenging: A Non-Disruptive High Performance Storage
Reclamation Algorithm ] [ Richard E. Jones, Rafael Lins: Garbage Collection: Algo-
rithms for Automatic Dynamic Memory Management ]

Ad(ditional Observations

Note that having garbage collection may simplify heap management. Copying and
compacting tends to maintain heap in a single block, making it possible to always
allocate new objects at the end of a heap, making allocation potentially as simple as
a single pointer addition operation. Similarly, tracing does not concern dead objects,
making deallocation potentially an empty operation. All of this gets a bit more com-
plicated when destructors become involved though, for a call to a destructor is not
an empty operation.

The asynchronous nature of calls to destructors makes them unsuitable for code that
frees contented resources. A strict enforcement of referential integrity also requires
garbage collection to handle situations where a call to a destructor associated with
an unreachable block makes that block reachable again.

Rehearsal

By now, you should understand what a memory layout of a typical process looks like.
You should be able to describe how executable code, static data, heap and stack are
stored in memory and what are their specific requirements with respect to process
memory management.

Concerning the stack, you should be able to explain how return addresses, function
arguments and local variables are stored on stack and how the contents of the stack
can be elegantly accessed using relative addressing.
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Concerning the heap, you should be able to outline the criteria of efficient heap man-
agement and relate them to typical heap usage patterns. You should be able to explain
the working of common heap management algorithms in the light of these criteria
and outline heap usage patterns for which these algorithms excel and fail.

You should be able to explain the principal approach to identifying garbage in
garbage collecting algorithms and to discuss the principal differences between
process memory management that relies on explicit garbage disposal and implicit
garbage collection. You should understand the working of basic reference counting
and reference tracing algorithms and see how the typical heap usage patterns lead
to optimizations of the algorithms.

Based on your knowledge of how process memory management is used, you should
be able to design an intelligent API that not only allows to allocate and free blocks of
memory, but also helps to debug common errors in allocating and freeing memory.

Questions

1. Identify where the following function relies on the virtual address space to
store executable code, static data, heap and stack.

void xSafeAlloc (size_t iSize)
{
void xpResult = malloc (iSize);
if (pResult == NULL)
{
printf ("Failed to allocate %zi bytes.\n", iSize);
exit (ENOMEM) ;
}

return (pResult);

}

2. List four distinct types of content that reside in a virtual address space of a
typical process .

3. Explain the advantages of segmentation over flat virtual memory address
space.

4. Explain why random placement of allocated blocks in the virtual address space
of a process can contribute to improved security.

5. Explain what the processor stack is used for with typical compiled procedural
programming languages.

6. For a contemporary processor, explain how the same machine instructions
with the same arguments can access local variables and arguments of a proce-
dure regardless of their absolute address in the virtual address space. Explain
why this is important.

7. Explain what is the function of a heap allocator.

8. Explain why the implementation of the heap allocator for user processes usu-
ally resides in user space rather than kernel space.

9. Design an interface of a heap allocator.

10. Explain the problems a heap allocator implementation must solve on multi-
processor hardware and sketch appropriate solutions.

11. Explain the rationale behind the Buddy Allocator and describe the function of
the allocation algorithm.

12. Explain the rationale behind the Slab Allocator and describe the function of the
allocation algorithm.

13. Describe what a heap allocator can do to reduce the overhead of the virtual
memory manager.

14. Explain the function of a garbage collector.
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15. Define precisely the conditions under which a memory block can be freed by a
reference tracing garbage collector.

16. Describe the algorithm of a copying garbage collector.
17. Describe the algorithm of a mark and sweep garbage collector.

18. Describe the algorithm of a generational garbage collector. Assume knowledge
of a basic copying garbage collector and a basic mark and sweep garbage col-
lector.

Hint: Essential to the generational garbage collector is the ability to collect only
part of the heap. How is this possible without the collector missing some references
?

Notes

1. The text uses specific constants. They should be used as rough guidelines. Partic-
ular allocator configuration may differ.

100



Chapter 4. Device Management

Device Drivers

Traditionally, the operating system is responsible for controlling devices on behalf of
applications. Even though applications could control devices directly, delegating the
task to the operating system keeps the applications device independent and makes it
possible to safely share devices among multiple applications.

The operating system concentrates the code for controlling specific devices in device
drivers. The details of controlling individual devices tend to depend on the device
model, version, manufacturer and other factors. A device driver can hide these de-
tails behind an interface that is the same for a class of similar devices. This makes it
possible to keep the rest of the operating system code largely device independent as
well.

To be done.

Architektura I/O systému. Piitomnost pferuSeni ovliviiuje strukturu driveru,
bude mit ¢ast obsluhujici poZzadavky na preruseni od hardware, kterd je volana
asynchronné (kdykoliv pfijde pferuseni) a ¢ast obsluhujici pozadavky na operace od
software, kterd je voland synchronné (kdyz aplikace nebo opera¢ni systém zavolaji
ovladac). Mezi témito ¢dstmi se komunikuje vétsinou pomoci front a buffert, vznika
problém se zamykanim takto sdilenych dat, protoZe obsluha pferuseni od hardware
miize béZet soucasné s obsluhou operace od software. Tento problém se Fesi
pouzitim mechanismt, které dovoluji naplanovat na pozdéji vykondni operaci,
které jsou soucasti obsluhy pferuseni od hardware (v Linuxu bottom half handlers a
tasklets, ve Windows deferred procedure calls, v Solarisu pinned interrupt thread
pools).

Pro oznaCeni téchto dvou casti driveru se pouZivaji terminy bottom half
(asynchronné volana ¢ast driveru, kterd se stara pfevazné o pozadavky hardware) a
top half (synchronné voland &ast driveru, kterd se stard prevdzné o pozadavky
software). Toto oznaceni odpovidad chapdni architektury, kde na nejnizsi trovni je
hardware, nésleduji drivers, pak opera¢ni systém, pak aplikace.

Zminéné oznaceni koliduje s terminy v Linuxu, ktery jako top half ozna¢uje okamzité
vykondvanou a jako bottom half odloZenou &ast obsluhy pferuseni. Zahlédl jsem
oznaceni této terminologie jako Linuxové a té zminéné vyse jako BSD, fada textti se
zda se obéma terminologiim vyhyba.

Asynchronous Requests

Example: Linux Tasklets

The interrupt handling code in the kernel is not reenterant. When an interrupt han-
dler executes, additional interrupts are disabled and a statically allocated stack is
used. This simplifies the code but also implies that interrupt handling must be short
lest the ability of the kernel to respond to an interrupt promptly is affected. The kernel
offers four related tools to postpone work done while servicing an interrupt, called
soft irgs, tasklets, bottom half handlers and work queues.

Soft irgs are functions whose execution can be requested from within an interrupt
handler. All pending soft irgs are executed by the kernel on return from an inter-
rupt handler with additional interrupts enabled. Soft irqs that were raised again after
return from an interrupt handler are executed by a kernel thread called ksoftirqd. A
soft irq can execute simultaneously on multiple processors. The number of soft irqs is
limited to 32, soft irgs are used within the kernel for example to update kernel timers
and handle network traffic.
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Two soft irgs are dedicated to executing low and high priority tasklets. Unlike a han-
dler of a soft irq, a handler of a tasklet will only execute on one processor at a time.
The number of tasklets is not limited, tasklets are the main tool to be used for schedul-
ing access to resources within the kernel.

Finally, bottom half handlers are implemented using tasklets. To preserve backward
compatibility with old kernels, only one bottom half handler will execute at a time.
Bottom half handlers are deprecated.

When executed on return from an interrupt handler, soft irgs are not associated with
any thread and therefore cannot use passive waiting. Since tasklets and bottom half
handlers are implemented using soft irgs, the same constraint applies there as well.
When passive waiting is required, work queues must be used instead. A work queue
is similar to a tasklet but is always associated with a kernel thread, trading the ability
to execute immediately after an interrupt handler for the ability to wait passively.

[ This information is current for kernel 2.6.23. ]

References

1. Matthew Wilcox: I'll Do It Later: Softirqs, Tasklets, Bottom Halves, Task
Queues, Work Queues and Timers.

Example: Windows Deferred Procedure Calls

Windows kernel provides the option of postponing work done while servicing an in-
terrupt through the deferred procedure call mechanism. The interrupt service routine
can register a deferred procedure call, which gets executed later. The decision when
to execute a deferred procedure call depends on the importance of the call, the depth
of the queue and the rate of the interrupts.

// Registers DPC for a device
VOID IoInitializeDpcRequest (

IN PDEVICE_OBJECT DeviceObiject,
IN PIO_DPC_ROUTINE DpcRoutine
)

// Schedules DPC for a device
VOID IoRequestDpc (
IN PDEVICE_OBJECT DeviceObject,
IN PIRP Irp,
IN PVOID Context
)

// DPC
VOID DpcForIsr (
IN PKDPC Dpc,
IN struct _DEVICE_OBJECT xDeviceObject,
IN struct _IRP *Irp,
IN PVOID Context
)

Example: Solaris Pinned Threads

Solaris obsluhuje pferuSeni ve vyhrazenych vldknech. ProtoZe inicializace vlakna pf¥i
preruseni by byla dlouhd, pouZzivaji se interrupt threads jako omezend varianta ker-
nel threads. Pii preruseni se aktivni vldkno oznacf jako pinned thread, coz znamena,
Ze se uspi, ale Ze nemfiZze byt napldnovano na jiny procesor, protoze jeho kontext
neni Gplné uschovan. Spusti se interrupt thread, ktery obslouzi pferuseni, po jeho
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ukonceni se vzbudi pinned thread. Pokud by interrupt thread zavolal funkci, kterd
ho potfebuje uspat, systém ho automaticky konvertuje na kernel thread, ten uspi a
vzbudi pinned thread.

Synchronous Requests
Rozhrani pro tridy devices. Problemy s kopirovanim dat na rozhranich.

User interface, blokujici funkce, funkce s asynchronni signalizaci. Problémy asyn-
chronni signalizace pfi chybdach, signalizace chyb (indikace result kédem, indikace
globalni proménnou, asynchronni indikace 4 la DOS, chytfejsi asynchronni indikace).

Example: Unix Driver Model

Block devices, pfenos dat po blocich, velikost blokd dana vlastnostmi zafizeni. Bloky
jsou adresovatelné, pfimy p¥istup k datiim. Maji cache, maji fronty a obsluzné strate-

gie.

Character devices, pfenos dat po jednotlivych bajtech, sekven¢ni pfistup. Nemaji
cache, maji read a write rutiny.

Vyse uvedené rozdéleni na character a block devices mé kofeny v dobéch, kdy se pro
I/O operace pouzivaly tzv. kandlové procesory. Ty podporovaly pravé dva reZimy
prenosu dat z perifernich zafizeni a to bud’ po jednotlivych bajtech nebo po blocich.

V soucasné dobé neni toto ¢leneni piili§ opodstatnéné a rozhodujicim cinitelem je
spiSe sekven¢ni ¢ nahodny pfistup k datim. P¥ikladem toho budiz zafizeni pro
digitalizaci videa, ke kterému se pfistupuje jako ke znakovému zafizeni, které vsak
poskytuje data s granularitou celych frames, nikoliv jednotlivych bajti. Ovladac za-
fizeni podporuje mapovani do paméti, coz aplikaci umozZnuje snadny pfistup k jed-
notlivym bajttim jednoho frame, neni vSak mozné Zadat zafizeni o pfedchozi frames.

V UNIXu fik4 major device number typ ovladace, minor device number pofadové
¢islo zatizeni (zhruba).

Example: Linux Driver Model

The driver model facilitates access to common features of busses with devices and to
drivers with classes and interfaces. The structure maintained by the driver model is
accessible via the sysfs filesystem.

Common features of busses include listing devices connected to the bus and drivers
associated with the bus, matching drivers to devices, hotplugging devices, suspend-
ing and resuming devices.

> 1ls -R /sys/bus

/sys/bus:

pci pci_express pcmcia scsi  usb
/sys/bus/pci:

devices drivers
/sys/bus/pci/devices:

0000:00:00.0 0000:00:1a.7 0000:00:1c.3 0000:00:1d.7 0000:00:1f.3
0000:00:01.0 0000:00:1b.0 0000:00:1c.4 0000:00:1e.0 0000:01:00.0
/sys/bus/pci/drivers:

agpgart—-intel ata_piix ehci_hcd ohci_hcd uhci_hcd ahci 1000 HDA Intel

Common features of devices include listing interfaces provided by the device and
linking to the class and the driver associated with the device. The driver provides
additional features specific to the class or the interfaces or the device.
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> 1s -R /sys/devices

/sys/devices:

pci0000:00

/sys/devices/pci0000:00:

0000:00:19.0

/sys/devices/pci0000:00/0000:00:19.0:

class config device driver 1irg net power vendor
/sys/devices/pci0000:00/0000:00:19.0/net:

ethO

/sys/devices/pci0000:00/0000:00:19.0/net/eth0:

address broadcast carrier device features flags mtu power

To be done.

Network devices include/linux/netdevice.h struct net_device.
Block devices include/linux/blkdev.h struct request_queue.
Character devices include/linux/cdev.h struct cdev.

IOCTL with strace

statistics

When a new device is connected to a bus, the driver of the bus notifies the udevd
daemon, providing information on the identity of the device. The daemon uses this
information to locate the appropriate driver in the driver database, constructed from
information provided by the modules during module installation. When the appro-
priate driver is loaded, it is associated with the device, which thus becomes ready to

use. The notifications can be observed using the udevmonitor command.

> udevmonitor —--env

UEVENT [12345.67890] add /devices/pci0000:00/0000:00:1a.7/usbl/1-3/1-3:1.0 (usb)

ACTION=add
DEVPATH=/devices/pci0000:00/0000:00:1a.7/usbl/1-3/1-3:1.0
SUBSYSTEM=usb

DEVTYPE=usb_interface

DEVICE=/proc/bus/usb/001/006

PRODUCT=457/151/100

INTERFACE=8/6/80
MODALIAS=usb:v0457p0151d0100dc00dsc00dp00ic08isc06ip50

[ This information is current for kernel 2.6.23. ]

References

1. Patrick Mochel: The Linux Kernel Device Model.

Power Management

Rehearsal

Questions

1. PopiSte obecnou architekturu ovladace zafizeni a vysvétlete, jak tato architek-
tura dovoluje zpracovdvat soucasné asynchronni poZadavky od hardware a

synchronni pozadavky od software.
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2. Popiste obvykly prubéh obsluhy pferuseni jako asynchronniho pozadavku
na obsluhu hardware ovladatem zafizeni. Priibéh popiste od okamziku
preruseni do okamZiku ukonceni obsluhy. Predpokladejte obvyklou
architekturu ovladace, kde spolu asynchronné a synchronné volané &ésti
ovlada¢e komunikuji pfes sdilenou frontu pozadavkt. Kazdy krok popiste
tak, aby bylo zfejmé, kdo jsou jeho ti¢astnici a kde ziskaji informace potiebné
pro vykonani daného kroku.

3. Popiste obvykly priibéh systémového volani jako synchronniho pozadavku
na obsluhu software ovladatem zafizeni. Pfedpoklddejte obvyklou
architekturu ovladace, kde spolu asynchronné a synchronné volané casti
ovladace komunikuji pfes sdilenou frontu pozadavki. Pribéh popiste od
okamZiku voldni do okamziku ukonceni obsluhy. Kazdy krok popiste tak,
aby bylo zfejmé, kdo jsou jeho tcastnici a kde ziskajf informace potfebné pro
vykonani daného kroku.

Devices

Busses

Although busses are not devices in the usual sense, devices that represent busses
are sometimes available to control selected features of the busses. Most notable are
features for bus configuration.

Example: SCSI

The SCSI bus provides configuration in a form of an inquiry command. Devices are
addressed using ID (0-7 or 0-15) and LUN (0-7). ID selects a device, LUN selects a
logical unit within the device. Devices can communicate with each other by sending
commands using command descriptor blocks. Examples of commands include Test
Unit Ready (0), Sequential Read (8), Sequential Write (0Ah), Seek (0Bh), Inquiry (12h),
Direct Read (28h), Direct Write (2Ah). Commands can be queued and reordered.

Each device responds to the Inquiry command.

+ —== === - —== === - +
|  Bit| 7 | 6 | 5 | 4 I 3 | 2 | 1 I 0 I
|Byte | | | | I | | I I
| +== - === - —== - === - |
[ 0 | Operation Code: Inquiry (12h)

|~ o |
|1 | Logical Unit Number | Reserved | EVPD |
|- o |
| 2 | Page Code |
|- o |
| 3 | Reserved I
| -———- T |
| 4 | Allocation Length: Inquiry Reply Length (96)

| —=——- o |
| 5 | Control |
f===== —== == == == +
f===== —== =— ===_= - —== = ===_= - +
|  Bit| 7 | 6 | 5 | 4 I 3 | 2 | 1 I 0 I
|Byte | I I | I I I I I
| == - === + - - - - |
| 0 | Peripheral Qualifier | Peripheral Device Type

|~ o |
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|1 | RMB | Device-Type Modifier
[————= t-— T T T T T T T T T T T T T T T T T T T \
| 2 | ISO Version | ECMA Version | ANSI Version |
| ————o e B T T |
| 3 | AENC | TrmIOP | Reserved | Response Data Format |
[————— t-——— \
| 4 | Additional Length (n-4)
| === e \
| 5 | Reserved |
| === t-——— T T \
| 6 | Reserved |
| ————- t-—— T T T T T T T T T T T T T T T T T T T T T \
|7 | RelAdr | WBus32 | WBusl6 | Sync | Linked |Reserved| CmdQue | SftRe |
[———— t-——— T \
| 8 | (MSB) \
|— = —+——-— Vendor Identification ———
| 15 | (LSB) |
| === o T T s \
| 16 | (MSB) \
|- = —+——-— Product Identification ———
| 31 | (LSB) |
| ————- t-—— T T T T \
| 32 | (MSB) |
|- = —4——- Product Revision Level ———
| 35 | (LSB) |
[ === t-———— \
| 36 | \
|- = —+——- Vendor Specific ———
| 55 | \
| === T e \
| 56 | \
|- — —+——- Reserved ———
[ 95 | \
| + \
[ 96 | \
|— = —+——-— Additional Vendor Specific ———
| n \ \
+ - +
> cat /proc/scsi/scsi
Attached devices:
Host: scsiO Channel: 00 Id: 00 Lun: 00

Vendor: QUANTUM Model: ATLAS10K2-TY184L Rev: DA40

Type: Direct-Access ANSI SCSI revision: 03
Host: scsil Channel: 00 Id: 05 Lun: 00

Vendor: NEC Model: CD-ROM DRIVE:466 Rev: 1.06

Type: CD-ROM ANSI SCSI revision: 02
Host: scsi2 Channel: 00 Id: 00 Lun: 00

Vendor: PLEXTOR Model: DVDR PX-708A Rev: 1.02

Type: CD-ROM ANSI SCSI revision: 02
References

1. SCSI-1 Standard.
2. SCSI-2 Standard.
3. SCSI-3 Standard.
4. Heiko Eififeldt: The Linux SCSI Programming HowTo.
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Example: PCI

The PCI bus provides configuration in a form of a configuration space, which is sep-
arate from memory space and port space. Apart from the usual port read, port write,
memory read, memory write commands, the C/BE signals can also issue configura-
tion read (1010b) and configuration write (1011b) commands. Because address bus
cannot be used to address devices whose address is not yet known, each slot has sep-
arate IDSEL signal which acts as CS signal for configuration read and configuration
write commands.

Each device can have up to 8 independent functions, each function can have up to 64
configuration registers, the first 64 bytes are standardized. The standardized registers
contain vendor ID and device ID, subsystem vendor ID and subsystem device ID,
flags, memory address ranges, port address ranges, interrupts, etc.

Devices are addressed using domains (0-OFFFFh), busses (0-0FFh), slots (0-1Fh), func-
tions (0-7). A domain typically addresses a host bridge. A bus typically addresses a
bus controller, a slot typically addresses a device.

> lspci -t

-[0000:00]-+-00.0
+-01.0-[0000:01]----00.0
+-02.0-[0000:02-03]----1£.0-[0000:03]1----00.0
+-1e.0-[0000:04]--+-0b.0
| +-0c.0
\ \-0d.0
+-1f.0
+-1f.1
+-1f.2
+-1f.3
+-1f.4
\-1f.5

The example shows a computer with one domain, which has three bridges from bus
0 to busses 1, 2 and 4, one bridge from bus 2 to bus 3, one device with six functions
on bus 0, one device on bus 1, one device on bus 3, three devices on bus 4.

> lspci

00:00.0 Host bridge: Intel Corp. 82860 860 (Wombat) Chipset Host Bridge (MCH) (rev 04)
00:01.0 PCI bridge: Intel Corp. 82850 850 (Tehama) Chipset AGP Bridge (rev 04)

00:02.0 PCI bridge: Intel Corp. 82860 860 (Wombat) Chipset AGP Bridge (rev 04)

00:1e.0 PCI bridge: Intel Corp. 82801 PCI Bridge (rev 04)

00:1£.0 ISA bridge: Intel Corp. 82801BA ISA Bridge (LPC) (rev 04)

00:1f.1 IDE interface: Intel Corp. 82801BA IDE U100 (rev 04)

00:1f.2 USB Controller: Intel Corp. 82801BA/BAM USB (Hub #1) (rev 04)

00:1f.3 SMBus: Intel Corp. 82801BA/BAM SMBus (rev 04)

00:1f.4 USB Controller: Intel Corp. 82801BA/BAM USB (Hub #2) (rev 04)

00:1f.5 Multimedia audio controller: Intel Corp. 82801BA/BAM AC’97 Audio (rev 04)
01:00.0 VGA compatible controller: ATI Technologies Inc Radeon RV100 QY [Radeon 7000/VE
02:1f.0 PCI bridge: Intel Corp. 82806AA PCI64 Hub PCI Bridge (rev 03)

03:00.0 PIC: Intel Corp. 82806AA PCI64 Hub Advanced Programmable Interrupt Controller
04:0b.0 Ethernet controller: 3Com Corporation 3c905C-TX/TX-M [Tornado] (rev 78)
04:0c.0 FireWire (IEEE 1394): Texas Instruments TSB12LV26 IEEE-1394 Controller

04:0d.0 Ethernet controller: Intel Corp. 82544EI Gigabit Ethernet Controller (Copper)

Check the example to see what are the bridges from the previous example. Bus 1 is
on board AGP going to ATI VGA, bus 2 is on board AGP going to PCI64 with APIC,
bus 4 is on board PCI going to network cards.

Check the example to see what are the devices from the previous example. Device
00:1f is single chip integrating ISA bridge, IDE, USB, SMB, audio.

> lspci -vvs 04:0b.0
04:0b.0 Ethernet controller: 3Com Corporation 3c905C-TX/TX-M [Tornado] (rev 78)
Subsystem: Dell: Unknown device 00d8

Control: I/O+ Mem+ BusMaster+ SpecCycle- MemWINV+ VGASnoop- ParErr—- Stepping-—

107



Chapter 4. Device Management

Status: Cap+ 66Mhz- UDF- FastB2B- ParErr- DEVSEL=medium >TAbort- <TAbort- <MAbc

Latency: 64 (2500ns min, 2500ns max), Cache Line Size 10

Interrupt: pin A routed to IRQ 23

Region 0: I/O ports at dc80 [size=128]

Region 1: Memory at ff3ffc00 (32-bit, non-prefetchable) [size=128]

Expansion ROM at ff400000 [disabled] [size=128K]

Capabilities: [dc] Power Management version 2
Flags: PMEClk- DSI- D1+ D2+ AuxCurrent=0mA PME (DO+,D1+,D2+,D3hot+,D3col
Status: DO PME-Enable- DSel=0 DScale=2 PME-

Check the example to see what the configuration registers reveal. The identification
of the device actually says class 200h, vendor ID 10B7h, device ID 9200h, subsys-
tem vendor ID 1028h, subsystem device ID 0D8h. This means class Ethernet, vendor
3Com, device 3C905C, subsystem vendor Dell, subsystem device unknown.

Example: USB

The USB bus provides configuration in a form of a device descriptor. Devices are ad-
dressed by unique addresses (0-127), communication uses message or stream pipes
between endpoints. A device connect as well as supported speed is recognized elec-
trically by a hub, which indicates a status change to the host. The host queries the
hub to determine the port on which the device is connected and issues power and re-
set command to the hub for the port. The host assigns a unique address to the device
using the default address of 0 and the default control pipe with endpoint 0 and then
queries and sets the device configuration.

> lsusb -t

Bus# 1

‘-Dev# 1 Vendor 0x0000 Product 0x0000
‘-Dev# 2 Vendor 0x046d Product 0xcOlb

> lsusb
Bus 001 Device 002: ID 046d:c0lb Logitech, Inc. MX310 Optical Mouse
Bus 001 Device 001: ID 0000:0000

> lsusb -vv -s 1:2

Bus 001 Device 002: ID 046d:c0lb Logitech, Inc. MX310 Optical Mouse
Device Descriptor:

bLength 18

bDescriptorType 1

bcdUSB 2.00

bDeviceClass 0 (Defined at Interface level)
bDeviceSubClass 0

bDeviceProtocol 0

bMaxPacketSize0 8

idVendor 0x046d Logitech, Inc.
idProduct 0xc0lb MX310 Optical Mouse
bcdDevice 18.00

iManufacturer 1 Logitech

iProduct 2 USB-PS/2 Optical Mouse
iSerial 0

bNumConfigurations 1

Configuration Descriptor:
bLength 9
bDescriptorType 2
wTotalLength 34
bNumInterfaces 1
bConfigurationValue 1
iConfiguration 0
bmAttributes Oxal
Remote Wakeup

MaxPower 98mA
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Interface Descriptor:

bLength 9
bDescriptorType 4
bInterfaceNumber 0
bAlternateSetting 0
bNumEndpoints 1
bInterfaceClass 3 Human Interface Devices
bInterfaceSubClass 1 Boot Interface Subclass
bInterfaceProtocol 2 Mouse
iInterface 0
Endpoint Descriptor:
bLength 7
bDescriptorType 5
bEndpointAddress 0x81 EP 1 IN
bmAttributes 3
Transfer Type Interrupt
Synch Type none
Usage Type Data
wMaxPacketSize 0x0005 bytes 5 once
bInterval 10

Check the example to see what the device descriptor reveals. The interface class HID
means a human interface device, the interface subclass BOOT means a device useful
at boot, the interface protocol MOUSE means a pointing device. A report descriptor
would be used to describe the interface but a parser for the report descriptor is com-
plicated. Devices useful at boot can therefore be identified from the interface class,
interface subclass and interface protocol. The interrupt mentioned in the descrip-
tor does not mean processor interrupt but interrupt transfer as one of four available
transfer types for specific transfer pipe.

References

1. Universal Serial Bus Specification 1.0.
2. Universal Serial Bus Specification 1.1.

3. Universal Serial Bus Specification 2.0.

Clock

Vyuziti hodin, kalendéaf, planovani procesti v preemptivnim multitaskingu, tétovani
strojového Casu, alarmy pro user procesy, watchdogs pro systém, profilovani, fizeni.
Principy hodinového hardware, odvozeni od sité a od krystalového oscilatoru.
Mozné funkce hardware, tedy samotny ¢ita¢, one time counter, periodic counter,
kalendar.

Vyuziti hodinového hardware pro rtizné vyuziti hodin - pro kalendar - pro planovani
(ekvidistantni tiky, chce interrupt) - pro eventy (nastavovani one time counteru je ne-
jlepsi, 1ze i jinak) - watchdog timer - profiling (bud’ statisticky koukat, kde je program,
nebo pfesné méfit).

Example: PC Clock

First source, Intel 8253 or Intel 8254 counter with 65536 default divisor setting yield-
ing 18.2 Hz interrupt, which roughly corresponds to the original PC processor clock
of 4.77 MHz divided by 4.

Second source, Motorola 146818 real time clock with CMOS RAM with 32768 kHz
clock yielding 1024 Hz interrupt.
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Other sources ?

Keyboard

Klasicky piiklad character device. Kldvesnice bez fadife. Kldvesnice s fadi¢em,
prekédovani kldves, type ahead buffer, pfepindni focusu (zminka o X-Windows na
pomalych pocitacich).

Example code keyboard handleru.

Mouse

Microsoft mouse. Serial 1200 bps, 7N1, 3 byte packets (sync + buttons + high bits X
and Y, low bits X, low bits Y. Mouse Systems mouse. Serial 1200 bps, 8N1, 5 byte
packets (sync + buttons, X, Y, delta X since X, delta Y since Y).

PS/2 mouse. Serial 10000-16667 bps, 801, 3 byte packets (sync + buttons + direction
+ overflow, delta X, delta Y). Mouse can receive commands, OFFh reset, recognizes
3 modes of operation (stream - sends data when mouse moves, remote - sends data
when polled, wrap - echoes received data).

Video Devices

Rozdéleni na command interface a memory mapped interface. Popis vlastnosti ter-
mindlti s command interface, standardy Fidicich pfikaza.

ANSI Escape Sequences treba ESC [ <n> J (clear screen, 0 from cursor, 1 to cursor, 2
entire), ESC [ <line> ; <column> H (goto line and column), néco na barvy atd.

Popis terminali s memory mapped interface, znakové a grafické displeje, prace s
video RAM, akceleratory, hardwarovéd podpora kurzoru, kresleni apod.

VGA rezim 320x200x256, co byte to pixel, paleta 256 barev nastavovand v registrech,
video RAM souvisla oblast paméti. VGA rezim 800x600x256, co byte to pixel, paleta
256 barev nastavovand v registrech, video RAM window posouvané po 64K. Dalsi
rezimy tfeba bit planes nebo linear memory.

Zde je mimochodem vidét, jak se da standardizovat na rtiznych trovnich, stejné reg-
istry, rizné registry ale stejnd mapa video RAM, parametrizovatelnd mapa video
RAM, graficka primitiva.

Modern cards can do MPEG decoding, shading, lighting, whatever.

Audio Devices
To be done.

Disk Storage Devices

A disk is a device that can read and write fixed length sectors. Various flavors of disks
differ in how sectors are organized. A hard disk has multiple surfaces where sectors
of typically 512 bytes are organized in concentric tracks. A floppy disk has one or
two surfaces where sectors of typically 512 bytes are organized in concentric tracks.
A compact disk has one surface where sectors of typically 2048 bytes are organized
in a spiral track.
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Addressing

Initially, sectors on a disk were addressed using the surface, track and sector num-
bers. This had several problems. First, implementations of the ATA hardware inter-
face and the BIOS software interface typically limited the number of surfaces to 16,
the number of cylinders to 1024, and the number of sectors to 63. Second, the fact that
the length of a cylinder depends on the distance from the center of the disk makes it
advantageous to vary the number of sectors per cylinder. Lately, sectors on a disk are
therefore addressed using a logical block address that numbers sectors sequentially.

Example: ATA Disk Access

An ATA disk denotes a disk using the Advanced Technology Attachment (ATA)
or the Advanced Technology Attachment with Packet Interface (ATAPI) standard,
which describes an interface between the disk and the computer. The ATA standard
allows the disk to be accessed using the command block registers, the ATAPI stan-
dard allows the disk to be accessed using the command block registers or the packet
commands.

The command block registers interface relies on a number of registers, including the
Cylinder High, Cylinder Low, Device/Head, Sector Count, Sector Number, Com-
mand, Status, Features, Error, and Data registers. Issuing a command entails reading
the Status register until its BSY and DRDY bits are cleared, which indicates that the
disk is ready, then writing the other registers with the required parameter, and finally
writing the Command register with the required command. When the Command reg-
ister is written, the disk will set the Status register to indicate that a command is being
executed, execute the command, and finally generate an interrupt to indicate that the
command has been executed. Data are transferred either through the Data register or
using Direct Memory Access.

The packet commands interface relies on the command block registers interface to
issue a command that sends a data packet, which is interpreted as another command.
The packet commands interface is suitable for complex commands that cannot be
described using the command block registers interface.

Request Queuing

Because of the mechanical properties of the disk, the relative speed of the computer
and the disk must be considered. A problem arises when the computer issues re-
quests for accessing consecutive sectors too slowly relative to the rotation speed, this
can be solved by interleaving of sectors. Another problem arises when the computer
issues requests for accessing random sectors too quickly relative to the access speed,
this can be solved by queuing of requests. The strategy of processing queued requests
is important.

 The FIFO strategy of processing requests directs the disk to always service the
first of the waiting requests. The strategy can suffer from excessive seeking across
tracks.

» The Shortest Seek First strategy of processing requests directs the disk to service
the request that has the shortest distance from the current position of the disk head.
The strategy can suffer from letting too distant requests starve.

« The Bidirectional Elevator strategy of processing requests directs the disk to ser-
vice the request that has the shortest distance from the current position of the disk
head in the selected direction, which changes when no more requests in the se-
lected direction are waiting. The strategy lets too distant requests starve at most
two passes over the disk in both directions.

 The Unidirectional Sweep strategy of processing requests directs the disk to service
the request that has the shortest distance from the current position of the disk head
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in the selected direction, or the longest distance from the current position of the
disk head when no more requests in the selected direction are waiting. The strat-
egy lets too distant requests starve at most one pass over the disk in the selected
directions.

The strategy used to process the queue of requests can be implemented either by the
computer in software or by the disk in hardware. The computer typically only con-
siders the current track that the disk head is on, because it does not change without
the computer commanding the disk to do so, as opposed to the current sector that
the disk head moves over.

Most versions of the ATA interface do not support issuing a new request to the disk
before the previous request is completed, and therefore cannot implement any strat-
egy to process the queue of requests. On the contrary, most versions of the SCSI and
the SATA interfaces do support issuing a new request to the disk before the previous
request is completed.

Example: SATA Native Command Queuing

A SATA disk uses Native Command Queuing as the mechanism used to maintain the
queue of requests. The mechanism is coupled with First Party Direct Memory Access,
which allows the drive to instruct the controller to set up Direct Memory Access for
particular part of particular request.

Example: Linux Request Queuing

[Linux 2.2.18 /drivers/block/Il_rw_blk.c] Linux sice ve zdrojacich vytrvale pouZziva
nazev Elevator, ale ve skutecnosti fadi pfichozi pozadavky podle linearniho ¢isla sek-
torti, s vyjimkou pozadavk, které ptilis dlouho ¢ekaji (256 pfeskoceni pro ¢teni, 512
pro zépis), ty se nepfeskakuji. Tedy programy, které intenzivné pracujf se zacatkem
disku, blokuji programy, které pracuji jinde.

Vv

[Linux 2.4.2 /drivers/block/Il_rw_blk.c & elevator.c] Novéjsi Linux se polepsil, nové
poZadavky nejprve zkousi pripojit do sekvence se stavajicimi (s omezenim max-
iméalni délky sekvence), pak je zatadi podle &isla sektoru, nikoliv vSak na zacatek
fronty a nikoliv pfed dlouho ¢ekajici pozadavky. Vysledkem je one direction sweep
se starnutim.

[Linux 2.6.x] The kernel makes it possible to associate a queueing discipline with a
block device by providing modular request schedulers. The three schedules imple-
mented by the kernel are anticipatory, deadline driven and complete fairness queue-
ing.

 The Anticipatory scheduler implements a modified version of the Unidirectional
Sweep strategy, which permits processing of requests that are close to the current
position of the disk head but in the opposite of the selected direction. Additionally,
the scheduler enforces an upper limit on the time a request can starve.

The scheduler handles read and write requests separately and inserts delays be-
tween read requests when it judges that the process that made the last request is
likely to submit another one soon. Note that this implies sending the read requests
to the disk one by one and therefore giving up the option of queueing read requests
in hardware.

+ The Deadline Driven scheduler actually also implements a modified version of the
Unidirectional Sweep strategy, except that it assigns deadlines to all requests and
when a deadline of a request expires, it processes the expired request and continues
from that position of the disk head.

» The Complete Fairness Queueing scheduler is based on the idea of queueing re-
quests from processes separately and servicing the queues in a round robin fash-
ion, or in a weighted round robin fashion directed by priorities.
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[ This information is current for kernel 2.6.19. ]

References
1. Hao Ran Liu: Linux 1/0 Schedulers.
http:/ /www.cs.ccu.edu.tw/~lhr89/linux-kernel /Linux 10
Schedulers.pdf
Failures

Obsluha diskovych chyb, retries, reset fadice, chyby v software. Sprava vadnych
blokti, pfipadné vadnych stop, v hardware, SMART diagnostics. Caching, whole
track caching, read ahead, write back. Zminit mirroring a redundantni diskova pole.

RAID 0 uses striping to speed up reading and writing. RAID 1 uses plain mirorring
and therefore requires pairs of disks of same size. RAID 2 uses bit striping and Ham-
ming Code. RAID 3 uses byte striping and parity disk. RAID 4 uses block striping
and parity disk. RAID 5 uses block striping and parity striping. RAID 6 uses block
striping and double parity striping. The levels were initially defined in a paper of au-
thors from IBM but vendors tend to tweak levels as they see fit. RAID 2 is not used,
RAID 3 is rare, RAID 5 is frequent. RAID 0+1 and RAID 140 or RAID 10 combine
RAID 0 and RAID 1.

Example: SMART Diagnostics

Linux 2.6.10 smartctl -a /dev/hda prints all device information. Attributes have raw
value and normalized value, raw value is usually but not necessarily human read-
able, normalized value is 1-254, threshold 0-255 is associated with normalized value,
worst lifetime value is kept. If value is less or equal to threshold then the attribute
failed. Attributes are of two types, pre failure and old age. Failed pre failure attribute
signals imminent failure. Failed old age attribute signals end of life. Attributes are
numbered and some numbers are standardized.

Partitioning

Zminit partitioning and logical volume management.

Example: IBM Volume Partitioning
To be done.

Example: GPT Volume Partitioning
To be done.

Example: Linux Logical Volume Management
Physical volumes, logical volumes, extents (size e.g. 32M), mapping of extents (linear
or striped), snapshots.

> vgdisplay

——— Volume group ———
VG Name volumes
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System ID
Format

Metadata Areas
Metadata Sequence No
VG Access

VG Status

MAX LV

Cur LV

Open LV

Max PV

Cur PV

Act PV

VG Size

PE Size

Total PE

Alloc PE / Size
Free PE / Size
VG UUID

pvdisplay —--map

lvm2

2

10
read/write
resizable
0

N O WwWw

2

1.27 TiB

32.00 MiB

41695

24692 / 771.62 GiB

17003 / 531.34 GiB
fbvtrb-GFbS-Nvf4-0gg3-J4£fX-dj83-ebh39g

——— Physical volume ——-

PV Name

VG Name

PV Size
Allocatable
PE Size
Total PE
Free PE
Allocated PE
PV UUID

/dev/md0

volumes

931.39 GiB / not usable 12.56 MiB

yes

32.00 MiB

29804

17003

12801
hvfcSD-FvSp-xJn4-1sR3-40Kx-LdDD-wvfGEfV

——— Physical Segments ——-

Physical extent 0 to 6875:
Logical volume /dev/volumes/home
Logical extents 0 to 6875

Physical extent 6876 to 6876:
Logical volume /dev/volumes/var
Logical extents 11251 to 11251

Physical extent 6877 to 12800:
Logical volume /dev/volumes/home
Logical extents 6876 to 12799

Physical extent 12801 to 29803:

FREE

lvdisplay —--map

—-—— Logical volume ——-

LV Name

VG Name

LV UUID

LV Write Access

LV Status

LV Size

Current LE
Segments
Allocation

Read ahead sectors
- currently set to
Block device

—-—-— Segments ---

/dev/volumes/home
volumes
OAdf3v-zfIl-wbvg-tFVr-Sfgv-yvre-GWFb3v
read/write
available

400.00 GiB

12800

2

inherit

auto

256

253:2

Logical extent 0 to 6875:

Type linear

Physical volume /dev/md0
Physical extents 0 to 6875
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Logical extent 6876 to 12799:
Type linear
Physical volume /dev/mdO
Physical extents 6877 to 12800

Memory Storage Devices

Similar to disks are various memory devices, based most notably on NOR and
NAND types of FLASH memory chips. These memory chips retain their content
even when powered off, but reading and writing them is generally slower and
explicit erasing is required before writing. Erasing is only possible on whole blocks
at a time. The NOR chips allow reading and writing arbitrary addresses. The NAND
chips allow reading and writing whole pages at a time only. Blocks are typically tens
to hundreds of kilobytes in size, pages are typically hundreds of bytes to kilobytes
in size, all naturally powers of two.

The individual blocks of the memory chips wear down by erasures, with the typical
lifetime ranging between tens of thousands and tens of millions of erasures. To make
sure the wear is spread evenly across the entire device, block remapping is used to
achieve wear levelling. Most memory storage devices that masquerade as disks sup-
port wear levelling in hardware.

Devices that masquerade as disks must mimic the ability to rewrite individual sec-
tors. This requires block erasures that happen at different granularity than sector
writes. Rewriting only some sectors of a block triggers copying of remaining sectors,
leading to write amplification. Some controllers support a special trim command that
marks a sector as unused. These sectors are not copied when their block is erased.

Network Cards

Scatter gather. Checksumming. Segmentation.

Parallel Ports

To be done.

Serial Ports
To be done.

Printers
To be done.

Modems
To be done.
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Rehearsal

Questions

U1 &= W N =

. List the features that a hardware device that represent a bus typically provides.
. List the features that a hardware clock device typically provides.

. List the features that a hardware keyboard device typically provides.

. List the features that a hardware mouse device typically provides.

. List the features that a hardware terminal device with command interface typ-

ically provides.

. List the features that a hardware terminal device with memory mapped inter-

face typically provides.

7. List the features that a hardware disk device typically provides.

8. Explain the properties that a hardware disk interface must have to support

10.
11.

Rehearsal
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hardware ordering of disk access requests.

. Describe at least three strategies for ordering disk access requests. Evaluate

how the strategies optimize the total time to execute the requests.
Explain the role of a disk partition table.

List the features that a network interface hardware device typically provides.

Exercises

1.

Navrhnéte rozhrani mezi ovladac¢em disku nabizejicim funkce pro ¢teni a zapis
bloku sektorti, schopné zpracovavat vice poZadavki soucasné, a vyssimi vrst-
vami opera¢niho systému. Pro vami navrzené rozhrani popiste architekturu
ovladace disku, ktera je schopna obsluhovat pferuseni a volani z vyssich vrstev
operacniho systému, véetné algoritmu oSetfeni pferuseni a algoritmt funkci

pro &tend a zapis bloku sektort.
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File systém poskytuje abstrakce adresafti a souborti nad disky, pfipadné ijinymi typy
pamét'ovych médii. TytéZ abstrakce adresaifi a souborti se mohou pouZit i k jinym
ucelim, napiiklad ke zpfistupnéni stavu systému nebo ke zprostfedkovani sit'ové

komunikace.

Zakladni pozadavky kladené na file systém jsou schopnost uklddat velky pocet i
velky objem dat s co nejmensi kapacitni a ¢asovou rezii, schopnost odolat vypad-
ktim systému bez poskozeni uloZenych dat, schopnost zabezpecit uloZena data pred
neopravnénym piistupem, schopnost koordinovat sdileni ulozenych dat.

Abstractions And Operations

Stream File Operations

Mezi nejjednodussi operace patfi sekvenéni p¥istup k soubortim po zaznamech nebo
po bajtech, nasleduji operace pro ndhodny p¥istup. Témét vzdy maji podobu pétice
operaci pro otevieni a zavfeni souboru, nastaveni pozice v souboru, ¢teni a zapis.

Témto operacim v podstaté odpovidd dnesni pfedstava souboru jako streamu baijtd,
pripadné nékdy vice streami bajtti. Vyjimkami jsou specializované systémy souborti,
které dovoluji vnitfni ¢lenéni souborti napiiklad v podobé stromu, ale ty jsou spise z
urban legends.

Za tivahu stoji, proc jsou operace na soubory typicky rozdéleny préavé do zmiriované
pétice. Je totiZ zjevné mozné udélat jen operace read a write, které budou specifikovat
jméno souboru, pozici a velikost bloku.

Dtivody pro pétici operaci jsou mozZnost odstranit pfi béZném zptisobu préce se
soubory opakovani operaci jako je nalezeni pozice na disku ze jména souboru a poz-
ice v souboru, moznost spojit otevirani souboru s dal$imi operacemi jako je zamykani
nebo kontrola opravnéni.

Dtivodem pro dvojici operaci je moZnost implementovat file systém bezestavové, coz
pfinasi vyhody v distribuovanych systémech.

Operace byvaji k dispozici v synchronni i asynchronni verzi.

Example: Linux Stream File Operations

int open (char xpathname, int flags);

int open (char xpathname, int flags, mode_t mode);
int creat (char xpathname, mode_t mode);

int close (int f£fd);

The open, creat and close operations open and close a file stream. The O_RDONLY,
O_WRONLY, O_RDWR open mode flags tell whether the file is opened for reading,
writing, or both. This information is useful for access right checks and potentially
also for sharing and caching support. These flags can be combined with O_CREAT
to create the file if needed, O_EXCL to always create the file, O_TRUNC to truncate
the file if applicable, O_APPEND to append to the file.

The O_NONBLOCK flag indicates that operations on the file stream should not block,
O_SYNC requests that operations that change the file stream block until the changes
are safely written to the underlying media.

The value of mode contains the standard UNIX access rights.

off_t lseek (int fildes, off_t offset, int whence);
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The Iseek operation sets the position in the file stream. The whence argument is one
of SEEK_SET, SEEK_CUR, SEEK_END, indicating whether the offset argument is
counted relatively from the beginning, current position, or end of the file stream.

ssize_t read (int fd, void xbuf, size_t count);

ssize_t write (int fd, void xbuf, size_t count);

ssize_t pread (int fd, void *buf, size_t count, off_t offset);
ssize_t pwrite (int fd, void xbuf, size_t count, off_t offset);

The read and write operations are trivial, more interesting are their vectorized and
asynchronous counterparts.

ssize_t readv (int fd, struct iovec xvector, int count);
ssize_t writev (int fd, struct iovec =*vector, int count);

struct iovec {
void *iov_base;
size_t iov_len;

}i

int aio_read (struct aiocb xaiocbp);
int aio_write (struct aiocb xaiocbp);

int aio_error (struct aiocb xaiocbp);

ssize_t aio_return

int aio_suspend (

(struct aiocb =xaiocbp);

struct aiocb *cblist T[],
int n, struct timespec xtimeout);

int aio_cancel (int fd,

int lio_listio (
int mode, struct
int nent, struct

struct aiocb =*aiocbp);

aiocb xlist [],
sigevent =*sig);
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struct aiocb {

int aio_fildes;
off_t aio_offset;
void *aio_buf;
size_t aio_nbytes;

int aio_regprio;
struct sigevent aio_sigevent;
int aio_lio_opcode;

}

int posix_fadvise (int fd, off_t offset, off_t len, int advice);
int posix_fallocate (int fd, off_t offset, off_t len);

Advice can be given on future use of the file. Flags describing the
future use include POSIX_FADV_NORMAL for no predictable pattern,
POSIX_FADV_SEQUENTIAL and POSIX_FADV_RANDOM for specific patterns,
POSIX_FADV_NOREUSE for data accessed once, and POSIX_FADV_WILLNEED
and POSIX_FADV_DONTNEED to determine whether data will be accessed in the
near future.
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Example: Windows Stream File Operations

HFILE OpenFile (LPCSTR lpFileName, LPOFSTRUCT lpReOpenBuff, UINT uStyle);

HANDLE CreateFile (
LPCTSTR lpFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
LPSECURITY_ATTRIBUTES lpSecurityAttributes,
DWORD dwCreationDisposition,
DWORD dwFlagsAndAttributes,
HANDLE hTemplateFile);

HANDLE ReOpenFile (HANDLE hOriginalFile, DWORD dwDesiredAccess, DWORD dwShareMode,

BOOL CloseHandle (HANDLE hObject);

The OpenfFile, CreateFile and CloseHandle operations open and close a file stream.
Various combinations of flags can direct the calls to create or truncate the file if
needed, other flags tell whether the file is opened for reading, writing, or both, and
what sharing is allowed.

The OpentFile operation, currently deprecated, illustrates some less common design
features. Given appropriate flags, it can open a dialog box when the requested file
does not exist. When the file name does not contain a path, the operation searches
system directories.

The ReOpenFile operation can open an already open file with different flags.

Mapped File Operations

S rozmachem strdnkovani se stalo béZzné, Ze kazda stranka paméti je spojena s daty
na disku, coZ je moZné v principu vyuZit také pro p¥istup k soubortim, pokud oper-
a¢ni systém dd aplikacim mozZnost specifikovat, s jakymi daty na disku jsou stranky
spojené. Tato moZnost se oznacuje terminem memory mapped files.

Memory mapped files umél napiiklad jiz MULTICS kolem roku 1965, dnes je pod-
poruji prakticky vsechny systémy vcetné Linuxu a Windows.

Typickymi operacemi je dvojice map a unmap, kde map fika, kterou ¢ast kterého
souboru mapovat kam do paméti, unmap pak toto mapovani rusi. Inherentnim prob-
lémem memory mapped files je problém zmény délky souboru pii zapisu, nebot’
nelze prosté fici, Ze z4pis za namapovany blok paméti mé soubor prodlouZit. Dalsi
problémy vznikaji v situaci, kdy se pro p¥istup k souboru pouzivaji sou¢asné stream i
mapped operace, tam opera¢ni systém zpravidla prevadi stream operace na mapped
ptistup k buffertim kernelu.

Example: Linux Mapped File Operations

void xmmap (void *start, size_t length,
int prot, int flags,
int fd, off_t offset);

int munmap (void *start, size_t length);

Pokud flags neuvadéji jinak, adresa se bere pouze jako ndpovéda, systém mitize
namapovat soubor od jiné adresy, kterou vrati. Adresa musi byt zarovndna na
hranici stranky. To je pochopitelné, pamét'ové mapované soubory implementuje file
systém ve spolupréci se spravcem virtualni paméti, ktery Zada o data pfi vypadcich
stranek.

~

Na rozdil od adresy uZ nemusi byt délka zarovnana na hranici stranky, pro kratsi
soubory bude posledni stranka doplnéna nulami a data zapsand za konec souboru se
pfi odmapovani souboru zahodi.
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Ochrana dana parametrem prot je PROT_READ, PROT_WRITE, PROT_EXEC nebo
PROT_NONE, piipadné kombinace, ale opét kvtili zptisobu implementace je jasné,
Ze ne véechny kombinace budou k dispozici.

Hlavni flags jsou MAP_SHARED pro normdlni sdileni zmén, MAP_PRIVATE pro
vytvareni kopii technikou copy on write, MAP_FIXED pfi pozadavku mapovat pravé
na uvedenou adresu, MAP_ANONYMOUS pro mapovani bez souboru.

Flags MAP_PRIVATE a MAP_FIXED maji zfejmy vyznam pfi nahravani aplikaci do
pameti.

void xmremap (
void *xold_address, size_t old_size,
size_t new_size, unsigned long flags);

Snad jediny zajimavy flag MREMAP_MAYMOVE.
int msync (void xstart, size_t length, int flags);
int posix_madvise (void xaddr, size_t len, int advice);

Advice can be given on future use of the mapped file. Flags describing the
future use include POSIX_MADV_NORMAL for no predictable pattern,
POSIX_MADV_SEQUENTIAL and POSIX_MADV_RANDOM for specific patterns,
and POSIX_MADV_WILLNEED and POSIX_MADV_DONTNEED to determine
whether data will be accessed in the near future.

Example: Windows Mapped File Operations

HANDLE CreateFileMapping (HANDLE hFile,
LPSECURITY_ATTRIBUTES lpFileMappingAttributes,
DWORD flProtect,
DWORD dwMaximumSizeHigh,
DWORD dwMaximumSizeLow,
LPCTSTR lpName) ;

Toto voléni vytvori abstrakini objekt reprezentujici mapovany soubor, jesté ale nic
nenamapuje.

Flagy PAGE_READONLY, PAGE _READWRITE, PAGE_READCOPY, vyznam
ziejmy. Flag SEC_COMMIT vyZaduje pfidéleni fyzického prostoru v paméti ¢i na
disku. Flag SEC_IMAGE upozoriiuje na mapovdni spustitelného souboru. Flag
SEC_NOCACHE, vyznam zfejmy. Flag SEC_RESERVE vyZzaduje rezervaci bez
pridéleni fyzického prostoru v paméti ¢i na disku.

Handle souboru mftize byt OxFFFFFFFF, pak musi byt uvedena i velikost
mapovaného bloku, systém vyhradi pozadovany prostor podobné jako pfi
odkladani paméti pti strankovani.

LPVOID MapViewOfFile (HANDLE hFileMappingObject, DWORD dwDesiredAccess,
DWORD dwFileOffsetHigh, DWORD dwFileOffsetLow,
DWORD dwNumberOfBytesToMap) ;
LPVOID MapViewOfFileEx (HANDLE hFileMappingObject, DWORD dwDesiredAccess,
DWORD dwFileOffsetHigh, DWORD dwFileOffsetLow,
DWORD dwNumberOfBytesToMap, LPVOID lpBaseAddress);
BOOL UnmapViewOfFile (LPCVOID lpBaseAddress) ;

Namapuje objekt reprezentujici mapovany soubor.

Flags ~ FILE_MAP_WRITE, @ FILE_MAP_READ, FILE_ MAP_ALL_ACCESS,
FILE_MAP_COPY. Ted’ opravdu nevim, co se stane, kdyZz tyto flagy odporuji
flagim u CreateFileMapping, asi chyba.
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Whole File Operations
To be done.

Example: Linux Whole File Operations

ssize_t sendfile (int out_fd, int in_fd, off_t =*offset, size_t count);

ssize_t splice (int fd_in, loff_t xoff_in, int fd_out, loff_t =xoff_out,

To minimize the data copying overhead, it is possible to copy the content of one file
to another.

Example: Windows Whole File Operations

Directory Operations

Prvni operaéni systémy zatinaly s jednotroviiovym adresafem. Resil se hlavné for-
mat jména a atributy. PfiSly problémy s vyhleddvanim a kolizi jmen. Objevily se
vicetiroviiové adreséfe a zavedeni relativnich odkazi vici current directory. Jako
posledni se objevila koncepce linkt, kterou se dotvofil koncept adresdfového grafu
jak je zndm dnes.

Mimochodem, stromovou strukturu adresafti vymysleli v AT&T Bell Labs v roce
1970.

Jako moderni koncepce se dnes ukazuje tiplné oddéleni adresdfové struktury od
souborti. Soubory jsou objekty, které obsahuji data, programy operuji s referencemi.
V ptipadé potieby je pak mozno v adreséfi svazat takovou referenci se jménem.

Adresarova polozka zpravidla obsahuje jméno souboru a atributy jako jsou piis-
tupovd prava, ¢as vytvofeni a zmény, nékteré systémy dovoluji specifikovat libo-
volné atributy jako named values.

Zakladni operace na adresafich jsou otevieni a zavieni a ¢teni ¢i prohleddvani ob-
sahu. Pro zdpis obsahu jsou zvlastni funkce, které vytvateji, pfejmenovéavaji a mazou
adresare a soubory a nastavujf jejich atributy, aby aplikace nemohly poskodit struk-
turu adreséfe.

Example: Linux Directory Operations

DIR *opendir (const char =name);
int closedir (DIR =*dir);
struct dirent *readdir (DIR =dir);

Pomoci téchto funkci je moZzné &ist adresaf, zajimava je samoziejmé struktura di-
rent. O té ale POSIX standard fikd pouze, Ze bude obsahovat zero terminated jméno
souboru a p¥ipadné inode number, kterému ale ¥ikd sériové ¢islo souboru.

int scandir (const char *dir, struct dirent *x*namelist,
int (xselect) (const struct dirent ),
int (xcompar) (const struct dirent =x,
const struct dirent x%));

Funkce scandir prohledd adresaf a vrati seznam poloZek, funkce select fika, které
polozky uvazovat, funkce compare ¥ikd, jak uvazované polozky sefadit.

int stat (char xpath, struct stat xbuf);

struct stat {
121
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dev_t st_dev; // File device

ino_t st_ino; // File inode

mode_t st_mode; // Access rights

nlink_t st_nlink;

uid_t st_uid; // Owner UID

gid_t st_gid; // Owner GID

dev_t st_rdev; // Device ID for special files
off t st_size; // Size in bytes

blksize_t st_blksize; // Block size
blkcnt_t st_blocks; // Size in blocks

time_t st_atime; // Last access time
time_t st_mtime; // Last modification time
time_t st_ctime; // Last status change time

}

The stat system call provides information about a single directory entry.

Example: Windows Directory Operations

HANDLE FindFirstFile (LPCTSTR lpFileName, LPWIN32_FIND_DATA lpFindFileData);
BOOL FindNextFile (HANDLE hFindFile, LPWIN32_FIND_DATA lpFindFileData);

typedef struct _WIN32_FIND_DATA {
DWORD dwFileAttributes;
FILETIME ftCreationTime;
FILETIME ftLastAccessTime;
FILETIME ftLastWriteTime;

DWORD nFileSizeHigh;

DWORD nFileSizeLow;

DWORD dwReservedO;

DWORD dwReservedl;

TCHAR cFileName [MAX_PATH (= 260)];
TCHAR cAlternateFileName [14];

} WIN32_FIND_DATA;

Funkce pfevzaté z CP/M.

Sharing Support

Pokud pfistupuje k souboru vice procest, je samoziejmé potieba néjak definovat jak
to bude vypadat. Minimdlni feSeni je zajisténi atomi¢nosti jednotlivych operaci, coz
ma jako default napfiklad UNIX ¢ MS-DOS bez nataZzeného share.

DtimysInéjsi feSeni je moznost zamykani celych soubort, to je naptiklad k dispozici
v MS-DOSu pfi nataZeném share. Pfi volani INT 21h fn 3Dh File Open se dalo zadat,
zda se povoli dalsi otevirdni pro ¢teni a pro zdpis. Podobnou véc umi UNIX pomoci
volani flock.

Jesté o néco diimysInéjsi je moznost zamykat ¢asti souborti pro ¢teni ¢i pro zdapis.
Tohle umi jak UNIX pfes fentl, tak tfeba i nest'astny MS-DOS se share. Zada se offset
a délka zamykaného bloku a reZim zamykani, ten je zpravidla shared (alias read)
lock nebo exclusive (alias write) lock. Zamykani ¢asti souboru mé jednu nevyhodu,
totiZ u kazdého souboru se musi pamatovat seznam existujicich zdmk, ktery se musi
kontrolovat pfi relevantnich operacich.

Aby se omezila velikost seznamu zamkt, DOS napiiklad vyZzaduje, aby odemykéni
specifikovalo pouze presné takové bloky, které byly zam¢ené. Tedy neni mozné zam-
knout velky blok a odemknout kousek z jeho prosttedka, ¢imZ se odstrani problémy
s fragmentaci blok.
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Example: Linux Sharing Operations

Unix rozliSuje advisory a mandatory locking. Od zacatku implementované jsou
pouze advisory locks, totiz zamky, které se projevi pouze pokud se na né proces
zeptd. To samoziejmé neni pfili§ bezpetné, a tak se doplnily jesté mandatory locks,
které kontroluje kernel. Aby mandatory locks neblokovaly ve chvilich, kdy to
stavajici aplikace necekaly, feklo se, Ze budou automaticky nasazené na soubory s
nastavenym group ID bitem a shozenym group execute bitem.

Mandatory locks umél prvni tusim UNIX System V.

Vv

Nepfijemna vlastnost mandatory locks je, Ze maji trochu sloZitéjsi sémantiku nez ad-
visory locks, a ne vSechny systémy se do ni vzdycky trefi. Sice existuje specifikace
UNIX System V Interface Definition, ale tu snad nikdo pfesné nedodrzuje. Pékny
seznam odchylek je v dokumentaci o zamykani v Linux kernelu.

Mandatory locking také mitiZe zptisobovat deadlock. Oblibenym hackem byvalo
zamknout si lokdlné mandatory néjaky soubor a pak zkusit porusit tenhle zamek
ptes NES, ¢imz se s trochou $tésti dal zablokovat NFS server.

Souborové zamky zpravidla nejsou vhodné pro ¢asté zamykani s malou granulari-
tou.

Example: Windows Sharing Operations

Locked and unlocked regions must match, it is not possible to lock a region and then
unlock part of a region, or to lock multiple adjacent regions and then unlock the
regions together.

Locking does not prevent reading through memory mapping.

Locks are unlocked on closing the locked file or terminating the owning process.
Arbitrary time may elapse between closing or terminating and unlocking.

Consistency Support
To be done.

Example: Windows Transaction Operations

HANDLE CreateTransaction (
LPSECURITY_ATTRIBUTES lpTransactionAttributes,
LPGUID UOW,
DWORD CreateOptions,
DWORD IsolationLevel,
DWORD IsolationFlags,
DWORD Timeout,
LPWSTR Description);

BOOL CommitTransaction (
HANDLE TransactionHandle);

BOOL RollbackTransaction (
HANDLE TransactionHandle);

Transaction context can be used to group together multiple operations and provide
multiple readers with a consistent past snapshot of data in presence of a single writer.
Most arguments of the context creation call are ignored and should be set to zero.

HANDLE CreateFileTransacted (
LPCTSTR lpFileName,
DWORD dwDesiredAccess,
DWORD dwShareMode,
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LPSECURITY_ATTRIBUTES lpSecurityAttributes,
DWORD dwCreationDisposition,

DWORD dwFlagsAndAttributes,

HANDLE hTemplateFile,

HANDLE hTransaction,

PUSHORT pusMiniVersion,

PVOID pExtendedParameter);

BOOL DeleteFileTransacted(
LPCTSTR lpFileName,
HANDLE hTransaction);

BOOL CreateDirectoryTransacted (...);
BOOL RemoveDirectoryTransacted (...);

BOOL MoveFileTransacted (...);
BOOL CopyFileTransacted (...);

The support for transactions is generic, driven by a system transaction manager and
cooperating resource managers. Transactional operations can therefore be provided
by other parts of the system, such as registry.

Rehearsal
Questions

1. Popiste obvyklé rozhrani opera¢niho systému pro piistup k soubortim pomoci
operaci ¢teni a zdpisu. Funkce rozhrani uved'te véetné argumentti a sémantiky.

2. Vysvétlete, pro¢ obvyklé rozhrani opera¢niho systému pro piistup k soubortim
pomoci operaci ¢tenf a zdpisu oddéluje operace otevieni a zavieni souboru
a operaci nastaveni aktudlni pozice v souboru od vlastnich operaci ¢teni a
zapisu.

3. Popiste obvyklé rozhrani operaéniho systému pro pfistup k soubortim pomoci
operaci mapovani do paméti. Funkce rozhrani uved’te véetné argumentti a sé-
mantiky.

4. Popiste obvyklé rozhrani opera¢niho systému pro préci s adresafi. Funkce
rozhrani uved'te véetné argumentti a sémantiky.

5. Popiste obvyklé rozhrani opera¢niho systému pro zamykani souborti. Funkce
rozhrani uved'te véetné argumentt a sémantiky.

6. Vysvétlete rozdil mezi advisory a mandatory zdmky pro zamykan{ soubord.
Vysvétlete, proc¢ tyto druhy zdmk existuji.

File Subsystem Internals

124

Disk Layout
Bunch of blocks. Tree. Log.



Chapter 5. File Subsystem

Handling of Files

Prechod z péasek na disky, prvni ndpad se sekvenénim ukladdnim soubort. M4 to
dvé vyhody, totiZ rychlost a malou rezii. Nevyhodou je potieba znat predem délku
souboru a pochopitelné fragmentace.

Prvni ndpad jak tohle odstranit je udélat linked list. C64 mél tohle na floppy,
nevyhody jsou zfejmé. Extrémné pomaly random access, velikost blokd neni
mocnina dvou, $patné se maze a tak.

Dalsi modifikace je nechat linked list, ale vytdhnout ho z blokti a dét do tabulky.
Typické feseni MS-DOSu. Nevyhodné to zatne byt kdyz se celd tahle tabulka nevejde
do paméti, lidi napadlo mit ji po kouskéch u soubort, vysledek je tteba CP/M nebo
UNIX. Co délat kdyZ je tahle tabulka moc velkd, CP/M pfidava linedrné dalsi bloky,
UNIX stromové vétvi I-nodes.

Ukladani aloka¢nich informaci o souborech do adresdfovych poloZek, tieba ald

CP/M, ma jesté jednu znacnou nevyhodu. Pokud totiZ nenf mozné oddélit jméno
souboru od jeho aloka¢ni informace, nenif mozné délat hard linky.

Handling of Directories

Trividlni pfipad jednotroviiového adresafe, koncept ROOTu v MS-DOSu. Hierar-
chické adresare, ukladani podadresaitt do nadfazenych adresait. DOSacka klasika,
totéz u UNIXu. Jak do adresare zadélat linky, koncept hard linku a symbolic linku.

Vyhody a nevyhody hardlinku, rychlost, Spatné mazani, nepfekro¢i hranici file sys-
tému. Symbolicky link, totéZ. Drobnost pfi zalohovéni a kopirovani souborfi, nutnost
sluzby rozezndvajici link od normalniho souboru.

Handling of Free Space

Pridélovani volného mista, problém velikosti bloki. Hlediska pro vétsi bloky,
rychlost, mald reZie, hlediska pro mensi bloky, malé fragmentace.

Evidence volného mista, seznam volnych blokii a bitmapy. Funkce bitmap je jasn4,
seznam volnych blok{i se zd4 byt nevyhodny, az na schopnost mit v paméti jen
malou ¢ast tablice a pfesto uspokojovat velky pocet dotazii na volné bloky, a moznost
uklddani pravé ve volném misté. MoZnost vyuziti seznamu ald FAT. Evidence vad-
nych bloki, vadny soubor, ozna¢eni vadnych blok.

Diskové kvoty, mechanizmus hard a soft kvéty. Princip implementace, tablice
otevienych soubort, tablice majitelti otevienych soubort.

Performance

Mala rychlost a maly pocet blokti cache. Vhodna strategie zavisi na aplikaci, tprava
pro piednostni caching adresafii a I-nodes. Write-back caching, rozdéleni mista mezi
write-back a read cache.

Minimalizace pohybu hlavi¢ky, umisténi adresaiti do stfedu disku, rozdéleni
velkého disku na segmenty. Alokace souborti do sousednich bloki, defragmentace.

Reliability

Pozadavek spolehlivosti, nejjednodussim fesenim je zdlohovani. Podpora pro zalo-
hovéni, archivni atribut, detekce linki, snapshot. Zalohovani na pasky, na disky, mir-
roring.
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Konzistence systému, dilezitost nékterych oblasti disku. Pfednostni zapis adresaid,
I-nodes, FAT, aloka¢nich map a tak. Periodicky sync. Kontrola konzistence pii
bootovani systému. Unerase, nevyhody dolepovanych unerase, podpora v systému.

Example: FAT File System

Klasika, boot sektor s rozméry filesystému, za nim dvakréat FAT, za ni root directory,
za nim data area. Adresafova polozka obsahuje name, attributes, first cluster. Bad
clusters maji extra zndmku ve FAT.

Nevyhody zahrnuji nepohodlnou praci s FAT (je velkd, nelze z ni snadno vytah-
nout data tykajici se jednoho souboru), nepohodlnou praci s adreséafi (kratkd jména
souborti, mélo atributti, Spatné prohleddvéani, moznost fragmentace adresaiti vy-
mazanymi jmény), rezie na velké clustery.

Modifikace s rozsifenim na vétsi ¢isla clusterti a del$i jména souborti. Vétsi ¢isla jsou
prosté tak, rozsifend na 32 bitti, Zddny problém. Delsi jména souborti jsou uloZena
do vhodnych mist extra polozek v adreséfi, ozna¢enych nesmyslnou kombinaci
atributti, v unicode. Hypotéza je, Ze to je kvuli kompatibilité se star$imi systémy,
kdyz se na diskety nahraje néco s dlouhym jménem.

Example: HPFS File System

Atkoliv z OS/2, produkt Microsoftu. Citace z roku 1989 ¥ikd, Ze "HPFS solves all the
problems of the FAT file system and is designed to meet the demands expected into
the next few decades."

Na zacéatku disku je vyhrazeno 16 sektorti na bootstrap loader, nasleduje superblock
s rozméry disku a pointery na bad block list, directory band, root directory a spare-
block. Zbytek disku je rozdélen na 8 MB bands, kazdy band ma4 free sectors bitmap a
data area, které se stfidaji tak, aby bands sousedily bud’ bitmapami, nebo data areas.

Kazdy soubor je reprezentovany strukturou F-node, kterd se pfesné vejde do sektoru.
Kazdy F-node obsahuje rtizné access control lists, attributes, usage history, last 15
chars of file name, plus an allocation structure. Allocation structure je bud’ 8 runs
pfimo v F-node, kazdy run je 32 bith starting sector a 32 bitfi number of sectors, nebo
B+ strom o 12 vétvich, jehoZ leaf nodes obsahuji aZ 40 runs. Zajimavou véci jsou
extended attributes, u kazdého souboru se mtize ulozit az 64 KB name/value pard,
které jsou bud’ pfimo v F-node, nebo v extra runu.

Adpresare jsou podobné jako soubory reprezentované strukturou F-node, pointer na
F-node root directory je v superbloku. Adresatf ma poloZky ritizné délky ve 2 KB
blocich uspofddanych jako B strom, poloZek se pfi jménech kolem 10 znaki vejde
do 2 KB bloku tak 40. V kazdé poloZce je jméno, usage count, F-node pointer.

Jednou vyhodou HPFS je aloka¢ni strategie, diky které jsou soubory uklddény pokud
mozno v souvislych blocich, a diky které je F-node blizko u dat souborti. PouZziva se
prealokace po 4 KB, prebytecné bloky se vraci p¥i zavieni souboru. Samoziejmosti je
read ahead a write back; dokumentace tvrdi, Ze se u souboru pamatuje usage pattern
a podle néj se toto Fidi.

Zajimava je také fault tolerance. Systém si udrZzuje hotfix map, pokud narazi na
chybu sektoru, tak jej do této mapy pifidd a zobraza warning, ve vhodné chvili se
pak soubory leZici v hotfixed sektorech pfesunou jinam a hotfix se vyprazdni. Pi
power outage se podle dirty flagu ve spareblocku poznd, Ze vSe neni v pofadku, re-
covery pak mtize pouzit magic identifiers, které jsou pfitomné ve vSech zajimavych
strukturdch pro nalezeni F-nodes a directories, které jsou navic linked to each other.

Pozndmka stranou, B strom je vyvazZeny strom s daty ve vSech uzlech, B+ strom je
vyvazeny strom s daty pouze v listech. Jinak snad normaln ...
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Example: EXT2 And EXT3 And EXT4 File Systems

The filesystem uses the classical structure starting with a bootstrap area and contin-
uing with blocks, each block containing a copy of the superblock, filesystem descrip-
tors, free block bitmap, free inode bitmap, inode table fragent, and data area. These
blocks serve the same role as bands or groups in other filesystems and should not be
confused with equal sized blocks within the data area.

Free space is allocated by blocks. A free block bitmap is used to keep track of free
blocks.

A file is represented by an inode. The inode contains information such as file type,
access rights, owners, timestamps, size, and the information about where the data of
the file resides, stored either as a block map or as an extent tree.

The block map contains pointers to direct blocks, a pointer to a single level indirect
block, which contains pointers to direct blocks, a pointer to a double level indirect
block, which contains pointers to single level indirect blocks, and a pointer to a triple
level indirect block, which contains pointers to double level indirect blocks. By de-
fault, 12 pointers to direct blocks reside in the inode, 1024 pointers to indirect blocks
reside in a block.

The extent tree, available starting with EXT4, describes consecutive sequences of
blocks called extents. The extent tree has up to 4 entries in the inode, additional en-
tries reside in potential interim blocks, both interim entries and leaves are 12 bytes
long. This means that by default, the extent tree would need 5 levels to cover a hypo-
thetical file with 2732 extents.

Some versions of the filesystem could store file tails in block fragments. The inode
structure therefore contains block fragment related fields, which, however, are not
used in the current filesystem implementations.

struct ext2_inode {

__ulé6 1i_mode; /* File mode x/

_ule6e i_uid; /* Owner ID =/

_u32 i_size; /* Size in bytes =*/
_u32 1i_atime; /* Access time %/
_u32 i_ctime; /* Creation time =/

_ u32 i_mtime; /* Modification time =x/
_u32 i_dtime; /* Deletion Time */
_ule i_gid; /* Group ID x/

_ulé i_links_count; /% Links count =*/
__u32 1i_blocks; /* Blocks count =/
__u32 1i_flags; /x File flags =/

_u32 1i_block [EXT2_N_BLOCKS]; /* Ptrs to blocks =*/
__u32 i_version; /* File version for NFS =*/
_u32 i_file_acl; /x File ACL «/

_u32 i_dir_acl; /* Directory ACL =/

_ u32 i_faddr; /* Fragment address =/
__u8 1_i_frag; /* Fragment number =/
__u8 1_1i_fsize; /+ Fragment size =*/

}i

#define EXT2_DIR BLOCKS 12

#define EXT2_IND_BLOCK EXT2_DIR_BLOCKS
#define EXT2_DIND_BLOCK (EXT2_IND_BLOCK + 1)
#define EXT2_TIND BLOCK (EXT2_DIND_BLOCK + 1)

#define EXT2_N_BLOCKS (EXT2_TIND_BLOCK + 1)

#define EXT2_SECRM_FL 0x00000001 /% Secure del x/
#define EXT2_SYNC_FL 0x00000008 /* Sync update */
#define EXT2_IMMUTABLE_FL 0x00000010 /% Immutable =%/
#define EXT2_APPEND_FL 0x00000020 /* Only ap */

Directories are stored either unsorted, or with a tree index of file name hashes. When
stored unsorted, a directory is simply an array of variable length entries. Entries
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never cross block boundary, unused space within blocks is marked with empty en-
tries. When stored with a tree index, a directory starts with a tree root block, which
points to potential interim blocks and eventually blocks with leaves, which are stan-
dard directory entries. All tree blocks start with a fake empty directory entry so that
directory content remains backwards compatible.

struct ext2_dir_entry_2 {

__u32 inode; /* Inode number =*/

__ulé rec_len; /* Directory entry length */
__u8 name_len; /* Name length x/

_ us8 file_type; /* File type =*/

char name [EXT2_NAME_LEN]; /+* File name =/

}i
#define EXT2_NAME_LEN 255

#define EXT2_FT_REG_FILE 1
#define EXT2_FT_DIR 2
#define EXT2_FT_CHRDEV 3
#define EXT2_FT BLKDEV 4
#define EXT2_FT SYMLINK 7

A quick overview of other features includes a bad block map kept in reserved inode
1, an administrator space reservation.

Pro odhad, v Linuxu je na 8GB partition celkem 1M I-nodes, z toho jsou pro bézné
soubory tak 4% pouZitych, kazdy blok ma 130MB. Extra atributy se daji ¢ist a ménit
pfes lsattr a chattr, patfi mezi né IMM (immutable), APP (append only), SYNC (syn-
chronous update), COMPRESS, UNDELETE, SAFEDEL (tyto tfi ale kernel ignoruje
?).

Journalling mode for data is either writeback, ordered, or journal. Writeback means
data are not journalled. Ordered means data are written to normal location before
corresponding metadata are journalled. Journal means both data and metadata are
journalled. Journalling is done to a special file.

References

1. Tweedie S. C.: Journaling the Linux ext2fs Filesystem

Example: NTFS File System

Na zacatku disku je jen bootsektor s rozméry disku a pointerem na MFT, jeho kopie je
uloZena jesté kdesina (konci ?) partition. Cely zbytek disku se adresuje po clusterech,
které jsou podobné jako u FAT mocninné nasobky sektorti. Na disku neleZi nic nez
soubory, informace o nich jsou uloZeny v MFT aneb Master File Table. Kazdy soubor
je jednoznacné identifikovan indexem do MFT, MFT sama je také soubor s indexem
0, dalsf vyzna¢né indexy jsou 1 pro MFT mirror, 2 pro transaction log, 3 pro root
directory, 4 pro allocationj bitmap, 5 pro bootstrap, 6 for bad cluster file atd.

Neékteré ze skrytych souborti 1ze vypsat, chodi pfikazy dir /ah $bitmap, dir /ah
$badclus, dir /ah $mftmirr atd. (ovSem krom vypsdni v root adresafi uz tusim nic
nejde). Ve Windows 2000 uz zda se nejde ani tohle.

Kazdy soubor je set of attributes, jeden z atributti je default, to je data stream. Kazdy
zdznam v MFT obsahuje magic, update sequence (podobnd NFS, je potfeba aby pfi
reuse zaznamu bylo moZné poznat staré reference), reference count, flags, poten-
cidlné pointer na base file record pokud toto je extension file record (kdyZ se vse
nevejde do base file recordu). Nésleduj file attributes, u nich zdznam obsahuje jméno,
typ a data, data mohou byt bud’ resident, v tom pfipadé nasleduji pfimo v zdznamu,
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nebo non-resident, v tom pfipadé nasleduje v zdznamu run list, coZ je sekvence bloki
clusterti podobné jako u HPFS.

Adpresare jsou uloZené jako soubory, jejichZ obsah je B strom s referencemi na ob-
sazené soubory.

Mirné zjednoduseno. Nejvétsi nevyhodou se zda byt fragmentace. To prevent frag-
mentation of MFT, NTFS makes sure a free area called MFT zone exists after MFT.
Each time the disk becomes full, MFT zone is halved.

Multiple Streams

Jednotlivé streams v souboru jsou oznacené jmény a lze k nim pfistupovat
otevienim souboru se jménem file:stream_name:$stream_type. Default stream se
nijak nejmenuje a typ ma data, takZe file a file::$data je totéZ (to se pouzivalo pro
atok na Microsoft Information Server, ktery u jmen s explicitné uvedenym streamem
nepoznal pfiponu, takze ¢lovék mohl ¢ist zdrojaky skriptti). Legra¢né délka souboru
odrazi pouze default stream, takZe data v dalSich streamech zabiraji misto na disku,

ZNz

ale v adreséafich nejsou vidét (také se leckdy nekopiruji, Explorer OK, ale FAR ne).
Neékteré konkrétni atributy, krom $DATA nepfistupné aplikaci:

Atribut Obsah
$VOLUME_VERSION

Volume version

$VOLUME_NAME

Disk’s volume name

$VOLUME_INFORMATION

NTFS version and dirty flag

$FILE_NAME

File or directory name

$STANDARD_INFORMATION

File time stamps and hidden, system,
and read-only flags

$SECURITY_DESCRIPTOR

Security information

$DATA

File data

$INDEX_ROOT

Directory content

$INDEX_ALLOCATION

Directory content

$BITMAP

Directory content mapping

$ATTRIBUTE_LIST

Describes nonresident attribute headers

Jesté pozoruhodnéji, Windows dlouhou dobu nemély pro praci se streams Zadné
API, tedy neSel snadno vypsat seznam streams apod. ReSeni nabizela funkce
BackupRead, kterd ze souboru vyrobi specidlni backup stream, urceny pro
zédlohovani. Tento stream obsahuje data potfebnd pro kompletni rekonstrukci
soubor, tedy i streams a jeho formét je znamy. Zda se, Ze i ACL jsou uloZené jako
stream (?).

HANDLE FindFirstStreamW (
LPCWSTR lpFileName,
STREAM_INFO_LEVELS Infolevel,
LPVOID lpFindStreamData,
DWORD dwFlags);

BOOL FindNextStreamW (

HANDLE hFindStream,
LPVOID 1lpFindStreamData);

typedef enum _STREAM_INFO_LEVELS {
FindStreamInfoStandard
} STREAM_INFO_LEVELS;

typedef struct _WIN32_FIND_STREAM DATA {
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LARGE_INTEGER StreamSize;
WCHAR cStreamName [MAX_PATH + 36];
} WIN32_FIND_STREAM_ DATA;

The only thing worth noting on the stream enumeration interface is probably the in-
consistent use of system constants suggested by the need to add an arbitrary constant
to MAX_PATH.

Cache Manager

Quoted from [Mark Russinovich, David Solomon: Windows XP: Kernel Improve-
ments Create a More Robust, Powerful, and Scalable OS]

In order to know what it should prefetch, the Windows XP Cache Manager moni-
tors the page faults, both those that require that data be read from disk (hard faults)
and those that simply require data already in memory be added to a working set
(soft faults), that occur during the boot process and application startup. By default,
it records 120 seconds of the boot process, 60 seconds after all services have finished
initializing, or 30 seconds after the shell starts, whichever occurs first. The Cache
Manager also monitors the first 10 seconds of application startup.

After collecting a trace organized into faults taken on MFT (if the application accesses
files or directories), the files referenced, and the directories referenced, the Cache
Manager notifies the prefetch component of the Task Scheduler that performs a call
to the internal NtQuerySystemInformation system call requesting the trace data. Af-
ter performing post-processing on the trace data, the Task Scheduler writes it out to
a file in the /Windows/Prefetch folder. The file’s name is the name of the applica-
tion to which the trace applies followed by a dash and the hexadecimal representa-
tion of a hash of the file’s path. The file has a .pf extension, so an example would
be NOTEPAD.EXE-AF43252301.PF. An exception to the file name rule is the file that
stores the boot’s trace, which is always named NTOSBOOT-BOODFAAD.PF (a convo-
lution of the hexadecimal-compatible word BAADF00D, which programmers often
use to represent uninitialized data).

When the system boots or an application starts, the Cache Manager is called to give
it an opportunity to perform prefetching. The Cache Manager looks in the prefetch
directory to see if a trace file exists for the prefetch scenario in question. If it does, the
Cache Manager calls NTFS to prefetch any MFT references, reads in the contents of
each of the directories referenced, and finally opens each file referenced. It then calls
the Memory Manager to read in any data and code specified in the trace that’s not
already in memory. The Memory Manager initiates all of the reads asynchronously
and then waits for them to complete before letting an application’s startup continue.

Backup Support

Quoted from [Mark Russinovich, David Solomon: Windows XP: Kernel Improve-
ments Create a More Robust, Powerful, and Scalable OS]

A new facility in Windows XP, called volume shadow copy, allows the built-in
backup utility to record consistent views of all files, including open ones. The
shadow copy driver is a type of driver, called a storage filter driver, that layers
between file system drivers and volume drivers (the drivers that present views of
the disk sectors that represent a logical drive) so that it can see the I/O directed at a
volume.

When the backup utility starts a backup operation it directs the volume shadow
copy driver (/Windows/System32/Drivers/Volsnap.sys) to create a volume
shadow copy for the volumes that include files and directories being recorded. The
volume shadow copy driver freezes I/O to the volumes in question and creates a
shadow volume for each. For example, if a volume’s name in the Object Manager
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namespace is /Device/HarddiskVolume0, the shadow volume might be named
/Device/HarddiskVolumeShadowCopyN, where N is a unique ID.

Instead of opening files to back up on the original volume, the backup utility opens
them on the shadow volume. A shadow volume represents a point-in-time view of
a volume, so whenever the volume shadow copy driver sees a write operation di-
rected at an original volume, it reads a copy of the sectors that will be overwritten
into a paging file-backed memory section that’s associated with the corresponding
shadow volume. It services read operations directed at the shadow volume of mod-
ified sectors from this memory section, and services reads to non-modified areas by
reading from the original volume.

Because the backup utility won’t save the paging file or the contents of the system-
managed /System Volume Information directory located on every volume, the snap-
shot driver uses the defragmentation API to determine the location of these files and
directories, and does not record changes to them.

By relying on the shadow copy facility, the Windows XP backup utility overcomes
both of the backup problems related to open files.

The shadow copy driver is actually only an example of a shadow copy provider that
plugs into the shadow copy service (/Windows/System32/Vssvc.exe). The shadow
copy service acts as the command center of an extensible backup core that enables
ISVs to plug in writers and providers. A writer is a software component that en-
ables shadow copy-aware applications to receive freeze and thaw notifications in or-
der to ensure that backup copies of their data files are internally consistent, whereas
providers allow ISVs with unique storage schemes to integrate with the shadow copy
service. For instance, an ISV with mirrored storage devices might define a shadow
copy as the frozen half of a split-mirrored volume.

Summary

References

1. Russinovich M.: Inside NTFS
2. Wijk J. v.: NTFS Disk Structure Definitions

Example: XFS File System

XFS has been designed by SGI and provides support for large numbers of large files
in large directories accessed by large numbers of clients. This is achieved by using
balanced trees for most structures and by providing metadata logging.

XFS divides the disk into groups, each group contains metadata and data areas. The
group metadata area contains a copy of the superblock, pointers to roots of two group
free block trees, a pointer to the root of a group inode tree, and a reserved group free
block list. The data area is split into equal sized blocks. Most references used by XFS
come in two flavors, a relative reference within a group and an absolute reference,
which is created by prepending the group identifier to the relative reference.

Free space is allocated by blocks. The two free block trees allow locating free space
by block number and by extent size, each leaf of a tree points to a free extent. The
reserved free block list contains free blocks reserved for growing the free block trees.

Files are represented by inodes. The inode tree allows locating an inode by inode
number, each leaf of the tree points to a block with a sparse array of 64 inodes. An
inode contains basic information about a file and points to file data and extended
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attributes using structures called a data fork and an attribute fork. Depending on the
size of the data referenced by the fork, the data is stored:

o directly within the fork inode. The default size of an inode is 256 bytes, out of
which 100 bytes are used by the basic information, leaving 156 bytes for the forks.

« inextents listed within the fork inode. The default size of an inode provides enough
space for up to 19 extents.

« data in a tree. When the file data is stored in a tree, the keys of the tree are offsets
within the file and the leaves of the tree are extents.

Directories use either short form, block form, leaf form, node form, or tree form,
depending on their size. All forms have a variable length entry containing the file
name and the file inode.

A short form directory stores entries directly within its inode.

 Ablock form directory stores entries in a single extent, which also contains a sorted
array of file name hashes and an array of a few largest free entries in the extent.

« A leaf form directory stores entries in multiple entry extents and single extent with
a sorted array of file name hashes and an array of a few largest free entries in the
entry extents.

» A node form directory stores entries in multiple entry extents, a tree of file name
hashes and an extent with an array of a few largest free entries in the entry extents.

« Finally, a tree form directory uses trees to store the array of entries, the file name
hashes, and the array of a few largest free entries in the entry extents.

Attributes use either short form, leaf form, node form, or tree form, depending on
their size. The forms of attribute storage are similar to the forms of directory storage,
except that the names and values of attributes are kept together with name hashes,
while the entries were kept separate from name hashes.

Metadata modifications are journalled.

References

1. SGI: XFS Filesystem Structure. http://o0ss.sgi.com/projects /xfs / papers/xfs_filesystem_structure.pd
2. SGI: XFS Overview and Internals. http:/ /oss.sgi.com/projects /xfs / training /index.html

Example: CD File System

Standard 1SO9660 a ECMA119. Disk rozdélen na sektory zpravidla 2048 bytes,
prvnich 16 sektorti prazdnych pro bootstrap loader. Zbytek disku je popsdn
sekvenci volume descriptors, jeden per sektor, nejdtleZitéjsi je Primary Volume
Descriptor s adresou root directory, path table a dalsimi zbyte¢nostmi (copyright,
abstract, bibinfo). Adreséare jsou usual stuff, name of 30 chars max, attributes, soubor
je udédn pocateénim sektorem a délkou (teoreticky je mozné uvést vic adresafovych
polozek pro soubor z vice fragmentt, ale nepouziva se, stejné jako se zda se
nepouZiva interleaving).

Jednim zajimavym detailem v ISO9660 jsou path tables. Aby se adresafe nemusely
prohledévat item by item, uloZi se do path table sefazeny (podle hloubky a dalsich
kritérif) seznam vSech cest na disku, pro kazdou cestu obsahuje path table sektor
ptislusného adresare a jeho parenta.

The standard imposes a number of weird limits on the file system structure, such as
maximum directory nesting depth of 8, only capital letters, digits and underscores in
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file names, no extensions in directory names, etc. For this reason, extensions such as
Joliet and Rock Ridge have appeared.

References
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Example: UDF File System

Standard 1SO13346 a UDF a ECMA167. Zakladni principy podobné ISO9660 a
ECMAL116.

Zajimavy je koncept Prevailing Descriptors pro pfipisovatelnd média. Kazdy
deskriptor ma u sebe verzi, ¢i lépe potfadové Cislo, a pokud se v seznamu
deskriptorti najde vice deskriptorti téhoZ typu, uvazuje se ten s nejvyssi verzi.
ProtoZe seznam deskriptortt neni (nemusi byt) ukonceny, lze na jeho konec
pfipisovat nové deskriptory, které nahradi staré. S tim souvisi jesté koncept Virtual
Allocation Table, kterd mapuje logické na fyzické sektory disku. V8echny tidaje na
disku jsou v logickych sektorech, kdyZ je potieba napfiklad pfepsat ¢ast souboru,
mohou se adresafe i zbytek souboru nechat tam kde jsou a jen se upravi mapovani.

Example: JFFS2 File System

JFFS2 is a journalling file system that accommodates the specific nature of the flash
memory devices, which are organized in blocks that need to be erased before writing.

The file system views the entire flash memory device as a log consisting of arbitrarily
arranged blocks. The log contains records called nodes, nodes fill up blocks but may
not span block boundaries so that independent garbage collection of blocks remains
possible. There are three types of nodes:

* An inode node, which contains metadata and optionally a fragment of data be-
longing to a file. Compression of the fragments is supported, a fragment should
generally fit a memory page on the host.

+ A dirent node, which contains the inode number of the directory that the entry
belongs to, and the name and inode number of the file that the entry describes.

A cleanmarker node, which marks a successfully erased block.

All the inode and dirent nodes contain a version number. An update of a node is
done by writing a new version of the node at the tail of the log. When the file system
is mounted, the blocks of the log are scanned (not necessarily from head to tail, due to
independent garbage collection of blocks), creating an overview of the latest versions
of all nodes.

Garbage collection frees space for the tail of the log by picking a random block and
copying whatever of its content is not outdated to the tail of the log. Statistical pref-
erence is given to blocks with at least some outdated content, so that proper balance
between precise wear levelling and increased wear associated with copying is main-
tained.

References
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Example: Spiralog File System
Tohle je zajimavy systém od Digitalu, zaloZeny na log structure.

The file system consists of multiple servers and clerks. Clerks run near client appli-
cations and are responsible for caching and cache coherency and ordered write back.
Servers run near disks and are reponsible for carrying out idempotent atomic sets of
operations on behalf of clerks. Disks can be attached to multiple servers but only one
of those servers accesses the disks, one of the remaining servers is chosen to access
the disks if the current server fails.

Clerks present clients with files that can have user defined attributes and multiple
data streams. Servers store files in an infinite log.

At top level, server handles objects with unique identification, with multiple named
cells for storing data accessed in one piece, and with multiple numbered streams for
storing data accessed in multiple pieces. Files are mapped onto objects with attributes
in cells and contents in streams. Directories are mapped onto objects with attributes
and entries in cells.

At medium level, server handles infinite log. Objects are mapped into B tree stored
in the log, the keys are object identifiers, the leaves are objects. Cells and streams are
mapped into B trees of a single leaf of the object B tree. When cells are stored in a B
tree, the keys are names of the cells and the leaves denote cell data. When a stream is
stored in a B tree, the keys are positions in the stream and the leaves denote stream
extents. Optimizations that store short extents within their leaves also apply.

At bottom level, server handles segments. Segments are blocks of consecutive sectors
256 kB long. A segment consists of a data area and a commit record area that are writ-
ten in two physical phases for each logical write. Log is mapped into segments using
a segment array. Cleaner process compacts the old segments by copying. Checkpoint-
ing process keeps the number of B tree change records that have to be applied during
tree reconstruction down to a reasonable limit.
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Example: Reiser File System

Dalsi méné obvykly systém, chodi pod Linuxem a zaméruje se na efektivitu pfi praci
s velkym mnozZstvim malych soubord. Problém s malymi soubory je overhead pfi
alokaci, ktery je tady feSeny tak, Ze se na cely disk pohliZi jako na jeden B* strom.
Uzly tohoto stromu jsou v blocich, které jsou ndsobky velikosti sektoru, uzel je bud’
nepiimy, pak obsahuje pouze kli¢e a pointery na potomky, nebo pfimy formatovany,
pak obsahuje seznam prvki uloZeny tak, Ze od zacatku uzlu nartstaji hlavicky (di-
rectory item, indirect data, direct data) a od konce téla prvki, nebo pfimy neformé-
tovany, pak obsahuje data velkého souboru do ndsobku velikosti bloku.

Cely tenhle cirkus zarucuje, Ze se malé soubory budou uklddat pohromadé do jed-
noho bloku, ¢imz se spofi misto. To, kam pfesné se co uloZi, je dané klicem. Klice
jsou proto udélané tak, Ze obsahuji vZdy parent object ID, local object ID, offset,
uniqueness, ¢imz se zaruluje, Ze vSechny objekty budou pohromadé u svého parenta
(napfiklad directory entries z jednoho directory pohromadé). Bloky jsou alokované
near each other, eviduji se v bitmapé, bitmapy jsou rozmistény mezi datovymi bloky,
vZdy jeden blok bitmapa a pak tolik blokt data, kolik se da popsat v jednom bloku
bitmapy.
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Jesté zajimava je konzistence. Problémem u takto slozitého file systému je situace,
kdy se kviili vyvazeni stromu musi pfepisovat jiz existujici struktury. Pokud v tu
chvili systém spadne, hrozi poSkozeni starych dat. Plivodni verze file systému toto
fesily tak, Ze zavedly uspofdddni na vsech zdpisech na disk tak, aby zapisy dat v
novych pozicich pfedchazaly smazani dat ve starych pozicich. To bylo ale zdvérem
prilis slozité, takze ted’ se pfi odebrani polozky zméni pozice bloku tak, aby se
nepfepisovala stard verze (hleda se nejblizs$i volné misto) a stard verze se ulozi do
preserve listu. Preserve list se vyprdzdni, kdyz v paméti nejsou zadné bloky, do
kterych se pfidavaly polozky. Jesté novéjsi verze maji log.

Krom zjevné tspornosti ma také problémy, jedna je s rychlosti u souborti, které jsou
mirné mensi neZ bloky, protoZe ty se ukladajf jako dva direct items. Druha je u pre-
serve listu pfi velkém poctu malych soubort, je potfeba Casto flushovat aby se mohl
vypréazdnit. Tfet jsou problémy s memory mapped files kdyZ soubor nenf aligned.
Plus samozfejmé kdo to ma psat, cely EXT2 ma pod 200K zdrojdkt, ReiserFS ma
véetné patchii kernelu vic nez mega.
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Example: BTRFS File System

To be done.

Integration Of File Subsystem With Memory Management
Caches.

Integration Of Multiple File Subsystems

Zminit integraci vice file systémt do kernelu, princip mount points pro poskytnuti
jednoho prostoru jmen. Stackable file systems pfes V-nodes.

Example: Linux Virtual File System

Provedeni v Linuxu je pfimocaré. Pfi volani open se systém podivd na zac¢atek jména
souboru a podle toho zda je absolutni ¢i relativni vezme dentry bud’ root directory
nebo current directory. Pak uZ se jen postupné parsuje jméno a kazda jeho cast se
zkusi najit v dentry cache, pokud tam neni, tak se pouzije lookup funkce parent den-
try.

Do tohoto mechanizmu celkem pfimocafe zapada i mounting. Pokud se do adresate
néco namountuje, jeho dentry bude obsahovat pointer na root dentry namounto-
vaného file systému. Tento dentry ztstane diky busy locku vzdy v dentry cache.
Pfi parsovani cesty se pak u kazdého dentry jesté kontroluje, zda nema mounted file
systém, pokud ano, vezme se jeho root dentry.
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Example: Linux Union File System
Stackable filesystems. Whiteout files.

Rehearsal

Questions

2

10.

11.

12.

13.

14.

15.

16.

. Vysvétlete hlediska ovliviiujici volbu velikosti bloki jako aloka¢nich jednotek

na disku.

. Uved'te, jakymi zptisoby 1ze na disku ukladat informaci o blocich, ve kterych

jsou umisténa data soubort. Jednotlivé zptsoby ilustrujte na existujicich sys-
témech soubort a zhodnot'te.

. Uved'te, jakymi zptisoby lze na disku ukladat strukturu adresaid. Jednotlivé

zplisoby ilustrujte na existujicich systémech souborti a zhodnot'te.

. Vysvétlete rozdil mezi hard linkem a symbolic linkem. Porovnejte vyhody a

nevyhody obou typt linkd.

. Uved'te, jakymi zptsoby lze na disku uklddat informaci o volnych blocich.

Jednotlivé zplisoby ilustrujte na existujicich systémech souborti a zhodnot'te.

. Popiste zptlisob ulozeni informace o umisténi dat soubort v systému souborti

FAT. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni informace.

. PopiSte zptisob uloZeni informace o struktufe adresditi v systému soubort

FAT. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni informace.

. Popiste zpiisob uloZeni informace o umisténi volnych blokti v systému

soubori FAT. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni
informace.

. Popiste zptlisob ulozeni informace o umisténi dat soubort v systému souborti

EXT2. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni informace.

Z¥.0

Popiste zptisob uloZeni informace o struktufe adresafti v systému souborti
EXT2. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni informace.

Popiste zptisob uloZeni informace o umisténi volnych blokd v systému
soubortit EXT2. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni
informace.

Popiste zptisob uloZeni informace o umisténi dat souborti v systému soubort
NTFS. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni informace.

Popiste zptisob uloZeni informace o struktufe adresafti v systému souborti
NTEFS. Uved'te prednosti a nedostatky tohoto zptisobu uloZeni informace.

Popiste zptisob uloZeni informace o umisténi dat souborti v systému souborti
na CD. Uved'te pfednosti a nedostatky tohoto zptisobu ulozZeni informace.

2.0

Popiste zptisob uloZeni informace o struktufe adresafti v systému soubort na
CD. Uved'te pfednosti a nedostatky tohoto zptisobu uloZeni informace.

Vysvétlete princip integrace vice systémti souborfi v opera¢nim systému do
jednoho prostoru jmen.

Exercises

1.

136

Popiste strukturu systému soubortt FAT na disku. [lustrujte pouZiti této struk-
tury v operacich ¢teni dat ze souboru p¥i zadané cesté a jménu souboru a pozici
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a délce dat v souboru a zapisu dat do nové vytvofeného souboru pf#i zadané
cesté a jménu souboru a délce dat. Uved'te pfednosti a nedostatky tohoto sys-
tému soubord.

. Popiste strukturu systému soubortt EXT2 na disku. Ilustrujte pouZiti této
struktury v operacich ¢teni dat ze souboru pfi zadané cesté a jménu souboru a
pozici a délce dat v souboru a zdpisu dat do nové vytvofeného souboru pii
zadané cesté a jménu souboru a délce dat. Uved'te pfednosti a nedostatky
tohoto systému soubor.

. Navrhnéte systém soubord, ktery je schopen efektivné podporovat neomezené
dlouhd jména souborti a linky. Popiste strukturu dat uklddanych na disk a
algoritmy precteni a zapsani dat z a do souboru daného jménem vcetné cesty
a pozici v rdmci souboru. Vysvétlete pfednosti vaseho navrhu.

. Navrhnéte systém souborti, ktery je schopen efektivné podporovat velmi
kratké i velmi dlouhé soubory. Popiste strukturu dat ukladanych na disk a
algoritmy precteni a zapsani dat z a do souboru daného jménem véetné cesty
a pozici v rdmci souboru. Vysvétlete pfednosti vaseho navrhu.
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Chapter 6. Network Subsystem

P

Podpora siti se da zhruba rozdélit do dvou ¢asti. Prvni ¢asti je pouhé zpfistupnéni sité
aplikacim kvili pfenosu dat, druhou ¢asti je vystavéni néjakych zajimavych mecha-
nizmt nad vlastnim pfenosem dat.

Abstractions And Operations

Sockets

The most traditional interface of the network subsystem is the Berkeley socket inter-
face. Historically, the Berkeley socket interface was developed at the University of
California at Berkeley as a part of BSD 4.2 from 1981 to 1983. These days, it is present
in virtually all flavors of Unix and Windows.

The Berkeley socket interface centers around the concept of a socket as an object that
facilitates communication. The socket can be bound to a local address and connected
to a remote address. Data can be sent and received over a socket.

int socket (int domain, int type, int protocol);

Domain specifies socket protocol class:

« PF_UNIX - local communication

« PF_INET - IPv4 protocol family
PF_INET6 - IPv6 protocol family

PF_IPX - IPX protocol family
PF_NETLINK - kernel communication
PF_PACKET - raw packet communication

Type specifies socket semantics:

SOCK_STREAM - reliable bidirectional ordered stream
SOCK_RDM - reliable bidirectional unordered messages
SOCK_DGRAM - unreliable bidirectional unordered messages
« SOCK_SEQPACKET - reliable bidirectional ordered messages
+ SOCK_RAW - raw packets

Protocol specifies socket protocol:

 0-class and type determine protocol

« other - identification of supported protocol

The socket call creates the socket object. An error is returned if the combination of
class, type, protocol is not supported.

int bind (int sockfd, struct sockaddr *my_addr, socklen_t addrlen);
#define __ SOCKADDR_COMMON (sa_prefix) \
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sa_family_t sa_prefix##family

struct sockaddr_in
{
__ SOCKADDR_COMMON (sin_);
in_port_t sin_port;
struct in_addr sin_addr;
unsigned char sin_zero [sizeof (struct sockaddr) -
__ SOCKADDR_COMMON_SIZE -
sizeof (in_port_t) -
sizeof (struct in_addr)];
}i

struct sockaddr_in6

{
__SOCKADDR_COMMON (sin6_);

in_port_t sin6_port;
uint32_t sin6_flowinfo;
struct in6_addr sin6_addr;
uint32_t sin6_scope_id;

}i

The bind call binds the socket to a given local address. The binding is typically nec-
essary to tell the socket what local address to listen on for incoming connections.

int listen (int sockfd, int backlog);

The 1isten call tells the socket to listen for incoming connections and sets the length
of the incoming connection queue.

int accept (int sockfd, struct sockaddr xaddr, socklen_t =xaddrlen);

The accept call accepts an incoming connection on a listening socket that is
SOCK_SEQPACKET, SOCK_STREAM or SOCK_RDM. The function returns a new socket
and an address that the new socket is connected to and keeps the original socket
untouched.

int connect (int sockfd,
const struct sockaddr xserv_addr,
socklen_t addrlen);

The connect call connects a socket that is SOCK_SEQPACKET, SOCK_STREAM Or
SOCK_RDM to a remote address. For other socket types, it sets a remote address of the
socket.

ssize_t send (int sockfd, const void =xbuf, size_t len, int flags);

ssize_t sendto (int sockfd, const void xbuf, size_t len, int flags,
const struct sockaddr xto, socklen_t tolen);

ssize_t sendmsg (int sockfd, const struct msghdr *msg, int flags);

struct msghdr
{

void *msg_name; // optional address

socklen_t msg_namelen; // optional address length

struct iovec *msg_iov; // array for scatter gather

size_t msg_iovlen; // array for scatter gather length
void *msg_control; // additional control data
socklen_t msg_controllen; // additional control data length
int msg_flags;

}i

The send family of calls sends data over a socket. Either the socket is connected or
the remote address is specified. The write call can also be used but the flags cannot
be specified in that case.
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ssize_t recv (int sockfd, void xbuf, size_t len, int flags);

ssize_t recvfrom (int sockfd, wvoid xbuf, size_t len, int flags,
struct sockaddr xfrom, socklen_t <fromlen);

ssize_t recvmsg (int sockfd, struct msghdr xmsg, int flags);

struct msghdr
{

void *msg_name; // optional address

socklen_t msg_namelen; // optional address length

struct iovec xmsg_iov; // array for scatter gather

size_t msg_iovlen; // array for scatter gather length
void *msg_control; // additional control data
socklen_t msg_controllen; // additional control data length
int msg_flags;

}i

The recv family of calls receives data over a socket. The read call can also be used
but the flags cannot be specified in that case.

The additional control data can provide data such as list of queued errors or addi-
tional protocol and transport information. The additional control data is structured
as a list with headers and payload, which is protocol specific.

int select (int setsize,
fd_set xreadfds,
fd_set *writefds,
fd_set xexceptfds,
struct timeval =*timeout);

int poll (struct pollfd xufds,
unsigned int nfds,
int timeout);

struct pollfd
{

int fd;
short events; // requested events
short revents; // returned events

}i

The select call is used to wait for data on several sockets at the same time. The
arguments are sets of file descriptors, usually implemented as bitmaps. The file de-
scriptors in readfds are waited for until a read would not block, the file descrip-
tors in writefds are waited for until a write would not block, the file descriptors in
except fds are waited for until an exceptional condition occurs. The call returns the
number of file descriptors that meet the condition of the wait.

The po11 call makes it possible to more precisely distinguish what events to wait for.

int getsockopt (int sockfd, int level,
int optname, void xoptwval, socklen_t =*optlen);

int setsockopt (int sockfd, int level,
int optname, const void *optval, socklen_t optlen);

References

1. Hewlett Packard: BSD Sockets Interface Programmers Guide
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Example: Unix Sockets

Unix sockets represent a class of sockets used for local communication between pro-
cesses. The sockets are represented by a file name or an abstract socket name.

struct sockaddr_un

{
sa_family_t sun_family; // set to AF_UNIX
char sun_path [PATH_MAX]; // socket name

}i

It is also possible to use sockets without names, the socketpair function creates
a pair of connected sockets that can be inherited by child processes and used for
communication.

int socketpair (int domain,
int type,
int protocol,
int sockets [2]);

Unix sockets can use additional control data to send file descriptors or to send process
credentials (PID, UID, GID) whose correctness is verified by kernel.

Important uses of the Unix sockets include the X protocol.

> netstat —--unix --all (servers and established)

Proto RefCnt Flags Type State Path

unix 2 [ ACC ] STREAM LISTENING /var/run/acpid.socket

unix 2 [ ACC ] STREAM LISTENING /tmp/.font-unix/fs7100

unix 2 [ ACC ] STREAM LISTENING /tmp/.gdm_socket

unix 2 [ ACC ] STREAM LISTENING /tmp/.X1l-unix/X0

unix 2 [ ACC ] STREAM LISTENING /tmp/.ICE-unix/4088

unix 2 [ ACC ] STREAM LISTENING /var/run/dbus/system_bus_socket
unix 3 [ ] STREAM CONNECTED /var/run/dbus/system_bus_socket
unix 2 [ 1] DGRAM @/var/run/hal/hotplug_socket
unix 2 [ 1] DGRAM @udevd

unix 2 [ ACC ] STREAM LISTENING /tmp/xmms_ceres.0

unix 3 [ ] STREAM CONNECTED /tmp/.X1l-unix/X0

unix 3 [ ] STREAM CONNECTED /tmp/.ICE-unix/4088

Example: Linux Netlink Sockets

Netlink sockets represent a class of sockets used for communication between pro-
cesses and kernel. The sockets are represented by a netlink family that is specified in
place of protocol when creating the socket.

« NETLINK_ARPD - ARP table

« NETLINK_ROUTE - routing updates and modifications of IPv4 routing table
« NETLINK_ROUTES® - routing updates and modifications of IPv6 routing table
e NETLINK_FIREWALL - IPv4 firewall

Messages sent over the netlink socket have a standardized format. Macros and li-
braries are provided for handling messages of specific netlink families.
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Example: Windows Winsock Sockets

From the application programmer perspective, Winsock sockets offer an interface
that is, in principle, based on that of the Berkeley sockets. From the service program-
mer perspective, Winsock offers an interface that allows service providers to install
multiple protocol libraries underneath the unified APIL. The interface, called SPI (Ser-
vice Provider Interface), distinguishes two types of services, transport and naming,
and allows layering of protocol libraries.

Remote Procedure Call

This is described in detail in the Middleware materials.

Rehearsal
Questions

1. PopiSte socket jako abstrakci rozhrani opera¢niho systému pro piistup k
siti podle Berkeley sockets. Uved'te zdkladni funkce tohoto rozhrani véetné
hlavnich argumentti a sémantiky.

2. Vysvétlete ticel funkce select v rozhraniopera¢niho systému pro p¥istup k
siti podle Berkeley sockets.

3. Vysvétlete, k ¢emu slouzi sockety v doméné pF_UNIX .
4. Vysvétlete, k ¢emu slouzi sockety v doméné PF_NETLINK .

5. Popiste princip funkce mechanismu vzdéleného volani procedur a nacrtnéte
obvyklou architekturu jeho implementace.

Network Subsystem Internals

Queuing Architecture

The architecture of the network subsystem typically follows the architecture of the
protocols used by the network subsystem. At the lowest level, the device drivers pro-
vide access to the network interfaces. At the highest level, the socket module imple-
ments the Berkeley socket interface. In between, the protocol modules implement the
ARP, IP, UDP, TCP and other protocols. The modules typically communicate through
queues of packets.

As described, the architecture has two pitfalls, both related to a potential loss of effi-
ciency when a large number of modules processes packets.

The first pitfall is caused by excessive data copying. The individual modules that
process packets may need to add headers or footers to the data, which may prompt a
need for moving the data to make room for the headers or footers. With top desktop
systems moving data in memory in hundreds to thousands of MB per second and
top network systems moving data in wires in thousands of MB per second, even a
small amount of data copying may be a problem.

The second pitfall is caused by excessive data dispatching. Many solutions exist, the
traditional ones including hash tables, the wilder ones ranging from dispatcher short-
cut caching to dispatcher code generation and dispatcher code upload.
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Both pitfalls can be sidestepped by using smart hardware.

Example: Linux SK Buff Structure

To avoid data copying, the individual modules that process packets keep data in the
sk_bulff structure. The structure reserves space before and after data so that headers
or footers can be added without data copying.

struct sk_buff xalloc_skb (unsigned int size, int priority);
void skb_reserve (struct sk_buff xskb, unsigned int len);
int skb_headroom (const struct sk_buff *skb);

int skb_tailroom (const struct sk_buff *skb);

unsigned char =*skb_put (struct sk_buff *skb, unsigned int len);
unsigned char xskb_push (struct sk_buff xskb, unsigned int len);

unsigned char *skb_pull (struct sk_buff xskb, unsigned int len);
void skb_trim (struct sk_buff xskb, unsigned int len);

References

1. Alan Cox: Network Buffers and Memory Management

Packet Filtering

The networking layer must decide what to do with each packet. A packet can be
delivered to a local recipient, forwarded to a remote recipient, or even dropped. This
mechanism is configurable to avoid abuse of default rules for delivering, forwarding,
discarding.

Example: Linux Packet Filter

The packet filter framework defines several points where a packet can be classified
and a decision can be taken based upon the classification. The points are identified
by chains that are grouped into tables.

The filter table is for normal packets:

e INPUT - chain for incoming packets
» OUTPUT - chain for outgoing packets
+ FORWARD - chain for packets that pass through

The nat table is for packets that open new connections:

« PREROUTING
« OUTPUT
+ POSTROUTING

The mangle table is for packets that need special modifications:

+ PREROUTING
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« INPUT

« OUTPUT
FORWARD

+ POSTROUTING

Each point contains a sequence of rules. A rule can classify packets using informa-
tion from packet header (source and destination address, protocol ...) or from packet
processing (source and destination interface ...). Modules that classify packets can
be added, available modules include file conditions, connection marks, connection
rates, connection state, security context, random and others.

The action of the first matching rule is used. An action is either a chain name or
ACCEPT, DROP, QUEUE, RETURN. ACCEPT means process packet, DROP means
discard, QUEUE means queue for user space application to decide, RETURN means
continue previous chain. Modules that process packets can be added, available mod-
ules include marking, address translation and redirection, logging, routing and oth-
ers.

> cat /etc/sysconfig/iptables
«filter

:INPUT ACCEPT [0:0]

:FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [0:0]

: INPUT_FROM_LOCAL - [0:0]
: INPUT_FROM_WORLD - [0:0]
:FORWARD_FROM_LOCAL - [0:0]
: FORWARD_FROM_WORLD - [0:0]

# Sort traffic

—-A INPUT -i lo —-3j INPUT_FROM_LOCAL

—A INPUT -i eth0O -3j INPUT_FROM_LOCAL

—A INPUT -i tun0O -3j INPUT_FROM_LOCAL

—A INPUT -i tunl -3j INPUT_FROM_LOCAL

—A INPUT -3 INPUT_FROM_WORLD

—A FORWARD -i lo -j FORWARD_FROM_LOCAL
—A FORWARD -i eth0 -j FORWARD_FROM_LOCAL
—A FORWARD -i tun0O -j FORWARD_FROM_LOCAL
—A FORWARD -i tunl -j FORWARD_FROM_LOCAL
—A FORWARD -3j FORWARD_FROM_WORLD

# Input from local machines
—A INPUT_FROM_LOCAL -3 ACCEPT

# Input from world machines

—A INPUT_FROM_WORLD -p tcp —-dport ssh —-3j ACCEPT

-A INPUT_FROM_WORLD -p tcp —--dport http -j ACCEPT

—A INPUT_FROM_WORLD -p tcp —--dport smtp —-j ACCEPT

—A INPUT_FROM_WORLD -m state —--state ESTABLISHED,RELATED -j ACCEPT
—A INPUT_FROM_WORLD -j REJECT

# Forward from local machines
—A FORWARD_FROM_LOCAL -3j ACCEPT

# Forward from world machines

—A FORWARD_FROM_WORLD -m state —--state ESTABLISHED,RELATED -7j ACCEPT
—A FORWARD_FROM_WORLD -j REJECT

COMMIT

*nat

:PREROUTING ACCEPT [0:0]

:POSTROUTING ACCEPT [0:0]
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:OUTPUT ACCEPT [0:0]

—-A PREROUTING -s 192.168.0.128/25 -p tcp --dport http -j REDIRECT --to-ports 3128
—A PREROUTING -s 192.168.0.128/25 -p tcp —--dport smtp —-j REDIRECT --to-ports 25
—~A POSTROUTING -0 ppp0 -s 192.168.0.128/25 -3j MASQUERADE

COMMIT

Use iptables -L -v to list the current rules.

References

1. Graham Shaw: Implement Port Knocking Using IPTables

Packet Scheduling

Given that neither the network capacity nor the queues capacity is infinite, it is pos-
sible to overload the network or the queues with packets. To prevent that, packet
policing is used to discard input packets and packet scheduling is used to time out-
put packets.

Stochastic Fair Queuing

The stochastic fair queuing algorithm is used when many flows need to compete for
bandwidth. The algorithm approximates having a queue for each flow and sending
data from the queues in a round robin fashion. Rather than having as many queues
as flows, however, the algorithm hashes a potentially large number of flows to a
relatively small number of queues. To compensate for the possibility of a collision
that would make multiple flows share one queue, the algorithm changes the hash
function periodically.

Token Bucket

The token bucket algorithm is used when single flow needs to observe bandwidth.
The flow is assigned a bucket for tokens with a defined maximum capacity. Tokens
are added regularly and removed when data is sent, no tokens are added to a full
bucket, no data can be sent when no tokens are available. The speed of adding tokens
determines bandwidth limit. The capacity of token bucket determines fluctuation
limit.

Hierarchical Token Bucket
To be done.

Class Based Queuing

The class based queuing algorithm is used when multiple flows need to share band-
width. The flows are separated into hierarchical classes that specify their bandwidth
requirements and can borrow unused bandwidth from each other.

A class has a level. The level of a leaf class is 1, the level of a parent class is one higher
than the maximum level of its children.

A class is under limit if it transmits below the allocated capacity. A class is over limit if
it transmits above the allocated capacity. A class is on limit otherwise.
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A class is unsatisfied if it is under limit and it or its siblings have data to transmit. A
class is satisfied otherwise.

A class is requlated if the class based queuing algorithm prevents it from sending data.
A class is unregulated otherwise.

V Kklasické Formal Sharing implementaci miiZe tfida ztstat unregulated pokud neni
over limit, nebo pokud ma pfedka na trovni i, ktery nenf over limit a ve stromu
nejsou Zadné unsatisfied tfidy tirovné nizsi nez i.

Drobny nedostatek algoritmu je p¥ili§ slozitd podminka regulace. Proto se definuje
Ancestor Only Sharing, ve kterém tfida ztstdva unregulated pokud neni over limit,
nebo pokud mé predka, ktery je under limit. Nevyhodou tohoto pfistupu pocho-
pitelné je, Ze bude omezovat over limit tfidy i tehdy, pokud tyto momentalné nikomu
nevadji.

Dalsi variantou je Top Level Sharing, které definuje maximdlni droven, ze které si
jesté t¥idy smi ptjcovat pfenosové pasmo. Tfida pak smi zlistat unregulated pokud
neni over limit nebo pokud ma ptedka do dané tirovng, ktery je under limit. Upravou
maximdlni Gdrovné se pak déa tento algoritmus regulovat, pro nekone¢nou trover je
stejny jako Ancestor Only Sharing, pro stejnou droven jako je nejmensi tiroven un-
satisfied tfidy je téméf stejny jako Formal Sharing, pro troven 1 algoritmus reguluje
vSechny over limit tfidy a tim vyprazdnuje fronty.

Pro nastavovani maximdlni trovné pro Top Level Sharing se zpravidla pouziva
heuristika. Jedna z moZnych funguje nédsledujicim zptisobem:

» Kdykoliv ptijde paket tfidy, kterd neni over limit, maximum je 1 (j. heuristika se
snaZi zarucit tfidam jejich pfenosové pasmo).

» Kdykoliv pfijde paket tfidy, kterd je over limit, ale m& under limit pfedka tfidy
nizsi nez je aktudlni maximum, maximum je tato tfida (tj. na rostouci zatiZeni
reaguje snizovanim moznosti ptij¢ovat si pfenosové pasmo).

» Kdykoliv tfida odesle paket a ma bud’ prazdnou frontu nebo se stane regulovanou,
maximum je nekonecno (tj. heuristika uvoliiuje omezeni kdyZz se méni podminky).

References

1. Floyd S., Jacobson V.: Link-Sharing and Resource Management Models for
Packet Networks, IEEE/ACM Transactions on Networking 3(4), August 1995

Random Early Detection

The goal of the random early detection queuing algorithm is to avoid anomalies as-
sociated with algorithms that fill a queue first and drop a queue tail when the queue
is filled. A weighted average of the queue length is kept and within a range of mini-
mum and maximum queue lengths, packets are marked or dropped with a probabil-
ity proportional to the current weighted average of the queue length. This gives the
flow control algorithms of the transport protocols an early warning before the queue
is filled.

References

1. Floyd S., Jacobson V.. Random Early Detection Gateways for Congestion
Avoidance
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Example: Linux Packet Scheduling

Linux uses queuing disciplines associated with network devices to determine how
packets should be scheduled. Some queuing disciplines can combine other queu-
ing disciplines. Queueing disciplines are connected through classes. Filters tell what
packets go to what class.

# Root gdisc is prio with 3 bands
tc gdisc add dev ppp0 root handle 1: prio bands 3

# Band 1 gdisc is sfg and filter is ICMP & SSH & DNS & outbound HTTP
tc gdisc add dev ppp0 parent 1:1 sfqg perturb 16

tc filter add dev pppO parent 1: protocol ip prio
tc filter add dev pppO0 parent 1: protocol ip prio
tc filter add dev pppO0 parent 1: protocol ip prio
tc filter add dev pppO parent 1: protocol ip prio
tc filter add dev pppO parent 1: protocol ip prio
tc filter add dev pppO parent 1: protocol ip prio
tc filter add dev pppO parent 1: protocol ip prio

u32 match ip sport
u32 match ip dport
u32 match ip sport
u32 match ip dport
u32 match ip sport
u32 match ip sport

oo
e e T e S

# Band 2 gdisc is sfg and filter is anything unfiltered
tc gdisc add dev ppp0 parent 1:2 sfqg perturb 16

u32 match ip protocol

22
22
53
53
80

1 Oxff
Oxffff
Oxffff
Oxffff
Oxffff
Oxffff

flowic
flowic
flowic
flowic
flowic
flowic

443 Oxffff flowi

tc filter add dev ppp0 parent 1: protocol ip prio 9 u32 match u8 0 0 flowid 1:2

# Band 3 gdisc is tbf and filter is outbound SMTP

tc gdisc add dev ppp0 parent 1:3 tbf rate 128kbit buffer 100000 latency 100s
tc filter add dev pppO parent 1: protocol ip prio 1 u32 match ip dport 25 0xffff flowic
tc filter add dev pppO parent 1: protocol ip prio 1 u32 match ip dport 465 Oxffff flowi

The example first attaches a priority queuing discipline to ppp0. The queuing disci-
pline distinguishes three priority bands and schedules higher priority bands before
lower priority bands.

Next, the example attaches a shared fair queuing discipline as a child of the priority
queuing discipline with priority 1. The queuing discipline schedules packets from
multiple streams in round robin manner. A series of filters then tells that ICMP (IP
protocol 1), SSH (port 22), DNS (port 53) and outgoing web replies (port 80) packets
belong to class 1:1, which is this queuing discipline.

Next, the example attaches a shared fair queuing discipline as a child of the priority
queuing discipline with priority 2. A filter then tells that all packets belong to class
1:2, which is this queuing discipline. The filter has a priority 9 as opposed to priority
1 of other filters, this makes it the last filter matched.

Next, the example attaches a token bucket discipline as a child of the priority queu-
ing discipline with priority 3. The queuing discipline schedules packets with a band-
width limit. A pair of filters then tells that outgoing SMTP (port 80) packets belong
to class 1:3, which is this queuing discipline.

Together, the filter tells Linux to first send ICMP, SSH, DNS and outgoing web replies
to ppp0. If there are no such packets, the filter tells Linux to send any packets except
outgoing SMTP. If there are no such packets, the filter tells Linux to send outgoing
SMTP with a bandwidth limit.

Rehearsal
Questions
1. Vysvétlete, pro¢ pfi implementaci p¥istupu k siti v operaénim systému muize

kopirovani prendsenych dat byt problém. Zhodnot'te miru tohoto problému a
uved'te, jakym zptisobem jej Ize odstranit.
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2. Vysvétlete roli filtrovani paketll v operaénim systému. Uved’te piiklady
kritérii, podle kterych mohou byt pakety filtrovany a pfiklady akci, které
mohou filtry s pakety vykonavat.

3. Viysvétlete roli pldnovace paketti v operaénim systému.

4. Popiste Token Bucket algoritmus pro pldnovéani pakett a vysvétlete, co je jeho
cilem.

5. Popiste Stochastic Fair Queuing algoritmus pro pldnovani paketti a vysvétlete,
co je jeho cilem.

6. Popiste Class Based Queuing algoritmus pro planovani paketti a vysvétlete, co
je jeho cilem.

7. Popiste Random Early Detection algoritmus pro planovani paketii a vysvétlete,
co je jeho cilem.

Network Subsystem Applications

File Systems

Example: Network File System
Three major versions of the NFS standard are 2, 3 and 4.

Version 2 of the NFS standard is designed to permit stateless server implementation.
A stateless server holds no client related state, server failure and recovery is therefore
transparent to connected clients. The design relies on identifying directories and files
using special file handles that refer directly to server disk data, rather than to data
in memory. From the client perspective, an NFS file handle is an opaque array of 32
bytes, the server uses the NFS file handle to store the file system ID, the file ID (I-node
number), and the generation ID (basically I-node version number).

const MNTPATHLEN = 1024; /* maximum bytes in a pathname argument =/
const MNTNAMLEN = 255; /* maximum bytes in a name argument =/
const FHSIZE = 32; /+ size in bytes of a file handle */

typedef opaque fhandle [FHSIZE];
typedef string name <MNTNAMLEN>;
typedef string dirpath <MNTPATHLEN>;

union fhstatus switch (unsigned fhs_status) {
case 0:
fhandle fhs_fhandle;
default:
void;

}i

The NFS standard introduces the NFS protocol and the mount protocol, both built
over RPC. The purpose of the mount protocol is to provide reference to the root of
the exported directory tree, the NFS protocol provides operations upon directories
and files.

The basic operation of the mount protocol is MNT, which returns the file handle for
the root of an exported directory tree identified by a path. Complementary to MNT is
UMNT, which the server uses to track currently mounted paths, however, because of
the stateless design the list of currently mounted paths can become stale. The DUMP
operation provides the list of paths the server believes are mounted by the client, the
EXPORT operation lists the paths of all exported directory trees.
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typedef struct mountbody *mountlist;
struct mountbody {

name ml_hostname;

dirpath ml_directory;

mountlist ml_next;

}i

typedef struct groupnode xgroups;
struct groupnode {

name gr_name;

groups gr_next;
}i

typedef struct exportnode xexports;
struct exportnode {

dirpath ex_dir;

groups ex_groups;

exports ex_next;

}i

program MOUNTPROG {

version MOUNTVERS ({
void MOUNTPROC_NULL (void) = 0;
fhstatus MOUNTPROC_MNT (dirpath) = 1;
mountlist MOUNTPROC_DUMP (void) 2;
void MOUNTPROC_UMNT (dirpath) =
void MOUNTPROC_UMNTALL (void) =
exports MOUNTPROC_EXPORT (void)
exports MOUNTPROC_EXPORTALL (void)

}o=1;

= 100005;

’

’

s w

5;
= 6;

}

The operations of the NFS protocol resemble those of common file system interfaces,
such as reading and writing files and manipulating directories. Due to the stateless
design, there is no concept of opening and closing a file - instead of the pair of open
and close operations, the protocol introduces the LOOKUP operation, which accepts
a file name and returns a file handle that remains valid for the lifetime of the file.

program NFS_PROGRAM ({
version NFS_VERSION ({

diropres NFSPROC_LOOKUP (diropargs) = 4;
} i
= 100003;

!

}

struct diropargs {
nfs_fh dir; /+ directory file handle =/
filename name; /* file name x/

}i

union diropres switch (nfsstat status) {
case NFS_OK:

diropokres diropres;
default:

void;

}i

struct diropokres {
nfs_fh file;
fattr attributes;
}i

struct fattr {
ftype type; /* file type =/
unsigned mode; /+ protection mode bits */



}i

unsigned nlink;
unsigned uid;
unsigned gid;
unsigned size;
unsigned blocksize;
unsigned rdev;
unsigned blocks;
unsigned fsid;
unsigned fileid;
nfstime atime;
nfstime mtime;
nfstime ctime;

struct nfs_fh {
opaque data [NFS_FHSIZE];

}i

enum nfsstat {

}i

program NFS_PROGRAM {

}

NFS_OK=0,
NFSERR_PERM=1,
NFSERR_NOENT=2,
NFSERR_IO=5,
NFSERR_NXIO=6,
NFSERR_ACCES=13,
NFSERR_EXIST=17,
NFSERR_NODEV=19,
NFSERR_NOTDIR=20,
NFSERR_ISDIR=21,
NFSERR_FBIG=27,
NFSERR_NOSPC=28,
NFSERR_ROFS=30,

/
/ *
/ *

/
/ *

/ x
/ *
/%

/ *

/
/
/ *
/ *

/ *
/

/
/ x
/ *
/ *
/ *

NEFSERR_NAMETOOLONG=63, / *

NFSERR_NOTEMPTY=66,
NFSERR_DQUOT=69,
NFSERR_STALE=70,
NFSERR_WFLUSH=99

/
/ *
/ *

version NFS_VERSION {
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number of hard links x/

owner user id x/
owner group id */

file size in bytes x/
preferred block size */
special device number x/
used size in kilobytes =*/

device number =*/
inode number */

time of last access */
time of last modification x/
time of last change =/

No error =/
Not owner =*/

No such file or directory =*/

I/0 error =/

No such device or address =*/
Permission denied =/

File exists =*/

No such device x/
Not a directory=*/
Is a directory =/
File too large =/

No space left on device */
Read-only file system x/
File name too long x/
Directory not empty =*/
Disc quota exceeded =*/
Stale NFS file handle =/
Write cache flushed x/

readres NFSPROC_READ (readargs) = 6;

}o=2;
= 100003;

struct readargs {

}i

nfs_fh file;
unsigned offset;
unsigned count;

/ *
/ *
/ *

unsigned totalcount; /%

union readres switch
case NFS_OK:

readokres reply;

default:

}i

void;

struct readokres {

}i

fattr attributes;

handle for file x/
byte offset in file =/
immediate read count =/

total read count

(nfsstat status) {

/ *

opaque data <NFS_MAXDATA>;

attributes =/

(from this offset) %/
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struct fattr {

ftype type; /x file type =*/

unsigned mode; /* protection mode bits */
unsigned nlink; /+ number of hard links =*/
unsigned uid; /* owner user id =*/

unsigned gid; /* owner group id x/
unsigned size; /+ file size in bytes x/
unsigned blocksize; /+ preferred block size */
unsigned rdev; /+ special device number =/
unsigned blocks; /+ used size in kilobytes */
unsigned fsid; /* device number */

unsigned fileid; /* inode number =x/

nfstime atime; /* time of last access x/
nfstime mtime; /* time of last modification =*/
nfstime ctime; /+ time of last change =*/

}i

struct nfs_fh {
opaque data [NFS_FHSIZE];
}i

enum nfsstat {

NFS_OK=0, /* No error =/

NFSERR_PERM=1, /* Not owner x/

NFSERR_NOENT=2, /+ No such file or directory =/
NFSERR_IO=5, /* I/0 error =/

NFSERR_NXIO=6, /* No such device or address =/
NFSERR_ACCES=13, /* Permission denied */
NFSERR_EXIST=17, /% File exists «*/
NFSERR_NODEV=19, /* No such device x/
NFSERR_NOTDIR=20, /* Not a directoryx/
NESERR_ISDIR=21, /+ Is a directory =/
NEFSERR_FBIG=27, /+x File too large x/
NESERR_NOSPC=28, /+ No space left on device */
NFSERR_ROFS=30, /+ Read-only file system =/
NFSERR_NAMETOOLONG=63, /+ File name too long x/
NFSERR_NOTEMPTY=66, /+ Directory not empty =*/
NFSERR_DQUOT=69, /+ Disc quota exceeded =*/
NFSERR_STALE=70, /* Stale NFS file handle =*/
NESERR_WFLUSH=99 /+* Write cache flushed x/

}i

The stateless design is not entirely transparent to clients. Places where differences
from local file system appear include permissions, which are normally tested on
opening a file. In absence of the open and close operations, permissions are checked
on each read and write instead. Furthermore, the permissions rely on the UID and
GID concepts, which need to be synchronized across clients and the server. In ab-
sence of network wide authentication mechanism, the server must trust the clients to
supply correct credentials.

Among the more subtle differences, certain permission checks must be relaxed - for
example, a client can have a right to execute a file without the right to read the file,
however, for the server both operations imply accessing file content. Lack of open
and close changes behavior when deleting an open file. Finally, there is a limit on RPC
argument size that forces clients to split large data operations, this breaks atomicity.

Version 3 of the NFS protocol introduces the NLM protocol for managing locks,
which can be used with any version of the NFS protocol. Recovery of locks after
crash is solved by introducing lease and grace periods. The server only grants a lock
for a lease period. The server enters grace period longer than any lease period after
crash and only grants lock renewals during the grace period.

Version 4 of the NFS protocol abandons statelessness and integrates the mount, NFS
and NLM protocols, and introduces security, compound operations that can pass file
handle to each other, extended attributes, replication and migration, client caching.
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Example: Server Message Block And Common Internet File System
TODO: Some description, at least from RFC and SMB & CIFS protocol.

Example: Andrew File System

The Andrew File System or AFS is a distributed file system initially developed at
CMU. AFS organizes files under a global name space split into cells, where a cell is
an administrative group of nodes. Servers keep subtrees of files in volumes, which
can be moved and read only replicated across multiple servers, and which are listed
in volume location database replicated across database servers.

Clients cache files, writes are propagated on close or flush. A server sends file data
together with a callback, which is a function that notifies of outdated file data in
cache. When a write is propagated to the server, the server notifies all clients that
cache the file data that their callback has been broken. Clients renew callbacks when
opening files whose file data were sent some time ago.

AFS uses Rx, which is a proprietary RPC implementation over UDP. AFS uses Ker-
beros for authentication. AFS uses identities that are separate from system user iden-
tities.

Example: Coda File System

The Coda File System sports a design similar to AFS, with global name space, repli-
cated servers and caching clients. Servers keep files in volumes, which can be moved
and read write replicated across multiple servers. Files are read from one server and
written to all servers. Clients check versions on all servers and tell servers to resolve
version mismatches.

Clients work in strongly connected, weakly connected and disconnected modes. The
difference between connected and disconnected modes is that in the connected
modes, the client hoards files, while in the disconnected mode, the client uses the
hoarded files. The difference between strongly connected and weakly connected
modes is that in the strongly connected mode, writes are synchronous, while in the
weakly connected mode, writes are reintegrated.

Reintegration happens whenever there is a write to be reintegrated and the client is
connected. Writes are reintegrated using an optimized replay log of mutating opera-
tions. Conflicts are solved manually.

Global File System

The Global File System is a distributed file system based on shared access to media
rather than shared access to files. Conceptually, the file system uses traditional disk
layout with storage pools of blocks, bitmaps to keep track of block usage, distributed
index nodes that point to lists of blocks stored in as many levels of a branching hi-
erarchy as required by file size, and journals to maintain metadata consistency. The
distribution relies on most data structures occupying entire blocks and on introduc-
ing a distributed block locking protocol.
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GFS supports pluggable block locking protocols. Three block locking protocols cur-
rently available are:

« DLM (Distributed Locking Manager) uses distributed architecture with a
distributed directory of migrating lock instances.

+ GULM (Grand Unified Locking Manager) uses client server architecture with repli-
cated servers and majority quora.

« NOLOCK makes it possible to completely remove locking and use GFS locally.

Computational Resource Sharing

Network Load Balancing

Klasické aplikace v distribuovaném systému, kde se procesy pfesouvaji na méné za-
tizené uzly. Snazi se o ni i klasické systémy, napiiklad Mosix ¢i Beowulf pro Linux.
Problem with uniform resource access.

Example: Mosix

The goal of Mosix is to build clusters of homogeneous computers that allow trans-
parent load balancing. Mosix has been developed since 1981 for various flavors of
Unix and finally settled on Linux.

Mosix spreads load among the computers in a cluster by migrating processes from
their home nodes to remote nodes. The decision to migrate a process is based on mul-
tiple criteria, which include the communication cost, the memory requirements, the
processor usage. To avoid thrashing, overriding importance is assigned to memory
requirements.

When accessing resources, a migrated process can either access the local resources of
the remote node, or the remote resources of the home node. In general, access to local
resources is faster than access to remote resources, but some remote resources cannot
be replaced by local resources. Mosix therefore intercepts accesses of migrated pro-
cesses to resources and directs them towards local resources when transparency can
be preserved and towards remote resources otherwise. To facilitate access to remote
resources, the migrated process communicates with its process deputy on the home
node.

To guarantee transparency when accessing user credentials, Mosix requires that all
computers in a cluster share the same UID and GID space.

To guarantee transparency when accessing files but avoid doing all file system op-
erations remotely, Mosix relies on DFSA (Direct File System Access) optimizations.
These optimizations recognize cluster file systems that are mounted across the entire
cluster and do most file system operations locally on such file systems.

Mosix refuses to migrate processes that use shared memory etc.

References

1. Mosix, http:/ /www.mosix.org

2. openMosix, http:/ /www.openmosix.org
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Network Global Memory

Existuji dalsi véci, které se dajf se siti délat. Naptiklad se na sit’ d4 swapovat, to ma
vyhodu v low latency. Také distributed shared memory.

Single System Image

Example: Amoeba

Drobny popis Amoeby, distribuovany systém od pana Tanenbauma, pro komunikaci
RPC generované z AIL, pfedpoklada dostatek CPU a dostatek paméti. Dva hlavni
rysy file systému jsou oddéleni jmen od souborti a immutable soubory.

+ Naming separation. Jména ma na starosti directory server, ktery neni vadzany na
zbytek file systému, svazuje jména s capabilities.

« Immutable files. Se souborem se smi délat pouze CREATE, READ, DELETE, SIZE
(vytvofi soubor z dat, pfecte soubor, smaze soubor, vrati velikost souboru). M4
to spoustu vyhod, napiiklad caching a replication se nemusi starat o konzistenci.
Protoze je dost paméti, vzdycky to projde.

KdyZ se z Amoeby zalal stavat pouZitelny systém, pfiznalo se, Ze ne vZdycky miiZe
byt dost paméti. Pak se soubory rozdélily na committed a uncommitted. committed
jsou viz vySe, uncommited jsou v procesu vytvéafeni a d4 se do nich pfipisovat nez se
commitnou. Dal$im drobnym dstupkem je moznost ¢teni po Castech.

Filesystem jsou Bullet Server (jako Ze rychly) a Directory Server (jako Ze adresar ?).

Bullet Server se stard o soubory, méd operace CREATE (s parametrem zda commited
nebo uncommited), MODIFY, INSERT, DELETE (na data uncommitted souborti,
jako parametr fikaji, zda commitnout), READ (na committed file), SIZE. Soubory
jsou reprezentované pomoci capabilities, soubory bez capabilities se automaticky
maZou. ProtoZe se nevi, kdo ma capabilities, pouZivaji se timeouts (uncommitted
files se mazou za 10 minut, committed files maji parametr age, ktery Directory
Server posouvd volanim touch, typicky se vola touch jednou za hodinu a zmiz{ za
24 hodin od posledniho touch).

Directory Server je obecny naming server, ktery pfifazuje jména k capabilities.
Zakladni operace jsou CREATE, DELETE (vytvofeni a zruSeni adreséte), APPEND
(vloZeni capability do directory), REPLACE (nahrazeni capability v directory,
dilezité pro atomicky update souborti), LOOKUP, GETMASKS, CHMOD (¢teni a
nastaveni prav).

Example: Mach
To be done.

Example: Plan 9

Plan 9 is an experimental operating system developed around 1990 in Bell Labs. Plan
9 builds on the idea that all resources should be named and accessed uniformly.

To be done.
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Rehearsal
Questions

1. Popiste architekturu sit' ového systému souborti NFS véetné pouzivanych pro-
tokolti a hlavnich operaci téchto protokolti.

2. Vysvétlete, co to je a jaké polozky zpravidla obsahuje file handle v sitovém
systému soubortt NFS.

3. Vysvétlete, jaké problémy ptindsi bezstavovost NFS pii testovani piistupovych
prév ajak jsou tyto problémy feseny.

souborti a jak jsou tyto problémy feSeny.

5. Vysvétlete, jaké problémy pfinasi bezstavovost NFS pfi zamykani souborti a
jak jsou tyto problémy feSeny.
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Authentication

Authentication je problém ovefeni toho, zda je aktivita (proces, uZivatel) tim, za koho

se vydava. Zpravidla se pouzivd kombinace jména a hesla, typicky je pak v systému
néjakd centrdlni autorita, kterd toto ovéfuje, ostatni se uz jen ptajf téhle autority.

Linux PAM Example

PAM je sada knihoven, kterd poskytuje API pro ovéfeni identity. Jejim hlavnim rysem
je schopnost dynamicky konfigurovat, jaké aplikace budou pouzivat jaké metody
ovéfeni identity. Funkce jsou rozdéleny do ¢tyfech skupin:

¢ Account management
 Authentication management
 Password management
 Session management

PAM je konfigurovana souborem, ktery pro kaZdou sluzbu (aplikace, kterd chce PAM
pouzivat) uvadi, pro jakou skupinu bude pouzity jaky modul a jak se zachovat pfi
jeho selhani.

> cat /etc/pam.d/login

auth required pam_securetty.so

auth required pam_stack.so service=system-auth
auth required pam_nologin.so

account required pam_stack.so service=system-auth
password required pam_stack.so service=system-auth
session required pam_stack.so service=system-auth
session optional pam_console.so

Uvedeny piiklad fikd, Ze pfihldSeni pomoci sluzby login bude vyZadovat Gspésné
vykondni modulti securetty, stack a nologin. Modul securetty testuje, zda se uzivatel
root pfihlasuje z termindlu uvedeného v /etc/securetty, pro ostatni uZivatele uspéje
vZdy. Modul nologin testuje, zda neexistuje soubor /etc/nologin, pokud ano, uspéje
pouze uzivatel root. Modul stack zatfadi v8echny testy sluzby system-auth, kde jsou
jesté moduly env (podle /etc/security /pam_env.conf nastavi proménné prostiedi),
unix (podle /etc/passwd a /etc/shadow ovéfi jméno a heslo) a deny (jako default

voev s

volba vzdy selZe). Novéjsi verze maji misto modulu stack volby include a substack.

Obecné 1ze pouzit volby requisite - selhdni modulu zptisobi okamzité vraceni chyby,
required - selhani modulu zptisobi vraceni chyby po zpracovani ostatnich moduli,
sufficient - tspéch modulu zptisobi okamzité vraceni aspésného vysledku, optional
- tspéch ¢&i selhdni modulu je dtlezité pouze pokud je jediny. Krom toho existuji
jesté slozitéjsi metody kombinace moduld, které dovoluji pro kazdy mozny zptisob
ukonéeni modulu (hlavné Gispéch a selhéni, ale jesté mnoho dalSich) uvést, zda se ma
modul ignorovat, zda ma stack okamZité nebo nakonec selhat nebo uspét, a jesté par
malickosti.

Z pohledu programdtora je pak pouziti PAM pfimocaré, hlavni je asi funkce
pam_authenticate pro ovéfeni uZivatele, dalsi funkce jsou k dispozici pro zbyvajici
funkce knihovny. Zvlastnosti je pouziti konverzaéni funkce, to je callback funkce
poskytnutd aplikaci knihovné tak, aby tato mohla v p¥ipadé potfeby vyzvat
uzivatele nap¥iklad k zaddni hesla.

#include <security/pam_appl.h>
#include <security/pam_misc.h>
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static struct pam_conv conv = { misc_conv, NULL };

int main(int argc, char xargvl])
{
pam_handle_t xpamh = NULL;
char xuser;
int retval;

//
retval = pam_start ("check_user", user, &conv, &pamh);
if (retval == PAM_SUCCESS)

retval = pam_authenticate (pamh, 0); // Is user really himself ?
if (retval == PAM_SUCCESS)

retval = pam_acct_mgmt (pamh, 0); // Is user account valid ?
if (retval == PAM_SUCCESS)
//

pam_end (pamh, retval);

References
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Kerberos Example

Problémem s centrdlni autoritou pro ovéfeni identity je moznost falSovat jeji
vysledky. To hrozi zejména v distribuovanych systémech, kde je snazsi zachytit
komunikaci mezi aplikacemi a touto autoritou. Aby se oSetfil tento problém,
pouzivaji se bezpecnostni protokoly na zdkladé ndvrhu Needhama a Schroedera,

jejichz typickym predstavitelem je Kerberos z MIT, RFC 1510.

Princip zminéného protokolu je jednoduchy. Pfedpoklddd se pouZiti symetrické
kryptografie a existence autority, kterd ma k dispozici tajné klice vSech tcastniki
protokolu. Pokud pak klient chce komunikovat se serverem, pouzije nésledujici
sekvenci:

« Klient posle autorité zddost o spojent se serverem, ve které uvede své jméno, jméno
serveru a unikétni ¢islo Ul.

 Autorita ovéfi pravo klienta spojit se se serverem.

» Autorita posle klientovi zpravu zasifrovanou jeho tajnym kli¢em KC, ve které
uvede unikdtni ¢&islo Ul pfedtim zaslané klientem, ndhodny kli¢ KR pro
komunikaci se serverem a tiket T, coZ je jesté jednou kli¢ KR a jméno klienta, vSe
zasifrované tajnym klicem serveru KS.

+ Klient ovéfi pravost autority tim, Ze byla schopna vrétit zaslané unikatni ¢islo Ul
zaSifrované jeho tajnym kli¢em KC.

« Klient posle serveru zpravu, ve které uvede tiket T.

» Server posle klientovi zpravu zasifrovanou kli¢em KR, ve které uvede unikatni
¢islo U2.
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« Klient posle serveru zpravu zaSifrovanou klicem KR, ve které uvede domluvenou
transformaci unikatniho &isla U2.

vy

 Server ovéf{ pravost klienta tim, Ze byl schopen provést transformaci unikatniho
¢isla U2 se znalosti klice KR.

Zbyvajici slabinou tohoto protokolu je moZnost vydavat se za klienta v situaci, kdy
skute¢ny klient naptiklad havaruje a v paméti ztistane kli¢ KR. Kerberos tento prob-
1ém fesi doplnénim ¢asového razitka tak, aby tiket T a tedy kli¢ KR bylo mozné pouzit
jen omezenou dobu, po které klient poZddd autoritu o obnoveni.

References

1. Coulouris G., Dollimore J., Kindberg T.: Distributed Systems Concepts And
Design

Rehearsal
Questions

1. Vysvétlete termin authentication .

Authorization

Authorization je problém rozhodnuti, zda je dand aktivita (proces, uZivatel)
opravnéna udélat néjakou akci nad néjakym prosttedkem (soubor, zafizeni).

Activities do Actions on Resources

Ovéfeni prav se s oblibou modeluje tak, Ze se definuje mnoZina aktivit, mnoZina
prostfedkdl a mnoZina akci, a pak se do tabulky kde osy urcuji aktivitu a prostfedek
zapisuji povolené akce. UdrZovat takovou tabulku v kuse by vsak bylo nepraktické,
takZe se uklada po skupinach, odtud access control lists a capabilities.

Access Control Lists

Access control lists je technika, kde se s kazdym prostfedkem ulozi seznam aktivit
a jim dovolenych akci. ACL umi leckteré UNIXy, v téch jsou zpravidla jako aktivity
brani users nebo groups a akce jsou klasické RWX nad soubory. Z téhoZ principu
vlastné vychazeji i standardni atributy u UNIX soubort.

Nevyhod ACL je fada, zfejmé nejvétsi z nich je stati¢nost vzhledem k aktivitdm, kvtili
které se ACL délaji pro users a ne pro processes. To mtize vést k situaci, kdy procesy
maji zbyte¢né silnd prava, fesi se mimo jiné vytvafenim pseudo users pro nékteré
procesy ¢i dodate¢nym omezovanim prav.

Dalsi véci je scalability, vlastné nutim prostfedky uklddat informace o aktivitach,
kterych mtiZze byt hafo. Odtud pokusy o dédéni prav z hierarchicky nadfazenych
objektli a zaznamenadvani zmén, sdruzovani prav do skupin a podobné.
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Capabilities

Capabilities je technika, kdy si kazda aktivita nese seznam prostfedkii a nad nimi
povolenych akci. Pfi pfistupu k prostiedku se pak aktivita prokdZe svou capabil-
ity, kterou systém verifikuje. Toto je mechanizmus, ktery bézné systémy pfili§ asto
nemivaji, ale u distribuovanych systémt nachazi zna¢né uplatnéni, p¥iklady jsou ca-
pabilities u Amoeby, Machu ¢i EROSu nebo credentials v CORBE.

Problémem capabilities je otdzka kam je umistit. Samoziejmé neni mozné dat je jen
tak k dispozici procestim, protoZe ty by mohly zkouset je padélat. Jednim z feSeni
je mit capabilities v protected paméti, to je tfeba ptiklad Machu (procesy maji jen
handles do svych tabulek capabilities, tabulky samy jsou v kernelu). Jiné feSeni je
Sifrovani capabilities, to déld Amoeba. KaZdy objekt mé u sebe 48 bitti ndhodné ¢islo,
toto ¢islo plus rights z capability se proZenou oneway funkci a ta se pfida do capabil-
ity, kterou ma uZzivatel k dispozici. Pokud nema4 to Stésti, nemiiZe si zménit capability
aby ukazovala na jiny objekt, ani aby nesla jind prava.

Ackoliv to na prvni pohled vypada jako Ze capabilities a access control lists jsou
ekvivalentni, jsou v nich dtleZité rozdily. Capabilities mohou néaleZet jednotlivym
procestim, tedy je mozné je pouzit naptiklad pfi ochrané dat pfed vyzrazenim tim,
Ze se untrusted procestim omezi initial capabilities.

Levels delimit Security and Integrity

Zpétna o néco vys$si troveri, model ochran zaloZeny na zmitiované tabulce ma jeden
vazny nedostatek, totiZ neni z néj jasné patrné co a jak bude chrénit. Je zifejmé, ze
préva budou tranzitivni, ale bohuZel pokud nejsou k dispozici informace o vyméné
informaci mezi aktivitami, coZ zpravidla nejsou, neni rozhodnutelné, zda miiZe exis-
tovat posloupnost akci dovolujici v kone¢ném efektu aktivité néjakou akci.

Proto se vymysleji jesté jiné modely. Dalsi z klasickych je zaloZeny na security levels
a integrity levels. Aktivity maji clearances, data maji classes. Rekne se, Ze neni pii-
pustné ¢ist informace z vysSich security classes neZ mame clearances ani zapisovat
informace do niz$ich security classes neZ mame clearances, a podobné Ze neni p¥i-
pustné zapisovat informace do vyssich integrity classes, ani ¢ist informace z niz$ich

integrity classes.

Tohle mé ovSem jiny problém, totiz k dokonalé implementaci by bylo potfeba sle-
dovat kazdy bit informace, coZ by bylo nédkladné, a tedy se pouZzivaji zjednoduseni.

vvvvvv

kem toho je pozvolny drift dat do vyssich security a niZsich integrity classes.

Example: Security Enhanced Linux

The framework introduces policies that tell how subjects (processes) can manipulate
objects (devices, files, sockets ...). Subjects and objects have types, which are stored in
a security context in the form of a triplet of user, role, type. Security context of files is
stored in extended attributes.

To be done.

> 1s -2 /
system_u:object_r:bin_t:s0 bin
system_u:object_r:boot_t:s0 boot
system_u:object_r:device_t:s0 dev

system_u:object_r:etc_t:s0 etc

system_u:object_r:home_root_t:s0 home
system_u:object_r:1lib_t:s0 1lib
system_u:object_r:1lib_t:s0 1ibé4
system_u:object_r:mnt_t:s0 media
system_u:object_r:mnt_t:s0 mnt



system_u:object_r:usr_t:s0 opt
system_u:object_r:proc_t:s0 proc
system_u:object_r:admin_home_t:s0 root
system_u:object_r:var_run_t:s0 run
system_u:object_r:bin_t:s0 sbin
system_u:object_r:var_t:s0 srv
system_u:object_r:sysfs_t:s0 sys

> semanage fcontext -1

SELinux fcontext

/

/*

/bin

/bin/.*

/bin/bash
/bin/dmesg

/bin/ip

/dev

/dev/ . *
/dev/.+mouse.
/dev/[0-9] .«

/dev/ [shmxv]d["/]*
/home

/home/ [~/1+

/home/ [~/]1+/www (/.+)?

> ps -7
LABEL

type
directory
all files
all files
all files
regular file
regular file
regular file

directory

all files
character device
character device
block device

directory

directory
all files

PID TTY

unconfined_u:unconfined_r:unconfined_t:s0-s0
unconfined_u:unconfined_r:unconfined_t:s0-s0

> id -2

unconfined_u:unconfined_r:unconfined_t:s0-s0

> semanage module -1
Module Name
abrt
accountsd
acct

afs

aiccu

aide
ajaxterm
alsa

amanda

Priority Language
100 rp
100 PP
100 joje)
100 joje)
100 joje)
100 PP
100 PP
100 joje)
100 jeje)

> sesearch -A -t sshd_key_t -p write
allow ssh_keygen_t sshd_key_t:file { append create getattr ioctl link lock open read re
allow sshd_keygen_t sshd_key_t:file { append create getattr ioctl link lock open read t
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system_u:object_r:
system_u:object_r:
system_u:object_r:
system_u:object_r:
system_u:object_r:
system_u:object_r:
system_u:object_r:

system_u:object_r:
system_u:object_r:
system_u:object_r:
system_u:object_r:
system_u:object_r:

system_u:object_r:
unconfined_u:object_r:user_home_dir_t:s0
unconfined_u:object_r:httpd_user_content_t:

TIME CMD

root_t:s0
default_t:s0
bin_t:s0
bin_t:s0
shell_exec_t:s0
dmesg_exec_t:s0

ifconfig _exec_t:s0

device_t:s0
device_t:s0
mouse_device_t:s0
usb_device_t:s0

fixed_disk_device_t:s0

home_root_t:s0

:c0.c1023 4891 pts/0 00:00:00 ps

:c0.c1023 5124 pts/0 00:00:00 bash

:c0.c1023

S

allow files_unconfined_type file_type:file { append audit_access create execute execute

allow ftpd_t non_security_file_type:file { append create getattr ioctl link lock open t
allow kernel_t non_security_file_type:file { append create getattr ioctl link lock oper

allow sysadm_t non_security_file_type:file { append create getattr ioctl link lock oper

> getsebool -a

antivirus_can_scan_system —--> off

antivirus_use_jit --> off
daemons_dump_core ——> off
daemons_enable_cluster_mode —--> off
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daemons_use_tcp_wrapper —--> off
daemons_use_tty ——> off

ftpd_anon_write --> off
ftpd_full_access —--> off
ftpd_use_nfs —-—-> off

git_cgi_enable_homedirs —--> off
git_cgi_use_nfs --> off

httpd_anon_write --> off
httpd_builtin_scripting --> on
httpd_can_check_spam —--> off
httpd_can_connect_ftp ——-> off
httpd_can_network_connect —--> off
httpd_can_network_memcache —--> off
httpd_can_sendmail --> off
httpd_enable_cgi --> on
httpd_enable_homedirs —--> off
httpd_use_nfs —-—-> off

> tail /var/log/audit/audit.log

type=AVC msg=audit (1515657259.550:620585) : avc: denied { open } for
> audit2allow < /var/log/audit/audit.log

#============= nagios_t

allow nagios_t initrc_var_run_t:file open;

> 1ls —-Z /run/utmp

system_u:object_r:initrc_var_run_t:s0 /run/utmp

policy_module (ssh, 2.4.2)

gen_tunable (allow_ssh_keysign, false)

gen_tunable (ssh_sysadm_login, false)

attribute ssh_server;

attribute ssh_agent_type;

type ssh_t;

type ssh_exec_t;

type ssh_home_t;

type sshd_exec_t;

allow ssh_t self:capability { setuid setgid ... };

allow ssh_t self:tcp_socket create_stream_ socket_perms;

allow ssh_t self:unix_dgram_socket { create_socket_perms sendto };

pid=8358

allow ssh_t self:unix_stream_socket { create_stream_socket_perms connectto };

allow ssh_t sshd_key_t:file read_file_perms;
allow ssh_t sshd_tmp_t:dir manage_dir_perms;
allow ssh_t sshd_tmp_t:file manage_file_perms;

\

tunable_policy (‘allow_ssh_keysign’,

domain_auto_trans (ssh_t, ssh_keysign_exec_t, ssh_keysign_t)

allow ssh_keysign_t ssh_t:fd use;
allow ssh_keysign_t ssh_t:process sigchld;
allow ssh_keysign_t ssh_t:fifo_file rw_file_perms;
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Rehearsal
Questions

1. Vysvétlete termin authorization .
2. Vysvétlete, co to je access control list .

3. Vysvétlete, co to je capability .

Security Subsystem Implementation

Problémem implementace je dodrzeni deklarovaného bezpeénostniho modelu ...

Example: DoD TCSEC Classification

Security klasifikace ... Trusted Computer System Evaluation Criteria (TCSEC or Or-
ange Book), the Canadian Trusted Computer Product Evaluation Criteria (CTCPEC),
and the Information Technology Security Evaluation Criteria (ITSEC). The goal of
these documents is to specify a standard set of criteria for evaluating the security
capabilities of systems.

DoD TCSEC Level D: Systems that fail to meet requirements of any higher class.

Level C1: Provides separation of users and data and access control on individual
basis so that users can prevent other users from accidentaly accessing or deleting
their data.

Level C2: In addition requires auditing of security related events.

Level B1: In addition requires informal statement of the security policy model and no
errors with respect to that statement.

Level B2: In addition requires formal statement of the security policy model and no
covert channels.

Level B3: In addition requires testability of the formal statement of the security policy
model.

Level Al: In addition requires verifiability of the formal statement of the security
policy model on the architecture level and verifiability of the informal statement of
the security policy model on the implementation level.

Ze stranky http:/ /www.radium.ncsc.mil/tpep/epl/epl-by-class.html existuji v roce
2000 tyto secure systémy:

Al zadny operacni systém, Zddna aplikace, dva routery od Boeing a Gemini Com-
puters.

B3 operac¢ni systémy XTS-200 a XTS-300 od Wang Federal (bindrné kompatibilni s
UNIX System V na Intel platformach, ale aby mél B3, musi mit specidlni hardware,
pouziva security a integrity levels ala Bell, LaPadula, Biba), zddna aplikace, Zadny
router.

B2 opera¢ni systémy Trusted XENIX 3.0 a 4.0 od Trusted Information Systems
(bindrné kompatibilni s IBM XENIX), zddnéd aplikace, router DiamondLAN od
Cryptek Secure Communications.

B1 operac¢ni systémy UTS/MLS od Amdahl Corporation, CA-ACF2 MVS od Com-
puter Associates, SEVMS VAX 6 od DEC, ULTRIX MLS+ od DEC, CX/SX 6 od Har-
ris Computer Systems, HP-UX BLS 9 od HP, Trusted IRIX/B od SGI, OS1100/2200
od Unisys, aplikace INFORMIX/Secure 5 od Informixu, Trusted Oracle 7 od Oracle,
Secure SQL 11 od SyBase, routery ...
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C2 operatni systémy AOS/VS 2 od Data General, OpenVMS VAX 6 od DEC, OS/400
na AS/400 od IBM, Windows NT 4 od Microsoftu, Guardian 90 od Tandem, aplikace
Microsoft SQL2000 8 ...

C1 se jiz nevyhodnocuje.

Seznam obsahuje pouze komeréné dostupné systémy, navic se zhruba od roku 2000
jiZ nepouzivd, ale stdle je zndmy a proto zasluhuje zminku.

Example: NIST CCEVS

Soucasné pouzivand je Common Criteria Evaluation and Validation Scheme (CCEVS)
od NIST a NSA, ta hodnoti podle ISO Standard 15408 aneb Common Criteria for
IT Security Evaluation. Urovné se oznacuji EAL1 aZ EAL7 a obsahuji kombinace
pozadavkl v riznych tfidach, EAL1 je nejjednodussi (v podstaté néjak funguje),
az do EAL4 se zvySuje troven testovani ale nikoliv naroky (produkty navrZené bez
uvazovani CC by mély obstat na EAL4), EAL5 poZaduje semiformal design and test-
ing, EAL6 poZzaduje je$té semiformal verification of design, EAL7 pozaduje formal

design and testing a formal verification of design.

Pro malé srovnani, z operac¢nich systémt je na EAL3 SGI IRIX, na EAL4 Solaris 8,
HP-UX, Windows 2000, z databazi je na EAL4 Oracle 8, ze smart cards je na EAL5
GemPlus JavaCard, vyssi levels se ziejmé zatim neudéluji.
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